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- The procedure for UDR consumers to provide their identity to UDR during storage of temporary data in UDR can be optional. Otherwise, UDR can discover and select suitable UDR consumers to send the notification via NRF.

- It can be clarified that the procedure for UDM consumers to provide its callbackURI to UDM during registration is mostly relevant for supporting restoration of temporary profiles of outbound roaming users. It can be also clarified that UDM can discover and select callbackURI of UDM consumers to notify within the same PLMN via NRF.

- The description of the resynchronization procedure can be improved and completed: 
- Resynchronization of NEF as UDM consumer is not covered.
- In order to avoid overload of UDM during resynchronization the UDM selected by UDM consumers to perform the resynchronization may not be the same UDM instance that sent the notification.
- During resynchronization it is specified that the UDR overwrites the temporary data, but it should be also covered the case where UDR creates the temporary data if the temporary data being synchronized is not available in the UDR (i.e. was completely lost due to the event).

- Overal procedure description can be further improved with miscellanous editorial updates and clarifications.
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* * * First Change * * * *
[bookmark: _Toc97631218]6.7	Restoration of Profiles related to UDR
[bookmark: _Toc97631219]6.7.1	General
This clause describes an optional procedure that may be supported by UDR, UDR consumers (i.e. UDM, PCF, and NEF), and UDM consumers (i.e.e.g. AMF, SMF, SMSF, AUSF, and NEF…) to re-synchronize profiles in UDR to those in UDR consumers and UDM consumers. When UDR detects corruption, loss, or inconsistency in temporary data stored in UDR, the UDR indicates it to its consumers. UDR should also send notifications to its consumers upon restart based on the deployment policy. If the UDR consumer is UDM, the UDM indicates it to its consumers. Then, those consumers initiate necessary procedures directly or via UDM towards UDR, so that related profiles are re-synchronized and adverse impacts on operator's service can be minimized.
NOTE X:	Notification can also be sent on other occasions than data corruption based on local policy.
UDR contains tTemporary data stored in UDR subject to restoration may beoptionally identified within the notification sent to UDR consumers and UDM consumers either by: Reset-IDs, SUPI ranges, GPSI ranges, or DNN/S-NSSAIs and accompanied by lastReplicationTime and recoveryTime.
-	Reset-ID (plus PLMN ID of the UDR): Reset-IDs of temporary data associated to SUPI ranges or GPSI ranges are assigned by UDR in an implementation specific way; e.g. a Reset-ID may identify a hardware resource and may contain a reset-counter. The Reset-ID is provided to UDR consumers and UDM consumers in the response of a request that has created temporary data (i.e. a resource) in UDR.
-	SUPI or GPSI ranges.
-	DNNs/S-NSSAIs (plus PLMN ID of the UDR).
-	UDR or UDM Group ID (plus PLMN ID of the UDR).
-	PLMN ID of the UDR.
The identifiers used in notifications are optional to be included when sent by UDR or by UDR consumers, but it is recommended that the notification includes some type of identifier to narrow down as much as possible the set of affected profiles. In particular, the notification to UDM consumers in PLMNs different from the PLMN of the UDM shall contain at least one of the identifiers. For the receivers of the notifications, all identifiers shall be supported.
If multiple identifiers are included in the notification, the set of affected profiles shall consider as a logical "AND" between all the included identifiers.
The notification sent to UDR consumers and UDM consumers also includes the following time values:
-	lastReplicationTime: is tThe last time when UDR replicated the temporary data identified to be potentially lost or corruptedwith the Reset-ID to its back-up, i.e. before the situation causing the potential data inconsistency occurred.
-	recoveryTime: is tThe time when UDR started working properly after the situation causing the potential data inconsistency occurred.
Resources related to temporary data stored in UDR are associated in the corresponding user profile stored at UDR consumers or UDM consumers withcontain a timestamp of the time they were created or last modified; i.e. lastSynchronizationTime. Temporary data in UDR created or updated between the lastReplicationTime and the recoveryTime may be inconsistent with profiles in UDR consumers and UDM consumers. In order to avoid inconsistency of time due to different timezones, lastReplicationTime, and recoveryTime and lastSynchronizationTime shall be identified using UTC.
Each profile in UDR consumers and UDM consumers is identified by SUPI or GPSI and accompanied by Reset-IDs and last synchronization time.
-	last synchronization time is the time that the profile was synchronized with a profile in UDR last time.
-	If AMF, SMF, and SMSF, it is the registration time, which is either:
-	generated in UDR and informed via UDM to AMF, SMF, or SMSF at their registration; or
-	generated in AMF, SMF, and SMSF.
-	If AUSF, it is the timestamp of authentication, which is generated in the AUSF and informed via UDM to UDR at authentication.
UDR consumers and UDM consumers define callbackUri for data restoration in their NF profile. This is an endpoint to receive notification when potential UDR data inconsistency occurs. In addition, UDR consumers may inform their identity to UDR. Additionally, AMF, SMF, SMSF and AUSFUDM consumers may inform their dataRestorationCallbackUri to UDM during registration in UDM (e.g. for AMF, SMF, SMSF); if so, such callback URI shall be the same as the URI registered by the UDM consumer in its NF Profile in NRF, and it shall be a same URI for the entire consumer's NF Instance (i.e., the UDM consumer shall not indicate different callback URIs per each UE registration).
NOTE:	The AUSF registers in UDM via Nudm_UEAU_ResultConfirmation service operation as defined in 3GPP TS 33.501 [13].
When the UDR detects a potential data inconsistency of temporary data, the UDR notifies the UDR consumers of the potential data inconsistency event using the callbackUri of the UDR consumer. 
The UDM may notify UDM consumers within its PLMN using the callbackUri included in the NF profile of the UDM consumer in NRF. This is, a UDM that receives a notification from UDR can discover the callbackURI of e.g. AMFs, SMFs, SMSFs or AUSFs within its PLMN and forward the notification to all of them. The UDM may also or notify UDM consumers using the callbackUri if provided by UDM consumers during its registration in UDM based on local configuration. 
NOTE Y:	The option for UDM consumers to provide its dataRestorationCallbackUri during registration in UDM, and such UDM using these callbackUris to send subsequent notifications, is particularly beneficial to support roaming users connecting via UDM consumers in PLMNs different from the PLMN of the UDM (e.g. AMF, SMSF, and SMF in Local Break Out scenarios), since it avoids the task for UDM to perform an inter-PLMN service discovery.
The notification to UDR consumers and UDM consumers includes optionally the identifier of the temporary data subject to restoration (e.g. Reset-IDs), the lastReplicationTime and the recoveryTime. The UDR consumer or UDM consumer may then initiate the restoration of the temporary data identified to be potentially lost or corrupted related to the users associated with the Reset-ID when the last synchronization time recorded at consumer falls between the lastReplicationTime and the recoveryTime as provided by the producer, i.e. UDR or UDM.
[bookmark: _Toc97631220]6.7.2	Procedure
Figure 6.7.2-1 describes the procedure for restoration of profiles related to UDR.




Figure 6.7.2-1: Restoration of Profiles related to UDR
0.	UDR consumers and UDM consumers define callbackUri for data restoration in the NF profile registered in NRF.
1.	UDR consumers store temporary data in UDR. The UDR consumers may sets its identity in athe request to UDR, when accessing it for the first time. The UDR stores the received identity and creates for the UDR consumer a subscription on notification for the potential UDR data inconsistency. The UDR may provide to the UDR consumer the Reset-ID if assigned by the UDR for the temporary data stored in UDR.
[bookmark: _PERM_MCCTEMPBM_CRPT00990001___3]The UDM stores temporary data in UDR as requested by its consumers. AMF, SMF, SMSF, and AUSFUDM consumers may sets dataRestorationCallbackUri in the request of their registration to UDM. In this case, Tthe UDM stores the dataRestorationCallbackUri locally and creates for the AMF, the SMF, the SMSF, or the AUSFUDM consumer a subscription on notification for the potential UDR data inconsistency. If received from UDR, the UDM also provides the Reset-ID assigned by the UDR to UDM consumers.
When an NF other than UDM creates or updates a resource directly or via UDM in UDR, the NF sets or stores last sSynchronization tTime in a relevant profile. If the NF receives a Reset-ID directly or via UDM from UDR, the NF stores it in the profile.
2.	UDR detects corruption, loss, or inconsistency in temporary data caused due to certain scenarios (e.g. failure and restart of the UDR, or migration of the data from an old UDR to a new UDR). 
NOTE X:	The UDR can recover consistency by different means, e.g. by reloadsing data from its back-up.
3.	UDR queries NRF based on the identity stored in step 1 and discovers callbackUri for data restoration in UDR consumers' NF profiles. If no UDR consumer impacted by the restoration event provided its identity in step 1, the UDR discovers via NRF the callbackUri of one suitable UDR consumer instance to send the notification to. The UDR sends Nudr_DR_Notification request to the callbackUri to notify potential UDR data inconsistency. The Nudr_DR_Notification request may contain temporary data identifier(s) (e.g. Reset-IDs, DNN/S-NSSAIs, SUPI ranges, or GPSI ranges) and an impacted period (i.e. lastReplicationTime and recoveryTime).
4.	If UDR consumer is UDM, the UDM forwards the notification to UDM consumers. The UDM finds UDM consumers' callbackUri for data restoration for UDM consumers within its PLMN locally or in UDM consumers' NF profiles through querying NRF. Optionally, the UDM may find callbackUri for data restoration for UDM consumers (especially UDM consumers outside its PLMN) (based on the UDM consumer's NF Instance ID and optionally the target PLMN-ID in case the UDM consumer is on a different PLMN which are if provided by the UDM consumer during UDM consumer registration in UDM and locally stored in UDM in step1 when creating subscription), and forward the notification to UDM consumers.
5.	When an NF, which is a UDR consumer other than UDM (e.g. PCF, NEF) or a UDM consumer (e.g. AMF, SMF, SMSF) and not UDM, finds that the temporary data identifier(s) in the notification matches a stored profile in the NF is affected by the potential loss or corruption of data, and that the last synchronization time of the profile falls into the impacted period in the notification, then the NF judges that the profile requires re-synchronization. 
	UDM consumers initiate the re-synchronization for each impacted UE using different service operations depending on the UDM consumer type. UDM consumers shall include a flag ("udrRestartInd") indicating that the request is due to a re-synchronization event.
-	If the NFUDM consumers that register in UDM is AMF, SMF or SMSF, the NF starts re-synchronization by sending Nudm_UECM_Registration request containing the stored registration time for each impacted UE.
In order to prevent storing obsolete registration information for a given user coming from UDM consumers that trigger resynchronization for the same user, UDM consumers may include the stored last synchronization time within the re-synchronization request. The lastSynchronizationTime provided by the UDM consumer can be used in UDM to compare it with current data stored in UDR and ensure that the registration from the most recent UDM consumer is kept (see step 7). However, if the UDM consumer can ensure that its resynchronization is the most recent, accurate and correct (e.g. if the AMF triggers resynchronization upon detection of UE activity), the UDM consumer shall not include the lastSynchronizationTime within the resynchronization request and the UDM stores the UDM consumer registration in the UDR without further processing.  
-	If the NF is AUSF, the NF starts re-synchronization by sending Nudm_UEAuthentication_ResultConfirmation request containing the stored last synchronization as timestamp of the authentication for each impacted UE.
-	NEF starts re-synchronization of the subscription to exposure events in UDM by sending Nudm_EE_ModifySubscription request for each impacted UE and subscribed event.
6.	The NFUDR consumers and UDM consumers locally adjusts invocation timing of each of those procedures, in order not to cause congestion in the system. The NF invokes necessary procedures.
	UDM consumers select a UDM instance to send the re-synchronization signalling as defined in 3GPP TS 23.501 [9]. This is, the UDM consumer may not send the re-synchronization signalling to the UDM instance from which the UDM consumer received the notification.
7.	If UDM receives Nudm_UECM_Registration request containing a registration time the "udrRestartInd" flag, and the UDM sends a corresponding request to UDR, the UDR overwrites the related profile in the UDR, or creates it if not available only if the registration time that AMF, SMF or SMSF sends is not in the past compared to the one already stored. If the registration request includes a lastSynchronizationTime, the related profile in UDR is overwritten only if the lastSynchronization time received from the UDM consumer is not older than the registration time stored in UDR before resynchronization. In this case, if the UDM replaces or creates the related profile in UDR, the UDM sets the registration time to the current time.
If UDM receives Nudm_UEAuthentication_ResultConfirmation request, containing a timestamp of authentication and the UDM sends a corresponding request to UDR, the UDR overwrites the related profile in the UDR or creates it if not available in UDR only if the timestamp of authentication that AUSF sends is not older than the one already stored.
If UDM receives Nudm_EE_ModifySubscription request, the UDM sends a corresponding request to UDR, the UDR overwrites the related profile in the UDR or creates it if not available in UDR.

* * * End of Changes * * * *
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