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***** change *****
[bookmark: _Toc97295804]3.2	Abbreviations
[bookmark: clause4]For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
5G DDNMF	5G Direct Discovery Name Management Function
5G ProSe	5G Proximity-based Services
DN	Data Network
DUCK	Discovery User Confidentility Key
DUIK	Discovery User Integrity Key
DUSK	Discovery User Scrambling Key
GFBR	Guaranteed Flow Bit Rate
LSB	Least Significant 8 Bits
MSB	Most Significant 8 Bits
MFBR	Maximum Flow Bit Rate
MIC	Message Integrity Check
NCGI	NG-RAN Cell Global ID
PC5 LINK-AMBR	PC5 Link Aggregated Bit Rate
PDUID	ProSe Discovery UE ID
PKMF	ProSe Key Management Function
PQI	PC5 5QI
ProSeP	5G ProSe Policy
PRUK	Prose Remote User Key
PSDK	Public Safety Discovery Key
RQI	Reflective QoS Indication
RPAUID	Restricted ProSe Application User ID
RSC	Relay Service Code
TTL	Time-To-Live
***** change *****
8.2.X	5G ProSe security procedures over PC8 interface
[bookmark: _Toc97295825]8.2.X.1	General
[bookmark: _Toc59198963][bookmark: _Toc59198372][bookmark: _Toc525230972][bookmark: _Toc97295826]8.2.X.1.1	Transport protocol for PC8 messages
The UE and 5G PKMF shall use HTTP 1.1 as specified in IETF RFC 7230 [3] and IETF RFC 7231 [4] as the transport protocol for PC8 messages over the PC8 interface. The PC8 messages described here shall be included in the body of either an HTTP request message or an HTTP response message.
[bookmark: _Toc59198964][bookmark: _Toc59198373][bookmark: _Toc525230973][bookmark: _Toc97295827]8.2.X.1.2	Handling of UE-initiated procedures
[bookmark: _Toc97295828]8.2.X.1.2.1	General
The following rules apply for UE-initiated procedures:
a)	the UE initiates 5G ProSe transactions with an HTTP request message containing the PC8 request(s);
b)	the 5G PKMF responds to the requests with an HTTP response message containing the PC8 response(s) for the PC8 request(s); and
c)	HTTP POST methods are used for 5G ProSe procedures over PC8 interface.
The UE may use UE local configuration or URSP, as defined in 3GPP TS 24.526 [5], to establish a PDU session for reaching the HPLMN 5G PKMF:
a)	if a PDU session for reaching the HPLMN 5G PKMF is not established yet, the UE shall establish the PDU session for reaching the HPLMN 5G PKMF and shall send the HTTP request message via the PDU session for reaching the HPLMN 5G PKMF; and
b)	if a PDU session for reaching the HPLMN 5G PKMF is already established (e.g., either due to other 5G ProSe feature or due to other application), the UE shall send the HTTP request message via the PDU session for reaching the HPLMN 5G PKMF.
[bookmark: _Toc97295834]8.2.X.2	Procedures
[bookmark: _Toc59198970][bookmark: _Toc59198379][bookmark: _Toc525230979][bookmark: _Toc97295835]8.2.X.2.1	Types of 5G ProSe procedures over PC8 interface
The following procedures are defined:
a)	5G ProSe UE-to-network relay discovery security parameters request procedure;
[bookmark: _Hlk100138733]b)	5G ProSe remote user key request procedure; and
c)	Key request procedure.
In the following descriptions of 5G procedures over PC8 interface, the terms "request" and "response" refer to the corresponding PC8 messages, not to the HTTP request or response. The following procedure descriptions use a single PC8 message for illustration purposes.
The 5G ProSe procedures over PC8 interface shall be integrity protected and confidentiality protected using the security procedures using GBA or AKMA, see clause 5.2.5.3 and clause 5.2.5.4 in 3GPP TS 33.503 [34].
NOTE 1:	A single HTTP request message can contain multiple PC8 requests and a single HTTP response message can contain multiple PC8 responses.
NOTE 2:	The privacy of the UE identity included in the PC8 messages of 5G ProSe procedures over PC8 interface is ensured by the confidentiality protection of those procedures.
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