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* * * First Change * * * *
[bookmark: _Toc20232798][bookmark: _Toc27746901][bookmark: _Toc36213085][bookmark: _Toc36657262][bookmark: _Toc45286927][bookmark: _Toc51948196][bookmark: _Toc51949288][bookmark: _Toc91599216]6.3.1.1	General
The purpose of the PDU session authentication and authorization procedure is to enable the DN:
a)	to authenticate the upper layers of the UE, when establishing the PDU session;
b)	to authorize the upper layers of the UE, when establishing the PDU session;
c)	both of the above; or
d)	to re-authenticate the upper layers of the UE after establishment of the PDU session; or
e)	to authenticate the upper layers of the 5G ProSe layer-3 remote UE, upon receipt of the REMOTE UE REPORT message.
The PDU session authentication and authorization procedure can be performed only during or after the UE-requested PDU session procedure establishing a non-emergency PDU session. The PDU session authentication and authorization procedure shall not be performed during or after the UE-requested PDU session establishment procedure establishing an emergency PDU session.
The upper layers store the association between a DNN and corresponding credentials, if any, for the PDU session authentication and authorization.
The network authenticates the UE using the Extensible Authentication Protocol (EAP) as specified in IETF RFC 3748 [34].
EAP has defined four types of EAP messages:
a)	an EAP-request message;
b)	an EAP-response message;
c)	an EAP-success message; and
d)	an EAP-failure message.
The EAP-request message is transported from the network to the UE using the PDU SESSION AUTHENTICATION COMMAND message of the PDU EAP message reliable transport procedure.
The EAP-response message to the EAP-request message is transported from the UE to the network using the PDU SESSION AUTHENTICATION COMPLETE message of the PDU EAP message reliable transport procedure.
If the PDU session authentication and authorization procedure is performed during the UE-requested PDU session establishment procedure:
a)	and the DN authentication of the UE completes successfully, the EAP-success message is transported from the network to the UE as part of the UE-requested PDU session establishment procedure in the PDU SESSION ESTABLISHMENT ACCEPT message.
b)	and the DN authentication of the UE completes unsuccessfully, the EAP-failure message is transported from the network to the UE as part of the UE-requested PDU session establishment procedure in the PDU SESSION ESTABLISHMENT REJECT message.
If the PDU session authentication and authorization procedure is performed after the UE-requested PDU session establishment procedure:
a)	and the DN authentication of the UE completes successfully, the EAP-success message is transported from the network to the UE using the PDU SESSION AUTHENTICATION RESULT message of the PDU EAP result message transport procedure.
b)	and the DN authentication of the UE completes unsuccessfully, the EAP-failure message is transported from the network to the UE using the PDU SESSION RELEASE COMMAND message of the network-requested PDU session release procedure.
There can be several rounds of exchange of an EAP-request message and a related EAP-response message for the DN to complete the authentication and authorization of the request for a PDU session (see example in figure 6.3.1.1).
The SMF shall set the authenticator retransmission timer specified in IETF RFC 3748 [34] subclause 4.3 to infinite value.
NOTE:	The PDU session authentication and authorization procedure provides a reliable transport of EAP messages and therefore retransmissions at the EAP layer of the SMF do not occur.


Figure 6.3.1.1: PDU session authentication and authorization procedure
* * * Next Change * * * *
[bookmark: _Toc20232800][bookmark: _Toc27746903][bookmark: _Toc36213087][bookmark: _Toc36657264][bookmark: _Toc45286929][bookmark: _Toc51948198][bookmark: _Toc51949290][bookmark: _Toc91599218]6.3.1.2.1	PDU EAP message reliable transport procedure initiation
In order to initiate the PDU EAP message reliable transport procedure, the SMF shall create a PDU SESSION AUTHENTICATION COMMAND message.
The SMF shall set the PTI IE of the PDU SESSION AUTHENTICATION COMMAND message to "No procedure transaction identity assigned".
The SMF shall set the EAP message IE of the PDU SESSION AUTHENTICATION COMMAND message to the EAP-request message provided by the DN or generated locally.
The SMF shall set the Remote UE handling information IE of the PDU SESSION AUTHENTICATION COMMAND message to the remote user identify if received in the Remote UE context connected IE in the REMOTE UE REPORT message.
The SMF shall send the PDU SESSION AUTHENTICATION COMMAND message, and the SMF shall start timer T3590 (see example in figure 6.3.1.1).
Upon receipt of the PDU SESSION AUTHENTICATION COMMAND message, if the UE provided a DNN during the PDU session establishment, the UE shall stop timer T3396, if it is running for the DNN provided by the UE. If the UE did not provide a DNN during the PDU session establishment, the UE shall stop the timer T3396 associated with no DNN if it is running.
Upon receipt of the PDU SESSION AUTHENTICATION COMMAND message, if the UE provided an S-NSSAI and a DNN during the PDU session establishment, the UE shall stop timer T3584, if it is running for the [S-NSSAI of the PDU session, DNN] combination. If the UE provided a DNN but did not provide an S-NSSAI during the PDU session establishment, the UE shall stop timer T3584, if it is running for the same [no S-NSSAI, DNN] combination provided by the UE. If the UE provided an S-NSSAI but did not provide a DNN during the PDU session establishment, the UE shall stop timer T3584, if it is running for the same [S-NSSAI, no DNN] combination provided by the UE. If the UE provided neither a DNN nor an S-NSSAI during the PDU session establishment, the UE shall stop timer T3584, if it is running for the same [no S-NSSAI, no DNN] combination provided by the UE. The timer T3584 to be stopped includes the timer T3584 applied for all the PLMNs, if running, and the timer T3584 applied for the registered PLMN, if running.
Upon receipt of the PDU SESSION AUTHENTICATION COMMAND message, if the UE provided an S-NSSAI during the PDU session establishment, the UE shall stop timer T3585, if it is running for the S-NSSAI of the PDU session. If the UE did not provide an S-NSSAI during the PDU session establishment, the UE shall stop the timer T3585 associated with no S-NSSAI if it is running. The timer T3585 to be stopped includes the timer T3585 applied for all the PLMNs, if running, and the timer T3585 applied for the registered PLMN, if running.
NOTE 1:	Upon receipt of the PDU SESSION AUTHENTICATION COMMAND message for a PDU session, if the UE provided a DNN (or no DNN) and an S-NSSAI (or no S-NSSAI) when the PDU session is established, timer T3396 associated with the DNN (or no DNN, if no DNN was provided by the UE) is running, and timer T3584 associated with the DNN (or no DNN, if no DNN was provided by the UE) and the S-NSSAI (or no S-NSSAI, if no S-NSSAI was provided by the UE) is running, then the UE stops both the timer T3396 and the timer T3584.
NOTE 2:	Upon receipt of the PDU SESSION AUTHENTICATION COMMAND message for a PDU session, if the UE provided a DNN (or no DNN) and an S-NSSAI (or no S-NSSAI) when the PDU session is established, timer T3585 associated with the S-NSSAI (or no S-NSSAI, if no S-NSSAI was provided by the UE) is running, and timer T3584 associated with the DNN (or no DNN, if no DNN was provided by the UE) and the S-NSSAI (or no S-NSSAI, if no S-NSSAI was provided by the UE) is running, then the UE stops both the timer T3585 and the timer T3584.
Upon receipt of a PDU SESSION AUTHENTICATION COMMAND message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, the UE passes to the upper layers the EAP message received in the EAP message IE of the PDU SESSION AUTHENTICATION COMMAND message. Apart from this action and the stopping of timers T3396, T3584 and T3485 (if running), the authentication and authorization procedure initiated by the DN is transparent to the 5GSM layer of the UE.
[bookmark: OLE_LINK5]Upon receipt of a PDU SESSION AUTHENTICATION COMMAND message including the Remote UE handling information IE, the UE shall pass to the upper layer as defined in 3GPP TS 24.554 [19E] the EAP message received in the EAP message IE of the PDU SESSION AUTHENTICATION COMMAND message.
[bookmark: _Toc34388630][bookmark: _Toc34404401][bookmark: _Toc45282229][bookmark: _Toc45882615][bookmark: _Toc51951165][bookmark: _Toc59208919][bookmark: _Toc75734757][bookmark: _Toc92273849][bookmark: _Toc97192578]* * * Next Change * * * *
[bookmark: _Toc20232801][bookmark: _Toc27746904][bookmark: _Toc36213088][bookmark: _Toc36657265][bookmark: _Toc45286930][bookmark: _Toc51948199][bookmark: _Toc51949291][bookmark: _Toc91599219]6.3.1.2.2	PDU EAP message reliable transport procedure accepted by the UE
When the upper layers provide an EAP-response message responding to the received EAP-request message, tThe UE shall create a PDU SESSION AUTHENTICATION COMPLETE message when:
a)	the upper layers provide an EAP-response message responding to the received EAP-request message; or
b)	the UE receives an EAP message from the 5G ProSe layer-3 remote UE as defined in 3GPP TS 24.554 [19E].
The UE shall set the EAP message IE of the PDU SESSION AUTHENTICATION COMPLETE message to the EAP-response message.
The UE shall set the Remote UE handling information IE of the PDU SESSION AUTHENTICATION COMPLETE message to the remote user identity from which the EAP message is received if the EAP message is received from the 5G ProSe layer-3 remote UE.
The UE shall transport the PDU SESSION AUTHENTICATION COMPLETE message and the PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5. Apart from this action, the authentication and authorization procedure initiated by the DN is transparent to the 5GSM layer of the UE.
Upon receipt of a PDU SESSION AUTHENTICATION COMPLETE message, the SMF shall stop timer T3590 and provides the EAP message received in the EAP message IE of the PDU SESSION AUTHENTICATION COMPLETE message to the DN or handles it locally.
* * * Next Change * * * *
[bookmark: _Toc20218173][bookmark: _Toc27744058][bookmark: _Toc35959630][bookmark: _Toc45203063][bookmark: _Toc45700439][bookmark: _Toc51920175][bookmark: _Toc68251235][bookmark: _Toc74916212][bookmark: _Toc91599284]6.6.2.3	Remote UE report procedure accepted by the network
Upon receipt of the REMOTE UE REPORT message, the SMF shall send a REMOTE UE REPORT RESPONSE message to the UE. 
The SMF shall include the PTI from the REMOTE UE REPORT message.
The SMF shall set the EAP message IE to an EAP-success message or an EAP-failure message to be sent to the 5G ProSe layer-3 remote UE if the EAP-success message or the EAP-failure message is received from the DN.
The SMF may include the Remote UE handling information IE if the PDU session authentication and authorization procedure for the 5G ProSe layer-3 remote UE were performed.
The SMF may include the Authorized QoS flow description IE to indicate the QoS flow parameters to the 5G ProSe layer-3 relay UE when the PDU session authentication and authorization procedure for the 5G ProSe layer-3 remote UE is successful.
[bookmark: _Hlk100584569]Editor’s note:	Whether and why the Authorized QoS flow description IE is included is FFS.
Upon receipt of the REMOTE UE REPORT RESPONSE message, the UE shall stop timer T3586 and enter the state PROCEDURE TRANSACTION INACTIVE.
Upon receipt of the REMOTE UE REPORT RESPONSE message including the EAP message IE, the UE shall pass the EAP message received in the EAP message IE to the upper layer as defined in 3GPP TS 24.554 [19E].
Upon receipt of the REMOTE UE REPORT RESPONSE message including the Remote UE handling information IE, the UE shall pass the Remote UE handling information IE to the upper layer as defined in 3GPP TS 24.554 [19E].
* * * Next Change * * * *
[bookmark: _Toc20233118][bookmark: _Toc27747238][bookmark: _Toc36213429][bookmark: _Toc36657606][bookmark: _Toc45287279][bookmark: _Toc51948554][bookmark: _Toc51949646][bookmark: _Toc91599620]8.3.4.1	Message definition
The PDU SESSION AUTHENTICATION COMMAND message is sent by the SMF to the UE for authentication of the UE establishing the PDU session or of the UE participating in the PDU session. See table 8.3.4.1.1.
Message type:	PDU SESSION AUTHENTICATION COMMAND
Significance:	dual
Direction:	network to UE
Table 8.3.4.1.1: PDU SESSION AUTHENTICATION COMMAND message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	PDU session ID
	PDU session identity
9.4
	M
	V
	1

	
	PTI
	Procedure transaction identity
9.6
	M
	V
	1

	
	PDU SESSION AUTHENTICATION COMMAND message identity
	Message type
9.7
	M
	V
	1

	
	EAP message
	EAP message
9.11.2.2
	M
	LV-E
	6-1502

	7B
	Extended protocol configuration options
	Extended protocol configuration options
9.11.4.6
	O
	TLV-E
	4-65538

	7A
	Remote UE handling information list
	Remote UE handling information list
9.11.4.f
	O
	TLV-E
	4-65538



* * * Next Change * * * *
[bookmark: _Toc20233119][bookmark: _Toc27747239][bookmark: _Toc36213430][bookmark: _Toc36657607][bookmark: _Toc45287280][bookmark: _Toc51948555][bookmark: _Toc51949647][bookmark: _Toc91599621]8.3.4.a	Remote UE handling information list
The Remote UE handling information list IE is included in the message when the network needs to transmit the EAP message to a 5G ProSe layer-3 remote UE.
* * * Next Change * * * *
[bookmark: _Toc20233121][bookmark: _Toc27747241][bookmark: _Toc36213432][bookmark: _Toc36657609][bookmark: _Toc45287282][bookmark: _Toc51948557][bookmark: _Toc51949649][bookmark: _Toc91599623]8.3.5.1	Message definition
The PDU SESSION AUTHENTICATION COMPLETE message is sent by the UE to the SMF in response to the PDU SESSION AUTHENTICATION COMMAND message and indicates acceptance of the PDU SESSION AUTHENTICATION COMMAND message. See table 8.3.5.1.1.
Message type:	PDU SESSION AUTHENTICATION COMPLETE
Significance:	dual
Direction:	UE to network
Table 8.3.5.1.1: PDU SESSION AUTHENTICATION COMPLETE message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	PDU session ID
	PDU session identity
9.4
	M
	V
	1

	
	PTI
	Procedure transaction identity
9.6
	M
	V
	1

	
	PDU SESSION AUTHENTICATION COMPLETE message identity
	Message type
9.7
	M
	V
	1

	[bookmark: _Hlk98505868]
	EAP message
	EAP message
9.11.2.2
	M
	LV-E
	6-1502

	7B
	Extended protocol configuration options
	Extended protocol configuration options
9.11.4.6
	O
	TLV-E
	4-65538

	7A
	Remote UE handling information list
	Remote UE handling information list
9.11.4.f
	O
	TLV-E
	4-65538



* * * Next Change * * * *
8.3.5.b	Remote UE handling information list
This Remote UE handling information list IE is included in the message when the UE needs to transmit the EAP message to a 5G ProSe layer-3 remote UE.
* * * Next Change * * * *
[bookmark: _Toc20218564][bookmark: _Toc27744452][bookmark: _Toc35960026][bookmark: _Toc45203464][bookmark: _Toc45700840][bookmark: _Toc51920576][bookmark: _Toc68251636][bookmark: _Toc74916623][bookmark: _Toc91599705]8.3.20.1	Message definition
The REMOTE UE REPORT RESPONSE message is sent by the network to the UE to acknowledge receipt of a remote UE report message. See table 8.3.20.1.
Message type:	REMOTE UE REPORT RESPONSE
Significance:	dual
Direction:	network to UE
Table 8.3.20.1: REMOTE UE REPORT RESPONSE message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	PDU session ID
	PDU session identity
9.4
	M
	V
	1

	
	PTI
	Procedure transaction identity
9.6
	M
	V
	1

	
	Remote UE report response message identity
	Message type
9.7
	M
	V
	1

	78
	EAP message
	EAP message
9.11.2.2
	O
	TLV-E
	6-1502

	[bookmark: _Hlk103239870]7A
	Remote UE handling information list
	Remote UE handling information list
9.11.4.f
	O
	TLV-E
	4-65538

	79
	Authorized QoS flow descriptions
	QoS flow descriptions
9.11.4.12
	O
	TLV-E
	6-65538



* * * Next Change * * * *
8.3.20.c	EAP message
This EAP message IE is included when the external DN performs authentication and authorization of the UE using EAP.
8.3.20.d	Remote UE handling information list
This Remote UE handling information list IE is included in the message when the network needs to inform the secondary authentication information to the 5G ProSe layer-3 relay UE.
8.3.20.e	Authorized QoS flow descriptions
This Authorized QoS flow descriptions IE is included in the message when the network needs to indicate the QoS flow parameters to the 5G ProSe layer-3 relay UE and the PDU session authentication and authorization procedure for the 5G ProSe layer-3 remote UE is successful.
Editor’s note:	Whether and why the Authorized QoS flow description IE is included is FFS.
* * * Next Change * * * *
9.11.4.f	Remote UE handling information
The purpose of the Remote UE handling information list information element is to inform the secondary authentication information to the 5G ProSe layer-3 relay UE.
The Remote UE handling information list information element is coded as shown in figure 9.11.4.f.1 and table 9.11.4.f.1.
The Remote UE handling information list is a type 6 information element with a length of 4 octets.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Remote UE handling information list IEI
	octet 1

	
Length of remote UE handling information list contents
	octet 2
octet 3

	Number of remote UE handling information
	octet 4

	
Remote UE handling information 1
	octet o1

octet o2

	
…
	octet o2+1

octet o3

	
Remote UE handling information n
	octet o3+1

octet o4


Figure 9.11.4.f.1: Remote UE handling information list information element
Table 9.11.4.f.1: Remote UE handling information list information element
	Remote UE handling information :

	

	The contents of remote UE handling information are applicable for one individual UE and are coded as shown in figure 9.11.4.f.2 and table 9.11.4.f.2.

	



	8
	7
	6
	5
	4
	3
	2
	1
	

	Length of remote UE handling information
	octet 5

	Number of user identities
	octet 6

	Length of user identity 1
	octet 7

	
User identity 1

	octet 8

	
	
octet q

	
…

	

	Length of user identity v
	octet m

	
User identity v

	octet m+1

	
	
octet j

	Spare
	DLRI
	AR
	octet (j+1)*



Figure 9.11.4.f.2: Remote UE handling information
Table 9.11.4.f.2: Remote UE handling information
	User identity (octet 8 to octet q)

	The user identity field is coded as specified in figure 9.11.4.29.2 and table 9.11.4.29.2.

	

	Authentication result (AR) (bit 1 octet j+1):
0	Secondary authentication is successful

	1	Secondary authentication is not successful

	

	5G ProSe direct link release indication (DLRI) (bit 2 octet j+1):
0	5G ProSe direct link is not released
1	5G ProSe direct link is released

	



* * * End of Changes * * * *
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