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1.	Introduction

Rel-17 CR#0626 (in C4-221172 in CR pack CP-220047) on Anonymous SUCI against TS 23.006 has been agreed in CT4.

This CR updates the SUCI definition in clause 2.2B to fulfil the requirement for anonymous SUCI used during authentication in SNPN onboarding scenarios. The change is the following one:

An anonymous SUCI is composed by setting the SUPI Type field to 1 (Network-Specific Identifier), using the null protection scheme, and where the scheme output corresponds to a username set to either the "anonymous" string or to an empty string (see IETF RFC 7542 [126], clause 2.4).

Which implies that an anonymous SUCI will have the following format:

· type1.rid<routing indicator>.schid0.useridanonymous@example.com
· type1.rid<routing indicator>.schid0.userid@example.com

During the meeting, there were several concerns expressed by Orange and Vodafone.

2.	Discussion

The first concern was that the reference to the RFC 7542 "The Network Access Identifier" is quite irrelevant to justify the support of both formats.

The clause 2.4 of RFC 7542 is on the support of Username Privacy and states:

   In some situations, NAIs are used together with a separate
   authentication method that can transfer the username part in a more
   secure manner to increase privacy.  In this case, NAIs MAY be
   provided in an abbreviated form by omitting the username part.
   Omitting the username part is RECOMMENDED over using a fixed username
   part, such as "anonymous", since including a fixed username part is
   ambiguous as to whether or not the NAI refers to a single user.
   However, current practice is to use the username "anonymous" instead
   of omitting the username part.  This behavior is also permitted.

In the present case, the reference to RFC 7542 is irrelevant as the identifier sent in the access network is not the user identifier per se (i.e. NAI as per IETF or SUPI as per 3GPP) but an identifier derived from the user identifier (i.e. SUCI as per 3GPP). The only thing that NAI and SUCI has in common is that the latter uses the formal syntax of the former. And as a matter of fact, the SUCI will always have a fixed username part i.e. with at least "type1.rid<routing indicator>.schid0.userid". Therefore, the RFC 7542 cannot be used to justify the use of SUPI with omitted username.

For the record, NAI-based SUPI is defined as follows in TS 23.003:
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The NAI for SUPI shall have the form username@realm as specified in clause 2.2 of IETF RFC 7542 [126].

Which stipulates that a username portion (with at least one character) is required in an NAI-based SUPI and therefore forbids the use of the two other possible formats for NAI, as defined in section 2.2 of RFC 7542:

   nai            =   utf8-username
   nai            =/  "@" utf8-realm
   nai            =/  utf8-username "@" utf8-realm

NOTE:	In ABNF syntax, "/" is used to specify a list of alternatives

Moreover, the SUCI is derived from an NAI-based SUPI as follows (see clause 6.12.2 of TS 33.501):

The UE shall construct a scheme-input from the subscription identifier part of the SUPI as  follows: 
· For SUPIs taking the form of a NAI, the subscription identifier part of the SUPI includes the "username" portion of the NAI as defined in NAI RFC 7542 [57].
Which leads to the other concern expressed by Orange and Vodafone.

Based on the above illustrations, it is understood that the presence of a "username" portion in the SUPI is required in the calculation of the SUCI, since Rel-15. It is therefore not possible to confirm that a pre-rel-17 implementation will be able to generate a SUCI from a SUPI without any username portion.

Therefore, in order to avoid any backward compatible issue, it was proposed to only retain the format "anonymous@realm" for anonymized SUPI used in the calculation of the SUCI.

The following anonymized identifier 

type1.rid<routing indicator>.schid0.useridanonymous@example.com

will fulfil all the privacy requirements and there is no need to specify an alternative to this format. Moreover, this will ensure that a normal SUPI and anonymized SUPI are equally used in the generation of SUCI, both SUPI types having a username portion in their NAI.

3.	Proposal

Despite the concerns expressed by Orange and Vodafone, the CR#0626 (in C4-221172 in CR pack CP-220047) was agreed in CT4. The aim of this paper is not to challenge this agreement but to ensure that these concerns will be taken into account during the discussion on this topic at the next SA3 meeting. As most of the comments were expressed in an informal way (email, conference call), it is considered that it will be easier for interested parties to rely on a formal document to understand the concerns expressed during the CT4 discussion.

It is then proposed to CT to note the concerns expressed in this discussion paper and to minute them (for information) in the report sent by CT to SA, as follows:

The agreed CR#0626 (in C4-221172 in CR pack CP-220047) specifying that anonymous SUCI could be calculated with a SUPI without a username portion seems not fully aligned with clause 6.12 of TS 33.501 stating that a username portion is required in the SUCI calculation. See CP-220372 for further details. SA3 is kindly invited to take into account this information when anonymous SUCI will be further discussed in their upcoming meeting.

4.	References

IETF RFC 7542: https://datatracker.ietf.org/doc/html/rfc7542
3GPP TS 23.003 v17.4.0: https://www.3gpp.org/ftp/Specs/archive/23_series/23.003/23003-h40.zip
3GPP TS 33.501 v17.4.2: https://www.3gpp.org/ftp/Specs/archive/33_series/33.501/33501-h42.zip

