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[bookmark: _Toc36108246][bookmark: _Toc44599007][bookmark: _Toc44602862][bookmark: _Toc45198039][bookmark: _Toc45696072][bookmark: _Toc51851528][bookmark: _Toc92225149][bookmark: _Toc92229837]21	MCData Message Store
[bookmark: _Toc36108247][bookmark: _Toc44599008][bookmark: _Toc44602863][bookmark: _Toc45198040][bookmark: _Toc45696073][bookmark: _Toc51851529][bookmark: _Toc92225150][bookmark: _Toc92229838]21.1	General
This clause defines procedures for communication between the MCData message store client and the MCData message store function as well as the MCData server and the MCData message store function as specified in clause 7.13.3 of 3GPP TS 23.282[2].
Additionally, this clause defines procedures for communication between the Message notification client and the MCData notification server as well as the MCData message store function and the MCData notification server as specified in clause 7.13.3 of 3GPP TS 23.282[2].
The communication between the MCData message store client and the MCData message store function as well as between the Message notification client and the MCData notification server shall use HTTP over TLS as specified in annex A of 3GPP TS 24.482 [24].
The MCData message store function shall act as an HTTP server as defined in annex A of 3GPP TS 24.482 [24].
The MCData message store client and the Message notification client in the role of an HTTP client shall include the MCData access token (with the "Bearer" authentication scheme) in the Authorization header field of an HTTP request as specified in 3GPP TS 24.482 [24].
Editor's note:	[eMCData2, CR 0168, C1-204022] The security mechanism for communication from the MCData server acting as an HTTP client and the Message store function acting as an HTTP server is FFS.
Editor's note:	[eMCData3, CR 0254, C1-215635] How the MCData client is aware of the hostname of the MCData message store and the MCData norification server is FFS.
The HTTP server (i.e. the MCData message store and the MCData notification server) shall validate the MCData access token as specified in 3GPP TS 24.482 [24].
NOTE 1:	In procedures for communication between the MCData message store client and the MCData message store function as well as communication between the Message notification client and the MCData notification server, the MCData ID which is the identity of the MCData user is part of MCData access token as specified in 3GPP TS 24.482 [24]. Additionally, the MCData ID can be used as the value for userId variable while generating the HTTP request URL.
NOTE 1A:	In procedures for communication between MCData server and MCData message store function, the MCData ID which is the identity of the MCData user is used as the value of the resource URL variable, "boxId" as specified in clause 5.2 of OMA-TS-REST_NetAPI_NMS-V1_0-20190528-C [66].
The interface between the MCData message store client and the MCData message store function (i.e. MCData-7) as well as the interface between the MCData server and the MCData message store function (i.e. MCData-8) shall be based on the RESTful API as specified in OMA-TS-REST_NetAPI_NMS-V1_0-20190528-C [66].
The interface between the Message notification client and the MCData notification server (i.e. MCData-10) shall be based on the RESTful API as specified in OMA-TS-REST_NetAPI_NotificationChannel-V1_0-20200319-C [76].
the MCData message store function uses HTTP POST method to push notifications to the MCData notification server (i.e. MCData-11) at a CallBack URL provided by the MCData message store client during notification subscription creation procedure (as defined in the following clauses).
The HTTP communications (i.e. RESTful API invocations) between the MCData server and the MCData message store function (i.e. MCData-8) as well as between the MCData message store function and the MCData notification server (i.e. MCData-11) are authenticated/authorizated as per security mechanisms described in 3GPP TS 33.180 [26].
Editor's note:	[eMCData3, CR 0254, C1-215635] The security mechanism for communication from the MCData store function acting as an HTTP client and the MCData notification server acting as an HTTP server is FFS.
NOTE 2:	Procedures defined for communication between the MCData message store client and the MCData message store function as well as the MCData server and the MCData message store function in the following sections reference clause 6 "Detailed specification of the resources" of OMA-TS-REST_NetAPI_NMS-V1_0-20190528-C [66]. Additional information related to RESTful resources, data types and sequence diagrams are found in clause 5 and JSON examples in appendix D of OMA-TS-REST_NetAPI_NMS-V1_0-20190528-C [66].
NOTE 3:	Procedures defined for communication between the Message notification client and the MCData notification server in the following sections reference clause 6 "Detailed specification of the resources" of OMA-TS-REST_NetAPI_NotificationChannel-V1_0-20200319-C [76]. Additional information related to RESTful resources, data types and sequence diagrams are found in clause 5 and JSON examples in appendix D of OMA-TS-REST_NetAPI_NotificationChannel-V1_0-20200319-C [76].
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