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The initiating UE shall meet the following pre-conditions before initiating this procedure:
a)	a request from upper layers to transmit the packet for V2X service over PC5;
b)	the communication mode is unicast mode (e.g. pre-configured as specified in clause 5.2.3 or indicated by upper layers);
c)	the link layer identifier for the initiating UE (i.e. layer-2 ID used for unicast communication) is available (e.g. pre-configured or self-assigned) and is not being used by other existing PC5 unicast links to the same link layer identifier for the destination UE within the initiating UE;
d)	the link layer identifier for the destination UE (i.e. the unicast layer-2 ID of the target UE or the broadcast layer-2 ID) is available to the initiating UE (e.g. pre-configured, obtained as specified in clause 5.2.3 or known via prior V2X communication);
NOTE 1:	In the case where different V2X services are mapped to distinct default destination layer-2 IDs, when the initiating UE intends to establish a single unicast link that can be used for more than one V2X service identifiers, the UE can select any of the default destination layer-2 ID for unicast initial signalling.
e)	the initiating UE is either authorised for V2X communication over PC5 in NR-PC5 in the serving PLMN, or has a valid authorization for V2X communication over PC5 in NR-PC5 when not served by E-UTRA and not served by NR. The UE considers that it is not served by E-UTRA and not served by NR if the following conditions are met:
1)	not served by NR and not served by E-UTRA for V2X communication over PC5;
2)	in limited service state as specified in 3GPP TS 23.122 [2], if the reason for the UE being in limited service state is one of the following;
i)	the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [9];
ii)	the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [6]; or
iii)	the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed" as specified in 3GPP TS 24.501 [6]; or
3)	in limited service state as specified in 3GPP TS 23.122 [2] for reasons other than i), ii) or iii) above, and located in a geographical area for which the UE is provisioned with "non-operator managed" radio parameters as specified in clause 5.2.3;
f)	there is no existing PC5 unicast link for the pair of peer application layer IDs, or there is an existing PC5 unicast link for the pair of peer application layer IDs and:
1)	the network layer protocol of  the existing PC5 unicast link is not identical to the network layer protocol required by the upper layer in the initiating UE for this V2X service; or
2)	the security policy (either signalling security policy or user plane security policy) corresponding to the V2X service identifier is not compatible with the security policy of the existing PC5 unicast link; and
g)	the number of established PC5 unicast links is less than the implementation-specific maximum number of established NR PC5 unicast links allowed in the UE at a time.
After receiving the service data or request from the upper layers, the initiating UE shall derive the PC5 QoS parameters and assign the PQFI(s) for the PC5 QoS flows(s) to be established as specified in clause 6.1.2.12.
In order to initiate the PC5 unicast link establishment procedure, the initiating UE shall create a DIRECT LINK ESTABLISHMENT REQUEST message. The initiating UE:
a)	shall include the source user info set to the initiating UE's application layer ID received from upper layers; 
b)	shall include the V2X service identifier(s) received from upper layer;
c)	shall include the target user info set to the target UE's application layer ID if received from upper layers or if the destination layer-2 ID is the unicast layer-2 ID of target UE;
d)	shall include the Key establishment information container if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required" or "signalling integrity protection preferred", and may include the Key establishment information container if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection not needed";
NOTE 2:	The Key establishment information container is provided by upper layers.
e)	shall include a Nonce_1 set to the 128-bit nonce value generated by the initiating UE for the purpose of session key establishment over this PC5 unicast link if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required" or "signalling integrity protection preferred";
f)	shall include its UE security capabilities indicating the list of algorithms that the initiating UE supports for the security establishment of this PC5 unicast link;
g)	shall include the 8 MSBs of KNRP-sess ID chosen by the initiating UE as specified in 3GPP TS 33.536 [20] if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required" or "signalling integrity protection preferred";
h)	may include a KNRP ID if the initiating UE has an existing KNRP for the target UE; and
i)	shall include its UE PC5 unicast signalling security policy. In the case where the different V2X services are mapped to the different PC5 unicast signalling security policies, when the initiating UE intends to establish a single unicast link that can be used for more than one V2X service, each of the signalling security polices of those V2X services shall be compatible, e.g. "signalling integrity protection not needed" and "signalling integrity protection required" are not compatible.
After the DIRECT LINK ESTABLISHMENT REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the destination layer-2 ID used for unicast initial signalling, and start timer T5000. The UE shall not send a new DIRECT LINK ESTABLISHMENT REQUEST message to the same target UE identified by the same application layer ID while timer T5000 is running. If the target user info IE is not included in the DIRECT LINK ESTABLISHMENT REQUEST message (i.e. V2X service oriented PC5 unicast link establishment procedure), the initiating UE shall handle multiple DIRECT LINK ESTABLISHMENT ACCEPT messages, if any, received from different target UEs for the establishment of multiple PC5 unicast links before the expiry of timer T5000.
NOTE 3:	In order to ensure successful PC5 unicast link establishment, T5000 should be set to a value larger than the sum of T5006 and T5007.


Figure 6.1.2.2.2: UE oriented PC5 unicast link establishment procedure 
Initiating UE
Target UEs
Start T5000
DIRECT LINK ESTABLISHMENT REQUEST
DIRECT LINK ESTABLISHMENT ACCEPT
T5000 expires
DIRECT LINK ESTABLISHMENT ACCEPT

Figure 6.1.2.2.3: V2X service oriented PC5 unicast link establishment procedure
***** Next change *****
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The initiating UE shall meet the following pre-conditions before initiating the PC5 unicast link security mode control procedure:
a)	the target UE has initiated a PC5 unicast link establishment procedure toward the initiating UE by sending a DIRECT LINK ESTABLISHMENT REQUEST message and:
1)	the DIRECT LINK ESTABLISHMENT REQUEST message:
i)	includes a target user info IE which includes the application layer ID of the initiating UE; or
ii)	does not include a target user info IE and the initiating UE is interested in the V2X service identified by the V2X service identifier in the DIRECT LINK ESTABLISHMENT REQUEST message; and
2)	the initiating UE:
i)	has either identified an existing KNRP based on the KNRP ID included in the DIRECT LINK ESTABLISHMENT REQUEST message or derived a new KNRP; or
ii)	has decided not to activate security protection based on its UE PC5 unicast signalling security policy and the target UE's PC5 unicast signalling security policy; or
b)	the target UE has initiated a PC5 unicast link re-keying procedure toward the initiating UE by sending a DIRECT LINK REKEYING REQUEST message and:
1)	if the target UE has included a Re-authentication indication in the DIRECT LINK REKEYING REQUEST message, the initiating UE has derived a new KNRP.
If a new KNRP has been derived by the initiating UE, the initiating UE shall generate the 16 2 MSBs of KNRP ID to ensure that the resultant KNRP ID will be unique in the initiating UE.
The initiating UE shall select security algorithms in accordance with its UE PC5 unicast signalling security policy and the target UE's PC5 unicast signalling security policy. If the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, the initiating UE shall not select the null integrity protection algorithm if the initiating UE or the target UE's PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required". If the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link re-keying procedure, the initiating UE:
a)	shall not select the null integrity protection algorithm if the integrity protection algorithm currently in use for the PC5 unicast link is different from the null integrity protection algorithm;
b)	shall not select the null ciphering protection algorithm if the ciphering protection algorithm currently in use for the PC5 unicast link is different from the null ciphering protection algorithm;
c)	shall select the null integrity protection algorithm if the integrity protection algorithm currently in use is the null integrity protection algorithm; and
d)	shall select the null ciphering protection algorithm if the ciphering protection algorithm currently in use is the null ciphering protection algorithm.
Then the initiating UE shall:
a)	generate a 128-bit Nonce_2 value;
b)	derive KNRP-sess from KNRP, Nonce_2 and Nonce_1 received in the DIRECT LINK ESTABLISHMENT REQUEST message as specified in 3GPP TS 33.536 [20];
c)	derive the NR PC5 encryption key NRPEK and the NR PC5 integrity key NRPIK from KNRP-sess and the selected security algorithms as specified in 3GPP TS 33.536 [20], and
d)	create a DIRECT LINK SECURITY MODE COMMAND message. In this message, the initiating UE:
1)	shall include the key establishment information container IE if a new KNRP has been derived at the initiating UE and the authentication method used to generate KNRP requires sending information to complete the authentication procedure;
NOTE:	The key establishment information container is provided by upper layers.
2)	shall include the MSBs of KNRP ID IE if a new KNRP has been derived at the initiating UE;
3)	shall include a Nonce_2 IE set to the 128-bit nonce value generated by the initiating UE for the purpose of session key establishment over this PC5 unicast link if the selected integrity protection algorithms is not the null integrity protection algorithm;
4)	shall include the selected security algorithms;
5)	shall include the UE security capabilities received from the target UE in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message;
6)	shall include the UE PC5 unicast signalling security policy received from the target UE in the DIRECT LINK ESTABLISHMENT REQUEST message; and
7)	shall include the 8 LSBs of KNRP-sess ID chosen by the initiating UE as specified in 3GPP TS 33.536 [20] if the selected integrity protection algorithms is not the null integrity protection algorithm.
If the security protection of this PC5 unicast link is activated, the initiating UE shall form the KNRP-sess ID from the 8 MSBs of KNRP-sess ID received in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message and the 8 LSBs of KNRP-sess ID included in the DIRECT LINK SECURITY MODE COMMAND message. The initiating UE shall use the KNRP-sess ID to identify the new security context.
After the DIRECT LINK SECURITY MODE COMMAND message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication, NRPIK, NRPEK if applicable, KNRP-sess ID, the selected security algorithm as specified in TS 33.536 [20]; an indication of activation of the PC5 unicast signalling security protection for the PC5 unicast link with the new security context, if applicable, and start timer T5007. The initiating UE shall not send a new DIRECT LINK SECURITY MODE COMMAND message to the same target UE while timer T5007 is running.
NOTE:	The DIRECT LINK SECURITY MODE COMMAND message is integrity protected (and not ciphered) at the lower layer using the new security context.
If the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link re-keying procedure, the initiating UE shall provide to the lower layers an indication of activation of the PC5 unicast user plane security protection for the PC5 unicast link with the new security context, if applicable, along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.


Figure 6.1.2.7.2: PC5 unicast link security mode control procedure
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6.1.2.7.3	PC5 unicast link security mode control procedure accepted by the target UE
Upon receipt of a DIRECT LINK SECURITY MODE COMMAND message, if a new assigned initiating UE's layer-2 ID is included and if the authentication procedure has not been executed, the target UE shall replace the original initiating UE's layer-2 ID with the new assigned initiating UE's layer-2 ID for unicast communication. The target UE shall check the selected security algorithms IE included in the DIRECT LINK SECURITY MODE COMMAND message. If "null integrity algorithm" is included in the selected security algorithms IE, the security of this PC5 unicast link is not activated. If "null ciphering algorithm" and an integrity algorithm other than "null integrity algorithm" are included in the selected algorithms IE, the signalling ciphering protection is not activated. If the target UE's PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required", the target UE shall check the selected security algorithms IE in the DIRECT LINK SECURITY MODE COMMAND message does not include the null integrity protection algorithm. If the selected integrity protection algorithm is not the null integrity protection algorithm, the target UE shall:
a)	derive KNRP-sess from KNRP, Nonce_1 and Nonce_2 received in the DIRECT LINK SECURITY MODE COMMAND message as specified in 3GPP TS 33.536 [20]; and
b)	derive NRPIK from KNRP-sess and the selected integrity algorithm as specified in 3GPP TS 33.536 [20].
If the KNRP-sess is derived and the selected ciphering protection algorithm is not the null ciphering protection algorithm, then the target UE shall derive NRPEK from KNRP-sess and the selected ciphering algorithm as specified in 3GPP TS 33.536 [20].
The target UE shall determine whether or not the DIRECT LINK SECURITY MODE COMMAND message can be accepted by:
a)	checking that the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message does not include the null integrity protection algorithm if the target UE's PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required";
b)	asking the lower layers to check the integrity of the DIRECT LINK SECURITY MODE COMMAND message using NRPIK and the selected integrity protection algorithm, if the selected integrity protection algorithm is not the null integrity protection algorithm;
c)	checking that the received UE security capabilities have not been altered compared to the values that the target UE sent to the initiating UE in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message;
d)	if the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, 
1)	checking that the received UE PC5 unicast signalling security policy has not been altered compared to the values that the target UE sent to the initiating UE in the DIRECT LINK ESTABLISHMENT REQUEST message; and
2)	checking that the 8 LSBs of KNRP-sess ID included in the DIRECT LINK SECURITY MODE COMMAND message are not set to the same value as those received from another UE in response to the target UE's DIRECT LINK ESTABLISHMENT REQUEST message; and
e)	if the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link re-keying procedure and the integrity protection algorithm currently in use for the PC5 unicast link is different from the null integrity protection algorithm, checking that the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message do not include the null integrity protection algorithm.
If the target UE did not include a KNRP ID in the DIRECT LINK ESTABLISHMENT REQUEST message, the target UE included a Re-authentication indication in the DIRECT LINK REKEYING REQUEST message or the initiating UE has chosen to derive a new KNRP, the target UE shall derive KNRP as specified in 3GPP TS 33.536 [20]. The target UE shall choose the 16 2 LSBs of KNRP ID to ensure that the resultant KNRP ID will be unique in the target UE. The target UE shall form KNRP ID from the received MSBs of KNRP ID and its chosen LSBs of KNRP ID and shall store the complete KNRP ID with KNRP.
If the target UE accepts the DIRECT LINK SECURITY MODE COMMAND message, the target UE shall create a DIRECT LINK SECURITY MODE COMPLETE message. In this message, the target UE:
a)	shall include the PQFI and the corresponding PC5 QoS parameters;
b)	if IP communication is used and the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, shall include an IP address configuration IE set to one of the following values: 
1)	"IPv6 router" if IPv6 address allocation mechanism is supported by the target UE, i.e. acting as an IPv6 router; or
2)	"IPv6 address allocation not supported" if IPv6 address allocation mechanism is not supported by the target UE;
c)	if IP communication is used, the IP address configuration IE is set to "IPv6 address allocation not supported" and the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, shall include a link local IPv6 address IE formed locally based on IETF RFC 4862 [6];
d)	if a new KNRP was derived, shall include the 16 2 LSBs of KNRP ID; and
e)	if the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, shall include its UE PC5 unicast user plane security policy for this PC5 unicast link. In the case where the different V2X services are mapped to the different PC5 unicast user plane security policies, when more than one V2X service identifier is included in the DIRECT LINK ESTABLISHMENT REQUEST message, each of the user plane security polices of those V2X services shall be compatible, e.g. "user plane integrity protection not needed" and " user plane integrity protection required" are not compatible.
If the selected integrity protection algorithm is not the null integrity protection algorithm, the target UE shall form the KNRP-sess ID from the 8 MSBs of KNRP-sess ID it had sent in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message and the 8 LSBs of KNRP-sess ID received in the DIRECT LINK SECURITY MODE COMMAND message. The target UE shall use the KNRP-sess ID to identify the new security context.
After the DIRECT LINK SECURITY MODE COMPLETE message is generated, the target UE shall pass this message to the lower layers for transmission along with the target UE's layer-2 ID for unicast communication and the initiating UE's layer-2 ID for unicast communication, NRPIK, NRPEK if applicable, KNRP-sess ID, the selected security algorithm as specified in 3GPP TS 33.536 [20] , and an indication of activation of the PC5 unicast signalling security protection for the PC5 unicast link with the new security context, if applicable.
NOTE:	The DIRECT LINK SECURITY MODE COMPLETE message and further PC5 unicast signalling messages are integrity protected and ciphered (if applicable) at the lower layer using the new security context.
[bookmark: _Toc34388640][bookmark: _Toc34404411][bookmark: _Toc45282240][bookmark: _Toc45882626][bookmark: _Toc51951176][bookmark: _Toc59208930]If the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link re-keying procedure, the target UE shall provide to the lower layers an indication of activation of the PC5 unicast user plane security protection for the PC5 unicast link with the new security context, if applicable, along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
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6.1.2.7.5	PC5 unicast link security mode control procedure not accepted by the target UE
If the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted, the target UE shall send a DIRECT LINK SECURITY MODE REJECT message, and the target UE shall abort the ongoing procedure that triggered the initiation of the PC5 unicast link security mode control procedure unless the ongoing procedure is a PC5 unicast link establishment procedure and the Target user info is not included in the DIRECT LINK ESTABLISHMENT REQUEST message. The DIRECT LINK SECURITY MODE REJECT message contains a PC5 signalling protocol cause IE indicating one of the following cause values:
#7:	integrity failure;
#8:	UE security capabilities mismatch; 
#9:	LSBs of KNRP-sess ID conflict;
#10:	UE PC5 unicast signalling security policy mismatch;
#11	lack of resources for PC5 unicast link; or
#111:	protocol error, unspecified. 
If this PC5 unicast link security mode control procedure is triggered during the PC5 unicast link establishment procedure and the implementation-specific maximum number of established NR PC5 unicast links has been reached, then the target UE shall send a DIRECT LINK SECURITY MODE REJECT message containing PC5 signalling protocol cause value #5 "lack of resources for PC5 unicast link".
If the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, that the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message included the null integrity protection algorithm and the target UE's PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required", the target UE shall include PC5 signalling protocol cause #10  "UE PC5 unicast signalling security policy mismatch" in the DIRECT LINK SECURITY MODE REJECT message.
If the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link re-keying procedure, the integrity protection algorithm currently in use for the PC5 unicast link is different from the null integrity protection algorithm and the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message include the null integrity protection algorithm, the target UE, the target UE shall include PC5 signalling protocol cause #10  "UE PC5 unicast signalling security policy mismatch" in the DIRECT LINK SECURITY MODE REJECT message. 
If the target UE detects that the received UE security capabilities IE in the DIRECT LINK SECURITY MODE COMMAND message has been altered compared to the latest values that the target UE sent to the initiating UE in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message, the target UE shall include PC5 signalling protocol cause #8 "UE security capabilities mismatch" in the DIRECT LINK SECURITY MODE REJECT message.
If the target UE detects that the 8 LSBs of KNRP-sess ID included in the DIRECT LINK SECURITY MODE COMMAND message are set to the same value as those received from another UE in response to the target UE's DIRECT LINK ESTABLISHMENT REQUEST message, the target UE shall include PC5 signalling protocol cause #9 "LSBs of KNRP-sess ID conflict" in the DIRECT LINK SECURITY MODE REJECT message.
After the DIRECT LINK SECURITY MODE REJECT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
Upon receipt of the DIRECT LINK SECURITY MODE REJECT message, the initiating UE shall stop timer T5007, provide an indication to the lower layer of deactivation of the PC5 unicast security protection and deletion of security context for the PC5 unicast link, if applicable and:
a)	if the PC5 signalling protocol cause IE in the DIRECT LINK SECURITY MODE REJECT message is set to #9 "LSBs of KNRP-sess ID conflict", retransmit the DIRECT LINK SECURITY MODE COMMAND message with a different value for the 8 LSBs of KNRP-sess ID and restart timer T5007; or
[bookmark: _Toc34388642][bookmark: _Toc34404413][bookmark: _Toc45282242][bookmark: _Toc45882628][bookmark: _Toc51951178]b)	if the PC5 signalling protocol cause IE is set to the value other than #9 "LSBs of KNRP-sess ID conflict", abort the ongoing procedure that triggered the initiation of the PC5 unicast link security mode control procedure.
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The initiating UE shall meet the following pre-condition before initiating the PC5 unicast link re-keying procedure:
a)	there is a PC5 unicast link between the initiating UE and the target UE; and
1)	if the session key KNRP-sess used to protect PC5 unicast link needs to be refreshed and neither timer T5007 nor T5008 are running; 
2)	if the UE wants to refresh KNRP and neither timer T5007 nor T5008 are running; or
3)	if the lower layers indicate that a PC5 unicast link re-keying procedure needs to be performed.
In order to initiate the PC5 unicast link re-keying procedure, the initiating UE shall create a DIRECT LINK REKEYING REQUEST message. In this message, the initiating UE:
a)	shall include the Key establishment information container IE if the null integrity protection algorithm is not in use;
NOTE 1:	The key establishment information container is provided by upper layers.
b)	shall include a Nonce_1 IE set to the 128-bit nonce value generated by the initiating UE for the purpose of session key refresh over this PC5 unicast link if the null integrity protection algorithm is not in use;
c)	shall include its UE security capabilities indicating the list of algorithms that the initiating UE supports for the re-keying of this PC5 unicast link;
d)	shall include the 8 MSBs of KNRP-sess ID chosen by the initiating UE as specified in 3GPP TS 33.536 [20] if the null integrity protection algorithm is not in use; and
e)	may include a Re-authentication indication if the initiating UE wants to derive a new KNRP.
After the DIRECT LINK REKEYING REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication, and start timer T5008. The UE shall not send a new DIRECT LINK REKEYING REQUEST message to the same target UE while timer T5008 is running.
NOTE 2:	In order to ensure successful PC5 unicast link re-keying, T5008 should be set to a value larger than the sum of T5006 and T5007.


Figure 6.1.2.10.2: PC5 unicast link re-keying procedure
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[bookmark: _Toc525231349][bookmark: _Toc25070712][bookmark: _Toc34388689][bookmark: _Toc34404460][bookmark: _Toc45282305][bookmark: _Toc45882691][bookmark: _Toc51951241][bookmark: _Toc59209013][bookmark: _Toc75734852][bookmark: _Toc92273944]7.3.1.1	Message definition
This message is sent by a UE to another peer UE to establish a direct link. See table 7.3.1.1.1.
Message type:	DIRECT LINK ESTABLISHMENT REQUEST
Significance:	dual
Direction:	UE to peer UE
Table 7.3.1.1.1: DIRECT LINK ESTABLISHMENT REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT LINK ESTABLISHMENT REQUEST message identity
	PC5 signalling message type
8.4.1
	M
	V
	1

	
	Sequence number
	Sequence number
8.4.2
	M
	V
	1

	
	V2X service identifiers
	V2X service identifier
8.4.3
	M
	LV
	5-253

	
	Source user info
	Application layer ID
8.4.4
	M
	LV
	3-253

	
	UE security capabilities
	UE security capabilities
8.4.14
	M
	LV
	3-9

	
	UE PC5 unicast signalling security policy
	[bookmark: _MCCTEMPBM_CRPT07900001___7]UE PC5 unicast signalling security policy
8.4.15
	M
	V
	1

	[bookmark: _MCCTEMPBM_CRPT07900002___7]74
	Key establishment information container
	Key establishment information container
8.4.12
	O
	TLV-E
	4-n

	[bookmark: _MCCTEMPBM_CRPT07900003___7]53
	Nonce_1
	Nonce
8.4.13
	O
	TV
	17

	[bookmark: _MCCTEMPBM_CRPT07900004___7]54
	MSBs of KNRP-sess ID
	[bookmark: _MCCTEMPBM_CRPT07900005___7]MSBs of KNRP-sess ID
8.4.16
	O
	TV
	2

	28
	Target user info
	Application layer ID
8.4.4
	O
	TLV
	4-254

	52
	KNRP ID
	KNRP ID
8.4.17
	O
	TV
	5
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The UE shall include this IE if the UE PC5 unicast signalling security policy is set to "signalling integrity protection required" or "signalling integrity protection preferred".
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This message is sent by a UE to another peer UE when a PC5 unicast link security mode control procedure is initiated. See table 7.3.13.1.1.
Message type:	DIRECT LINK SECURITY MODE COMMAND
Significance:	dual
Direction:	UE to peer UE
Table 7.3.13.1.1: DIRECT LINK SECURITY MODE COMMAND message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT LINK SECURITY MODE COMMAND message identity
	PC5 signalling message type
8.4.1.
	M
	V
	1

	
	Sequence number
	Sequence number
8.4.2
	M
	V
	1

	
	Selected security algorithms
	Selected security algorithms
8.4.18
	M
	V
	1

	
	UE security capabilities
	UE security capabilities
8.4.14
	M
	LV
	3-9

	59
	UE PC5 unicast signalling security policy
	UE PC5 unicast signalling security policy
8.4.15
	O
	TV
	2

	55
	Nonce_2
	Nonce
8.4.13
	O
	TV
	17

	52
	LSBs of KNRP-sess ID
	LSBs of KNRP-sess ID
8.4.19
	O
	TV
	2

	74
	Key establishment information container
	Key establishment information container
8.4.12
	O
	TLV-E
	4-n

	62
	MSBs of KNRP ID
	MSBs of KNRP ID
8.4.20
	O
	TV
	3
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The UE shall include this IE if the selected integrity protection algorithms is not the null integrity protection algorithm.
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This message is sent by a UE to another peer UE when a PC5 unicast link re-keying procedure is initiated. See table 7.3.16.1.1.
Message type:	DIRECT LINK REKEYING REQUEST
Significance:	dual
Direction:	UE to peer UE
Table 7.3.16.1.1: DIRECT LINK REKEYING REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT LINK REKEYING REQUEST message identity
	PC5 signalling message type
8.4.1.
	M
	V
	1

	
	Sequence number
	Sequence number
8.4.2
	M
	V
	1

	
	UE security capabilities
	UE security capabilities
8.4.14
	M
	LV
	3-9

	74
	Key establishment information container
	Key establishment information container
8.4.12
	O
	TLV-E
	4-n

	53
	Nonce_1
	Nonce
8.4.13
	O
	TV
	17

	54
	MSBs of KNRP-sess ID
	[bookmark: _MCCTEMPBM_CRPT07900009___7]MSBs of KNRP-sess ID
8.4.16
	O
	TV
	2

	56
	Re-authentication indication
	[bookmark: _MCCTEMPBM_CRPT07900010___7]Re-authentication indication
8.4.24
	O
	TV
	2
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The UE shall include this IE if the null integrity protection algorithm is not in use.
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The purpose of the PC5 signalling protocol cause information element is to indicate the cause used in the PC5 signalling protocol procedures.
The PC5 signalling protocol cause is a type 3 information element with a length of 2 octets.
The PC5 signalling protocol cause information element is coded as shown in figure 8.4.9.1 and table 8.4.9.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	PC5 signalling protocol cause IEI
	octet 1

	PC5 signalling cause value
	octet 2



Figure 8.4.9.1: PC5 signalling protocol cause information element
Table 8.4.9.1: PC5 signalling protocol cause information element
	PC5 signalling cause value (octet 2)

	

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	[bookmark: _PERM_MCCTEMPBM_CRPT07900026___4]1
	
	Direct communication to the target UE not allowed

	0
	0
	0
	0
	0
	0
	1
	0
	
	Direct communication to the target UE no longer needed

	0
	0
	0
	0
	0
	0
	1
	[bookmark: _PERM_MCCTEMPBM_CRPT07900027___4]1
	
	Conflict of layer-2 ID for unicast communication is detected

	0
	0
	0
	0
	0
	1
	0
	0
	
	Direct connection is not available anymore

	0
	0
	0
	0
	0
	1
	0
	1
	
	Lack of resources for PC5 unicast link

	0
	0
	0
	0
	0
	1
	1
	0
	
	Authentication failure

	0
	0
	0
	0
	0
	1
	1
	1
	
	Integrity failure

	0
	0
	0
	0
	1
	0
	0
	0
	
	UE security capabilities mismatch

	0
	0
	0
	0
	1
	0
	0
	1
	
	LSBs of KNRP-sess ID conflict

	0
	0
	0
	0
	1
	0
	1
	0
	
	UE PC5 unicast signalling security policy mismatch

	0
	0
	0
	0
	1
	0
	1
	1
	
	Required service not allowed


	0
	0
	0
	0
	1
	1
	0
	0
	
	Security policy not aligned

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified

	
	
	
	
	
	
	
	
	
	

	Any other value received by the UE shall be treated as 0110 1111, "protocol error, unspecified".
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The purpose of the MSBs of KNRP-sess ID information element is to carry the 8 most significant bits of the KNRP-sess ID.
The MSBs of KNRP-sess ID information element is a type 3 information element with a length of 2 octets.
The MSBs of KNRP-sess ID information element is coded as shown in figure 8.4.16.1 and table 8.4.16.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	MSBs of KNRP-sess ID IEI
	octet 1

	MSBs of KNRP-sess ID contents
	octet 2



Figure 8.4.16.1: MSBs of KNRP-sess ID information element
Table 8.4.16.1: MSBs of KNRP-sess ID information element
	MSBs of KNRP-sess ID contents (octet 2)

This field contains the 8 most significant bits of KNRP-sess ID.
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The purpose of the LSBs of KNRP-sess ID information element is to carry the 8 least significant bits of the KNRP-sess ID.
The LSBs of KNRP-sess ID is a type 3 information element with a length of 2 octets.
The LSBs of KNRP-sess ID information element is coded as shown in figure 8.4.19.1 and table 8.4.19.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	LSBs of KNRP-sess ID
	octet 1

	LSBs of KNRP-sess ID contents
	octet 2



Figure 8.4.19.1: LSBs of KNRP-sess ID information element
Table 8.4.19.1: LSBs of KNRP-sess ID information element
	LSBs of KNRP-sess ID contents (octet 2)

This field contains the 8 least significant bits of KNRP-sess ID.
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