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* * * First Change * * * *
[bookmark: _Toc11338422][bookmark: _Toc27585033][bookmark: _Toc36456985][bookmark: _Toc45027868][bookmark: _Toc45028703][bookmark: _Toc67681458][bookmark: _Toc90561857]5.4.2.2.2	Authentication Information Retrieval
Figure 5.4.2.2.2-1 shows a scenario where the NF service consumer (AUSF) retrieves authentication information for the UE from the UDM (see also 3GPP TS 33.501 [6] clause 6.1.2). The request contains the UE's identity (supi or suci), the serving network name, and may contain resynchronization info.


Figure 5.4.2.2.2-1: NF service consumer requesting authentication information
1.	The NF service consumer sends a POST request (custom method: generate-auth-data) to the resource representing the UE's security information.
2a.	The UDM responds with "200 OK" with the message body containing the authentication data information.
	The AUSF shall store the authentication data information for subsequent authentication processing. If the AUSF is configured to store Kausf (e.g. based on its support of SoRProtection / UPUProtection service operations / deriving AKMA key after primary authentication), the AUSF shall preserve the Kausf and related information (e.g. SUPI) after the completion of the primary authentication. If the UDM decides that the primary authentication by an AAA server in a Credentials Holder is required, the AUSF shall perform the authentication with the AAA Server. If the Default Credentials Server (DCS) provides UDM with the information of a Provisioning Server (PVS FQDN or IP address), the UDM provides the PVS info to the AUSF.
2b.	If the operation cannot be authorized due to e.g UE does not have required subcription data, none of the CAG IDs in the CAG cell match any of the CAG IDs in the allowed CAG list, access barring or roaming restrictions, HTTP status code "403 Forbidden" should be returned including additional error information in the response body (in "ProblemDetails" element). If the cellCagInfo is not received, the UDM shall not assume the UE is accessing from the PLMN and shall not stop the authenthcation if the UE is allowed to access 5GS via CAG cell(s) only.
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.

* * * 2nd Change * * * *
[bookmark: _Toc11338733][bookmark: _Toc27585429][bookmark: _Toc36457435][bookmark: _Toc45028350][bookmark: _Toc45029185][bookmark: _Toc67681947][bookmark: _Toc90562410]6.3.6	Data Model
[bookmark: _Toc11338734][bookmark: _Toc27585430][bookmark: _Toc36457436][bookmark: _Toc45028351][bookmark: _Toc45029186][bookmark: _Toc67681948][bookmark: _Toc90562411]6.3.6.1	General
This clause specifies the application data model supported by the API.
[bookmark: _GoBack]Table 6.3.6.1-1 specifies the data types defined for the Nudm_UEAU service API.
Table 6.3.6.1-1: Nudm_UEAU specific Data Types
	Data type
	Clause defined
	Description

	AuthenticationInfoRequest
	6.3.6.2.2
	Contains Serving Network Name and Resynchronization Information

	AuthenticationInfoResult
	6.3.6.2.3
	Contains an Authentication Vector (AV)

	AvEapAkaPrime
	6.3.6.2.4
	Contains RAND, XRES, AUTN, CK', and IK'

	Av5GHeAka
	6.3.6.2.5
	Contains RAND, XRES*, AUTN, KAUSF

	ResynchronizationInfo
	6.3.6.2.6
	Contains RAND and AUTS

	AuthEvent
	6.3.6.2.7
	Authentication Event

	AuthenticationVector
	6.3.6.2.8
	

	RgAuthCtx
	6.3.6.2.9
	Contains the UE id (i.e. SUPI) and the authentication indication.

	HssAuthenticationInfoRequest
	6.3.6.2.10
	Contains authentication method, serving network id, number of requested vectors and resynchronization information

	HssAuthenticationInfoResult
	6.3.6.2.11
	Contains the authentication vectors for EPS/IMS domain

	HssAuthenticationVectors
	6.3.6.2.12
	

	AvEpsAka
	6.3.6.2.13
	Contains RAND, XRES, AUTN, KASME

	AvImsGbaEapAka
	6.3.6.2.14
	Contains RAND, XRES, AUTN, CK, and IK

	Autn
	6.3.6.3.2
	

	Auts
	6.3.6.3.2
	

	CkPrime
	6.3.6.3.2
	

	IkPrime
	6.3.6.3.2
	

	Kausf
	6.3.6.3.2
	

	Rand
	6.3.6.3.2
	

	ServingNetworkName
	6.3.6.3.2
	

	Success
	6.3.6.3.2
	

	Xres
	6.3.6.3.2
	

	XresStar
	6.3.6.3.2
	

	AuthenticatedInd
	6.3.6.3.2
	

	ConfidentialityKey
	6.3.6.3.2
	

	IntegrityKey
	6.3.6.3.2
	

	Kasme
	6.3.6.3.2
	

	NumOfRequestedVectors
	6.3.6.3.2
	

	Autn
	6.3.6.3.2
	

	AuthType
	6.3.6.3.3
	

	AvType
	6.3.6.3.4
	

	HssAuthType
	6.3.6.3.5
	

	HssAvType
	6.3.6.3.6
	

	HssAuthTypeInUri
	6.3.6.3.7
	

	AccessNetworkId
	6.3.6.3.8
	



Table 6.3.6.1-2 specifies data types re-used by the Nudm_UEAU service API from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nudm_UEAU service API.
Table 6.3.6.1-2: Nudm_UEAU re-used Data Types
	Data type
	Reference
	Comments

	ProblemDetails
	3GPP TS 29.571 [7]
	Common data type used in response bodies

	NfInstanceId
	3GPP TS 29.571 [7]
	Network Function Instance Identifier

	DateTime
	3GPP TS 29.571 [7]
	

	SupportedFeatures
	3GPP TS 29.571 [7]
	see 3GPP TS 29.500 [4] clause 6.6

	Supi
	3GPP TS 29.571 [7]
	

	CagId
	3GPP TS 29.571 [7]
	

	PvsInfo
	3GPP TS 29.571 [7]
	Information of a Provisioning Server (PVS)




* * * 3rd Change * * * *
[bookmark: _Toc11338738][bookmark: _Toc27585434][bookmark: _Toc36457440][bookmark: _Toc45028355][bookmark: _Toc45029190][bookmark: _Toc67681952][bookmark: _Toc90562415]6.3.6.2.3	Type: AuthenticationInfoResult
Table 6.3.6.2.3-1: Definition of type AuthenticationInfoResult
	Attribute name
	Data type
	P
	Cardinality
	Description

	authType
	AuthType
	M
	1
	Indicates the authentication method

	authenticationVector
	AuthenticationVector
	C
	0..1
	contains an authentication vector if 5G AKA or EAP-AKA's is selected

	supi
	Supi
	C
	0..1
	SUPI shall be present if the request contained the SUCI within the request URI

	akmaInd
	boolean
	C
	0..1
	When present, this IE shall be set as follows:
-	true: AKMA keys need to be generated for the UE;
-	false (default): AKMA keys are not needed.


	authAaa
	Boolean
	C
	0..1
	When present, this IE shall be set as follows:
-	true: Primary authentication with AAA Server that acts as the EAP server is required, i.e. the AUSF is required to act as EAP proxy towards the AAA Server;
-	false (default): Primary authentication with AAA Server that acts as the EAP server is not required, i.e. the AUSF is required to act as EAP server according to the EAP method defined in authType attribute.
See clause 6.3.6.3.3.

	routingId
	string
	C
	0..1
	This IE shall be present if the akmaInd is set to "true".
When present, this IE shall include the Routing Indicator contained in the SUCI (see 3GPP TS 23.003 [8], clause 2.2B).

	pvsInfo
	PvsInfo
	C
	0..1
	When present, this IE shall contain the remote Provisioning Server information (PVS FQDN or IP address). This is used for the case of SNPN onboarding with DCS hosting AUSF and UDM.

	supportedFeatures
	SupportedFeatures
	O
	0..1
	See clause 6.3.8



* * * 4th Change * * * *
[bookmark: _Toc27585641][bookmark: _Toc36457664][bookmark: _Toc45028583][bookmark: _Toc45029418][bookmark: _Toc67682192][bookmark: _Toc90562711]A.4	Nudm_UEAU API
openapi: 3.0.0
info:
  version: '1.2.0-alpha.3'
  title: 'Nudm_UEAU'
  description: |
    UDM UE Authentication Service.
    © 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

## Skipped for clarity##

AuthenticationInfoResult:
      type: object
      required:
        - authType
      properties:
        authType:
          $ref: '#/components/schemas/AuthType'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        authenticationVector:
          $ref: '#/components/schemas/AuthenticationVector'
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        akmaInd:
          type: boolean
          default: false
        authAaa:
          type: boolean
          default: false
        routingId:
          type: string
          pattern: '^[0-9]{1,4}$'
        pvsInfo:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/PvsInfo'

## Skipped for clarity##

* * * End of Changes * * * *
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