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* * * First Change * * * *
[bookmark: _Toc24937668][bookmark: _Toc33962483][bookmark: _Toc42883245][bookmark: _Toc49733113][bookmark: _Toc56690738][bookmark: _Toc88826550][bookmark: _Toc11338754][bookmark: _Toc27585458][bookmark: _Toc36457464][bookmark: _Toc45028381][bookmark: _Toc45029216][bookmark: _Toc67681979][bookmark: _Toc90562442]6.3.9	Security
As indicated in 3GPP TS 33.501 [6] and 3GPP TS 29.500 [4], the access to the Nudm_UEAU API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [18]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [19]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Nudm_UEAU API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [19], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nudm_UEAU service.
The Nudm_UEAU API defines the following scopes for OAuth2 authorization:
Table 6.3.9-1: Oauth2 scopes defined in Nudm_UEAU API
	Scope
	Description

	"nudm-ueau"
	Access to the Nudm_UEAU API

	"nudm-ueau:security-information:generate-auth-data:invoke"
	Acess to invoke the "generate-auth-data" custom operation on the "security-information" resource

	"nudm-ueau:security-information-rg:read"
	Access to read the "security-information-rg" resource

	"nudm-ueau:auth-events:create"
	Access to create a new child resource on the "auth-events" collection resource

	"nudm-ueau:auth-event-id:modify"
	Access to modify (delete) an "auth-event-id" individual resource

	"nudm-ueau:hss-security-information:generate-av:invoke"
	Acess to invoke the "generate-av" custom operation on the "hss-security-information" resource

	"nudm-ueau:gba-security-information:generate-av:invoke"
	Acess to invoke the "generate-av" custom operation on the "gba-security-information" resource


The Nudm_UEAU API defines a single scope "nudm-ueau" for OAuth2 authorization (as specified in 3GPP TS 33.501 [6]) for the entire API, and it does not define any additional scopes at resource or operation level.

* * * Next Change * * * *
[bookmark: _Toc27585641][bookmark: _Toc36457664][bookmark: _Toc45028583][bookmark: _Toc45029418][bookmark: _Toc67682192][bookmark: _Toc90562711]A.4	Nudm_UEAU API


(... text not shown for clarity ...)


paths:
  /{supiOrSuci}/security-information/generate-auth-data:
    post:
      summary: Generate authentication data for the UE
      operationId: GenerateAuthData
      tags:
        - Generate Auth Data
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudm-ueau
        - oAuth2ClientCredentials:
          - nudm-ueau
          - nudm-ueau:security-information:generate-auth-data:invoke
      parameters:
        - name: supiOrSuci
          in: path
          description: SUPI or SUCI of the user
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/SupiOrSuci'


(... text not shown for clarity ...)


  /{supiOrSuci}/security-information-rg:
    get:
      summary: Get authentication data for the FN-RG
      operationId: GetRgAuthData
      tags:
        - Get Auth Data for FN-RG
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudm-ueau
        - oAuth2ClientCredentials:
          - nudm-ueau
          - nudm-ueau:security-information-rg:read
      parameters:
        - name: supiOrSuci
          in: path
          description: SUPI or SUCI of the user
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/SupiOrSuci'


(... text not shown for clarity ...)


  /{supi}/auth-events:
    post:
      summary: Create a new confirmation event
      operationId: ConfirmAuth
      tags:
        - Confirm Auth
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudm-ueau
        - oAuth2ClientCredentials:
          - nudm-ueau
          - nudm-ueau:auth-events:create
      parameters:
        - name: supi
          in: path
          description: SUPI of the user
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'


(... text not shown for clarity ...)


  /{supi}/hss-security-information/{hssAuthType}/generate-av:
    post:
      summary: Generate authentication data for the UE in EPS or IMS domain
      operationId: GenerateAv
      tags:
        - Generate HSS Authentication Vectors
[bookmark: _Hlk92627753]      security:
        - {}
        - oAuth2ClientCredentials:
          - nudm-ueau
        - oAuth2ClientCredentials:
          - nudm-ueau
          - nudm-ueau:hss-security-information:generate-av:invoke
      parameters:
        - name: supi
          in: path
          description: SUPI of the user
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'


(... text not shown for clarity ...)


  /{supi}/auth-events/{authEventId}:
    put:
      summary: Deletes the authentication result in the UDM
      operationId: DeleteAuth
      tags:
        - Delete Auth
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudm-ueau
        - oAuth2ClientCredentials:
          - nudm-ueau
          - nudm-ueau:auth-event-id:modify
      parameters:
        - name: supi
          in: path
          description: SUPI of the user
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'


(... text not shown for clarity ...)


components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nudm-ueau: Access to the nudm-ueau API
            nudm-ueau:security-information:generate-auth-data:invoke: Acess to invoke the "generate-auth-data" custom operation on the "security-information" resource
            nudm-ueau:security-information-rg:read: Access to read the "security-information-rg" resource
            nudm-ueau:auth-events:create: Access to create a new child resource on the "auth-events" collection resource
            nudm-ueau:auth-event-id:modify: Access to modify (delete) an "auth-event-id" individual resource
            nudm-ueau:hss-security-information:generate-av:invoke: Acess to invoke the "generate-av" custom operation on the "hss-security-information" resource
            nudm-ueau:gba-security-information:generate-av:invoke: Acess to invoke the "generate-av" custom operation on the "gba-security-information" resource


(... text not shown for clarity ...)



* * * End of Changes * * * *
