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	Reason for change:
	Several improvements can be made to the Data payload protection:
· the existing text in the specification is not clear on whether the protection is applied to the entire DATA PAYLOAD message or the individual payload elements of the DATA PAYLOAD message
· How the message type element values are populated for both DATA PAYLOAD message defined in 3GPP TS  24.282 and MCData Protected Payload message as specified in 3GPP TS 33.180 are not specified clearly.
· The Number of payloads should include all the Payload IEs and Security parameters and Payload IEs included in the DATA PAYLOAD message while calculating the number of payloads included in the DATA PAYLOAD message.

 In the recent discussion triggered by RAN5, the above list of issues were discussed and provided the clarification. The agreed clarifications are provided in this CR to improve the specification and avoid the scope for interpretations.

	
	

	Summary of change:
	· Provided the clarification on protection is applied to the entire DATA PAYLOAD message or the individual payload elements of the DATA PAYLOAD message
· How the message type element values are populated for both DATA PAYLOAD message defined in 3GPP TS  24.282 and MCData Protected Payload message as specified in 3GPP TS 33.180 are clarified.
· Clarification provided on how the Number of payloads are determined while the Payload IEs and Security parameters and Payload IEs are included in DATA PAYLOAD message 


	
	

	Consequences if not approved:
	The improvements in Data payload protection provided in this CR will not be available and will be very difficult to implement as the existing text has scope for different interpretations. 
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* * * First Change * * * *
[bookmark: _Toc20215507][bookmark: _Toc27495974][bookmark: _Toc36107713][bookmark: _Toc44598464][bookmark: _Toc44602319][bookmark: _Toc45197496][bookmark: _Toc45695529][bookmark: _Toc51850985][bookmark: _Toc83124043]6.6.3.1	General
The MCData Data messages may be encrypted and integrity protected. When encryption is applied to the entire message the MCData Data message media shall be encrypted as specified in subclause 8.5.4 in 3GPP TS 33.180 [26]. When encryption is applied to the Payload IEs of the MCData Data message the Payload IEs shall be encrypted as specified in clause 8.5.4 in 3GPP TS 33.180 [26].
The MCData Data signalling messages may be encrypted and integrity protected by encryption. When encryption is applied the MCData Data signalling shall be encrypted as specified in subclause 8.5.4 in 3GPP TS 33.180 [26].
The MCData Data messages and the protected MCData Data messages may also be end-to-end authenticated as specified in subclause 8.5.5 in 3GPP TS 33.180 [15].
The MCData Protected Payload message as specified in 3GPP TS 33.180 [26] inherits the message type from the MCData Data signalling messages and the MCData Data messages with bits 7, 8 set according to clause 8.5.1 of 3GPP TS 33.180 [26] when entire MCData Data signalling messages and the MCData Data messages protected.

* * * Next Change * * * *
[bookmark: _Toc20215864][bookmark: _Toc27496357][bookmark: _Toc36108098][bookmark: _Toc44598851][bookmark: _Toc44602706][bookmark: _Toc45197883][bookmark: _Toc45695916][bookmark: _Toc51851372][bookmark: _Toc83124432]15.1.4.1	Message definition
This message is sent by the UE to other UEs when sending an SDS data payload or an FD data payload. This message provides the data to be delivered to the user or application. For the contents of the message see Table 15.1.4.1-1.
Message type:	DATA PAYLOAD
Direction:	UE to other UEs (can be via the network for SDS and always via the network for FD)
Table 15.1.4.1-1: DATA PAYLOAD message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Data payload message identity
	Message type
15.2.2
	M
	V
	1

	
	Number of payloads
	Number of payloads
15.2.12
	M
	V
	1

	7A
	Security parameters and Payload
	MCData Protected Payload message
3GPP TS 33.180 [26]
	O
	TLV-E
	32-x

	78
	Payload
	Payload
15.2.13
	O
	TLV-E
	4-x



NOTE 1:	The Number of payloads IE dictates the number of Payload IEs and Security parameters and Payload IEs that are included in the message by the sender. Multiple Payload IEs can be part of Security parameters and Payload IE if end-to-end security is required, i.e. if there are multiple protected user payloads, each one should be a separate Security parameters and Payload IE containing a "MCData Protected Payload message content" with the message type of "MCData Protected Payload message content" set according to 3GPP TS 33.180 [26].
NOTE 2:	If end-to-end security is required for a one-to-one communication, Security parameters and Payload IE is included. Otherwise, if end-to-end security is not required for a one-to-one communication, Payload IE is included. For group communication, Payload IE is included.
NOTE 3:	Formatting of user payloads as part of the Security parameters and Payload IE is specified in subclause 15.2.13. The user payloads formatted as specified in the clause 15.2.13 and protected as specified in the clause 8.5.4.1 of 3GPP TS 33.180 [26]. The Protected Payload (Ciphertext) encapsulated in "MCData Protected Payload message content". Finally, the entire "MCData Protected Payload message content" is encoded in the "DATA PAYLOAD message content" as a "Security parameters and Payload" IE value. 
NOTE 4:	An entire "DATA PAYLOAD message content" can be protected for all the user payloads. Otherwise, each user payloads are protected and encapsulated in a separate "Security parameters and Payload" IEs of the "DATA PAYLOAD message content". 
NOTE 5:	The MCData Protected Payload message do not inherits the message type from the DATA PAYLOAD message when each user payloads are protected and encapsulated in a separate "Security parameters and Payload" IEs of the "DATA PAYLOAD message content". The bits 7, 8 set according to clause 8.5.1 of 3GPP TS 33.180 [26].
[bookmark: _GoBack]* * * End of Changes * * * *
