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***** Start of changes *****
[bookmark: _Toc44962050][bookmark: _Toc50983714][bookmark: _Toc50985885][bookmark: _Toc57113115][bookmark: _Toc74224865][bookmark: _Toc36655747]15.1.1	Authentication procedure for EAP-AKA' - Authentication is successful 
[bookmark: _Toc517476896][bookmark: _Toc502364631][bookmark: _Toc44962051][bookmark: _Toc50983715][bookmark: _Toc50985886][bookmark: _Toc57113116][bookmark: _Toc74224866][bookmark: _Hlk722478]15.1.1.1	Definition and applicability
[bookmark: _Hlk9856563][bookmark: _Hlk805790]The purpose of the primary authentication and key agreement procedure is to enable mutual authentication between the UE and the network and to provide keying material that can be used between the UE and network in subsequent security procedures. The UE and the AMF shall support the EAP based primary authentication and key agreement procedure.
In order to initiate the EAP based primary authentication and key agreement procedure using EAP-AKA', the AUSF shall send an EAP message IE with EAP-request/AKA'-challenge message in the AUTHENTICATION REQUEST message.
[bookmark: _Hlk7020179][bookmark: _Hlk9856617]The 5G NAS security context parameters from a full native 5G NAS security context shall be stored on the USIM if the corresponding file is present on the USIM as specified in 3GPP TS 31.102 [4]. If the corresponding file is not present on the USIM, this 5GMM parameters is stored in a non-volatile memory in the ME together with the SUPI from the USIM. 
The EF5GS3GPPNSC contains the 5GS 3GPP access NAS security context as defined in 3GPP TS 24.501 [42], consisting of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. This file shall contain one record.
The EF5GAUTHKEYS contains KAUSF and KSEAF that are generated on the ME using CK and IK as part of AKA procedures as described in 3GPP TS 33.501 [41].
[bookmark: _Toc517476897][bookmark: _Toc502364632][bookmark: _Toc44962052][bookmark: _Toc50983716][bookmark: _Toc50985887][bookmark: _Toc57113117][bookmark: _Toc74224867]15.1.1.2	Conformance requirement
1)	The UE shall support the EAP based primary authentication and key agreement procedure. 
[bookmark: _Hlk9856895][bookmark: _Hlk10542551]2)	The ME shall forward the RAND and AUTN received in EAP message IE with EAP-request/AKA'-challenge within the AUTHENTICATION REQUEST message to the USIM. 
[bookmark: _Hlk9873740]3)	The ME shall return the EAP message IE with EAP-response/AKA'-challenge in AUTHENTICATION RESPONSE message.
[bookmark: _Hlk9856715]4)	As a result of successful authentication procedure and upon receipt of the EAP Success message, the 5G NAS security context parameters shall be stored on the USIM if the corresponding file is present on the USIM when entering state 5GMM-DEREGISTERED.
[bookmark: _Hlk9856738][bookmark: _Hlk805401][bookmark: _Hlk789612]5)	If service n°122 is "available", the ME shall store KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values in EF5GS3GPPNSC on the USIM. 
[bookmark: _Hlk789565]6)	If service n°123 is "available", the ME shall store the KAUSF and KSEAF in EF5GAUTHKEYS on the USIM. 
Reference:
-	3GPP TS 31.102 [4], clauses 4.4.11.3, 4.4.11.4 and 4.4.11.6; 
-	3GPP TS 33.501 [41], clause 6.1.3.1;
-	3GPP TS 24.501 [42], clause 5.4.1.2 and Annex C.
[bookmark: _Toc517476898][bookmark: _Toc502364633][bookmark: _Toc44962053][bookmark: _Toc50983717][bookmark: _Toc50985888][bookmark: _Toc57113118][bookmark: _Toc74224868]15.1.1.3	Test purpose
[bookmark: _Hlk9846160]1)	To verify that the ME forwards the RAND and AUTN received in EAP-request/AKA'-challenge within EAP message IE to the USIM.
2)	To verify that the ME returns the EAP message IE with EAP-response/AKA'-challenge in AUTHENTICATION RESPONSE message indicating the response calculated in the USIM (RES).
3)	To verify that the ME stores 5G NAS security context parameters, consisting of KAMF with the associated key set identifier in EF5GS3GPPNSC on the USIM if service n°122 is "available".
4)	To verify that the ME stores the KAUSF and KSEAF in EF5GAUTHKEYS on the USIM if service n°123 is "available".
[bookmark: _Toc517476899][bookmark: _Toc502364634][bookmark: _Toc44962054][bookmark: _Toc50983718][bookmark: _Toc50985889][bookmark: _Toc57113119][bookmark: _Toc74224869]15.1.1.4	Method of test
[bookmark: _Toc517476900][bookmark: _Toc502364635][bookmark: _Toc44962055][bookmark: _Toc50983719][bookmark: _Toc50985890][bookmark: _Toc57113120][bookmark: _Toc74224870]15.1.1.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
The default 5G-NR UICC is used and the UICC is installed into the ME and the UE is powered on. 
[bookmark: _Toc517476901][bookmark: _Toc502364636][bookmark: _Toc44962056][bookmark: _Toc50983720][bookmark: _Toc50985891][bookmark: _Toc57113121][bookmark: _Toc74224871]15.1.1.4.2	Procedure
[bookmark: _Hlk10472212]a)	Bring up Cell A and the UE is switched on.
b)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
c)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the NG-SS initiates the EAP-AKA' authentication procedure and sends EAP message IE with EAP-request/AKA'-challenge message in the AUTHENTICATION REQUEST message and it uses:
ngKSI:
NAS key set identifier:	'000' 
TSC:	'0'
EAP message:	EAP-request/AKA'-challenge 
d)	Using the EAP-request/AKA'-challenge data received in AUTHENTICATION REQUEST message the ME passes the RAND and AUTN to the USIM.
e)	The UE shall return the EAP message IE with EAP-response/AKA'-challenge in AUTHENTICATION RESPONSE message.
[bookmark: _Hlk10556136][bookmark: _Hlk10196922][bookmark: _Hlk789851]f)	After reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends EAP-success in  SECURITY MODE COMMAND message, the UE sends a SECURITY MODE COMPLETE message.
g)	The NG-SS sends a REGISTRATION ACCEPT message. 
5G-GUTI:	24408300010266436587
TAI:	42 34 80 00 00 01
h)	The UE sends a REGISTRATION COMPLETE message.
i)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure.
[bookmark: _Toc517476902][bookmark: _Toc502364637][bookmark: _Toc44962057][bookmark: _Toc50983721][bookmark: _Toc50985892][bookmark: _Toc57113122][bookmark: _Toc74224872]15.1.1.5	Acceptance criteria
[bookmark: _Hlk9868860][bookmark: _Hlk872043][bookmark: _Hlk7021113]1)	After step a) the ME shall read EFUST, EF5GS3GPPNSC and EF5GAUTHKEYS.
[bookmark: _Hlk10197059]2)	During step c) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
[bookmark: _Hlk9868955]3)	In step d) the ME forwards the RAND and AUTN received in EAP message IE with EAP-request/AKA'-challenge message to the USIM.
4)	In step e) the ME shall send AUTHENTICATION RESPONSE message with EAP message IE with EAP-response/AKA'-challenge containing the response calculated in the USIM (RES):
-	Authentication response message identity:	'0101 0111’
[bookmark: _Hlk9869331]-	Authentication response parameter:	4 – 16 octets RES value calculated according to 3GPP TS 24.501 [42] 
5)	In step f) the UE shall send SECURITY MODE COMPLETE message.
6)	After step gf) the ME updates EF5GAUTHKEYS as shown below.
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:	32 bytes, value not checked
KSEAF:	32 bytes, value not checked

	Coding:
	B1
	B2
	B3
	Bx
	Bx+1
	Bx+2
	Bx+3
	..
	Bxx

	Hex
	80
	L1
	Xx
	..
	81
	L2
	xx
	..
	xx



7)	After step i) the ME updates EF5GS3GPPNSC as shown below.
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context:
ngKSI:	00
KAMF:	32 bytes, value not checked
Uplink NAS count:	any value
Downlink NAS count:	any value 
Identifiers of selected NAS integrity
and encryption algorithms:	any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	XX
	80
	01
	00
	81
	xx
	xx
	…
	xx




***** Next changes *****
[bookmark: _Hlk10217141]15.2.1	Authentication procedure for 5G AKA - Authentication is successful
15.2.1.1	Definition and applicability
[bookmark: _Hlk9934263][bookmark: _Hlk10196229]The purpose of the 5G AKA based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on the keys KAUSF, KSEAF and KAMF. The UE and the AMF shall support the 5G AKA based primary authentication and key agreement procedure.
The 5G NAS security context parameters from a full native 5G NAS security context shall be stored on the USIM if the corresponding file is present on the USIM as specified in 3GPP TS 31.102 [4]. If the corresponding file is not present on the USIM, this 5GMM parameters is stored in a non-volatile memory in the ME together with the SUPI from the USIM.
The EF5GS3GPPNSC contains the 5GS 3GPP access NAS security context as defined in 3GPP TS 24.501 [42], consisting of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. This file shall contain one record.
[bookmark: _Hlk9872449]The EF5GAUTHKEYS contains KAUSF and KSEAF that are generated on the ME using CK and IK as part of AKA procedures as described in TS 33.501[41]
15.2.1.2	Conformance requirement
1)	The UE shall support the 5G AKA based primary authentication and key agreement procedure.
2)	The ME shall forward the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
[bookmark: _Hlk9873620][bookmark: _Hlk9872608]3)	The ME shall compute RES* from RES according to Annex A.4 TS 33.501[41] and return it in AUTHENTICATION RESPONSE message.
4)	As a result of successful authentication procedure if service n°122 is "available", the 5G NAS security context parameters shall be stored on the USIM.
5)	If service n°123 is "available", the ME shall store the KAUSF and KSEAF in EF5GAUTHKEYS on the USIM.
Reference:
-	TS 31.102 [4], clauses 4.4.11.3, 4.4.11.4 and 4.4.11.6;
-	3GPP TS 33.501 [41], clause 6.1.3.2;
-	3GPP TS 24.501 [42], clause 5.4.1.3 and Annex C.
15.2.1.3	Test purpose
[bookmark: _Hlk10556598][bookmark: _Hlk9872730]1)	To verify that the ME forwards the RAND and AUTN received in 5G authentication challenge data within AUTHENTICATION REQUEST message to the USIM.
2)	To verify that the ME sends AUTHENTICATION RESPONSE message contains the calculated RES* in response to AUTHENTICATION REQUEST message.
3)	To verify that the ME stores 5G NAS security context parameters when entering state 5GMM-DEREGISTERED, consisting of KAMF with the associated key set identifier in EF5GS3GPPNSC on the USIM if service n°122 is "available".
4)	To verify that the ME stores the KAUSF and KSEAF in EF5GAUTHKEYS on the USIM if service n°123 is "available".
[bookmark: _Toc74224896]15.2.1.4	Method of test
[bookmark: _Toc74224897]15.2.1.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
The default 5G-NR UICC is and the UICC is installed into the ME.
[bookmark: _Hlk9934413]15.2.1.4.2	Procedure
a)	Bring up Cell A and the UE is switched on.
[bookmark: _Hlk9867787][bookmark: _Hlk10196680]b)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
c)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the UE, NG-SS initiates the 5G AKA authentication procedure and sends 5G AKA-Challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'000' 
TSC:	'0'
Authentication parameter RAND (5G authentication challenge):	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value 
[bookmark: _Hlk9867760]d)	Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM.
[bookmark: _Hlk9872520]e)	Upon reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
f)	The NG-SS sends a REGISTRATION ACCEPT message. 
5G-GUTI:	24408300010266436587
TAI:	42 34 80 00 00 01
g)	The UE sends a REGISTRATION COMPLETE message.
h)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure.
15.2.1.5	Acceptance criteria
1)	After step a) the ME shall read EFUST, EF5GS3GPPNSC and EF5GAUTHKEYS.
2)	During step c) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
3)	In step d) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
4)	During step e) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to 3GPP TS 24.501 [42]
5)	In step e) the UE shall send SECURITY MODE COMPLETE message.
6)	After step fe) the ME updates EF5GAUTHKEYS as shown below.
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:	value not checked
KSEAF:	value not checked

	Coding:
	B1
	B2
	B3
	Bx
	Bx+1
	Bx+2
	Bx+3
	..
	Bxx

	Hex
	80
	L1
	xx
	..
	81
	L2
	xx
	..
	xx



7)	After step h) the ME updates EF5GS3GPPNSC as shown below.
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context:
ngKSI:	00
KAMF:	value not checked
Uplink NAS count:	any value
Downlink NAS count:	any value 
Identifiers of selected NAS integrity
and encryption algorithms:	any value
Identifiers of selected EPS NAS 
integrity and encryption algorithms
for use after mobility to EPS:	any value

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	xx




***** End of changes *****
