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	Reason for change:
	This CR was postponed at the Aug 2021 CT4 105e meeting because we found an issue with N32c and N32f correlation. At that time, the correlation was not possible because the SEPP TLS profile was not defined in the standards. Recently, SA3 has agreed on the CR: 'S3-214440 Certificate profile for SCP and SEPP", which defines the SEPP TLS profile. And this TLS SEPP profile contains a 'PLMN ID' as Subject DN. So, this PLMN ID can be used for correlation and the correlation problem will be solved. Therefore, resubmitting the same CR.


Reasoning:
Currently, N32-c supports a procedure enabling SEPPs to tear down the N32-f connectivity when PRINS security is used. However, there is no equivalent procedure defined to tear down the N32-f connection when TLS security is used.

Without such a N32-c procedure, when a SEPP (e.g. cSEPP) terminates its N32-f TLS connections, e.g. due to OAM maintenance, the remote SEPP (e.g. pSEPP) cannot distinguish whether the N32-f connection was torn down due to some transient error or due to the wish from the peer SEPP to stop N32-f connection/traffic, which may result in the remote SEPP trying to re-establish the N32-f TLS connection, instead of e.g. switching the traffic immediately to alternative N32-f connection(s) towards the remote PLMN. 

Additionally, 33.501 defines:

Table 13.5-1: NF service related signalling traffic protection mechanisms over N32
	N32 protection mechanism
	Description

	Mechanism 1
	PRINS (described in clause 13.2) 

	Mechanism 2
	TLS

	Mechanism n
	Reserved



"If the selected security mechanism is a mechanism other than the ones specified in Table 13.5-1, the two SEPPs shall terminate the N32c TLS connection"

However, no corresponding negotiation has been defined for the same in TS 29.573 for N32-f TLS.
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	Allow the optional use of the security capability negotiation procedure to tear down the N32-f TLS connection. 
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[bookmark: _Toc24937697][bookmark: _Toc33962512][bookmark: _Toc42883274][bookmark: _Toc49733142][bookmark: _Toc56690767][bookmark: _Toc58585545][bookmark: _Hlk66941755]* * * First Change * * * *
[bookmark: _Toc90667087][bookmark: _Toc24986306][bookmark: _Toc34205734][bookmark: _Toc39061918][bookmark: _Toc43277160][bookmark: _Toc49847490][bookmark: _Toc56419465][bookmark: _Toc73197100]5.2.2	Security Capability Negotiation Procedure
The initiating SEPP shall initiate a Security Capability Negotiation procedure towards the responding SEPP to agree on a security mechanism to use for protecting NF service related signalling over N32-f. An end to end TLS connection shall be setup between the SEPPs before the initiation of this procedure. This procedure may also be used to tear down the N32-f TLS connection if the remote SEPP indicated support of the feature NFTLST during the setup of the N32-c connection. The procedure is described in Figure 5.2.2-1 below.




Figure 5.2.2-1: Security Capability Negotiation Procedure
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "SecNegotiateReqData" IE carrying the following information:
-	Supported security capabilities (i.e PRINS and/or TLS);
-	Whether the 3gpp-Sbi-Target-apiRoot HTTP header is supported, if TLS security is supported;
-	Sender PLMN ID(s).
To tear down the N32-f connection when negotiated security scheme is TLS, the "SecNegotiateReqData" IE shall contain:
-	Supported security capability set to "NONE"

2a.	On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a "200 OK" status code and a POST response body that contains "SecNegotiateRspData" IE carrying the following information:
-	Selected security capability (i.e PRINS or TLS);
-	Whether the 3gpp-Sbi-Target-apiRoot HTTP header is supported, if TLS security is selected;
-	Sender PLMN ID(s).
[bookmark: _PERM_MCCTEMPBM_CRPT51080006___2]The responding SEPP compares the initiating SEPP's supported security capabilities to its own supported security capabilities and selects, based on its local policy, a security mechanism, which is supported by both the SEPPs. If the selected security capability indicates any other capability other than PRINS, then the HTTP/2 connection initiated between the two SEPPs for the N32 handshake procedures shall be terminated. The negotiated security capability shall be applicable on both the directions. If the selected security capability is PRINS, then the two SEPPs may decide to create (if not available) / maintain HTTP/2 connection(s) where each SEPP acts as a client towards the other (which acts as a server). This may be used for later signalling of N32-f error reporting procedure (see clause 5.2.5) and N32-f context termination procedure (see clause 5.2.4).
When the request is for tearing down the existing N32-f TLS connection, the "SecNegotiateRspData" IE shall contain:
-	Supported security capability set to "NONE"
[bookmark: _Hlk96017260]and, subsequently, both SEPP shall terminate the N32-c and N32-f TLS connection.
2b.	On failure, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code as specified in clause 6.1.4.2.

* * * Next Change * * * *
[bookmark: _Toc24986339][bookmark: _Toc34205767][bookmark: _Toc39061951][bookmark: _Toc43277193][bookmark: _Toc49847523][bookmark: _Toc56419499][bookmark: _Toc73197134]6.1.4.1	Overview
Table 6.1.4.1-1: Custom operations without associated resources
	Operation Name
	Custom operation URI
	Mapped HTTP method
	Description

	Security Capability Negotiation
	/exchange-capability
	POST
	This is the N32 capability exchange API used to negotiate the security capabilities between SEPPs or tear down the N32-f TLS connection.

	Parameter Exchange
	/exchange-params
	POST
	This is the N32 parameter exchange API used to exchange the cipher suites and protection policies.

	N32-f Context Terminate
	/n32f-terminate
	POST
	This is the N32-f context termination procedure API.

	N32-f Error Reporting
	/n32f-error
	POST
	This is the N32-f error reporting procedure API.





* * * Next Change * * * *

[bookmark: _Toc24986341][bookmark: _Toc34205769][bookmark: _Toc39061953][bookmark: _Toc43277195][bookmark: _Toc49847525][bookmark: _Toc56419501][bookmark: _Toc73197136]6.1.4.2.1	Description
This custom operation is used between the SEPPs to negotiate their security capabilities or to tear down the N32-f connection when negotiated security scheme is TLS. The HTTP method POST shall be used on the following URI:
URI: {apiRoot}/n32c-handshake/v1/exchange-capability
This operation shall support the resource URI variables defined in table 6.1.4.2.1-1.
Table 6.1.4.2.1-1: Resource URI variables for this Operation
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1.




* * * Next Change * * * *
[bookmark: _Toc24986342][bookmark: _Toc34205770][bookmark: _Toc39061954][bookmark: _Toc43277196][bookmark: _Toc49847526][bookmark: _Toc56419502][bookmark: _Toc90667124]6.1.4.2.2	Operation Definition
This operation shall support the request data structures and response codes specified in tables 6.2.4.2.2-1 and 6.2.4.2.2-2.
Table 6.1.4.2.2-1: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	SecNegotiateReqData
	M
	1
	The IE shall contain the security capabilities of the initiating SEPP.



Table 6.1.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	SecNegotiateRspData
	M
	1
	200 OK
	 This represents the successful processing of the requested security capabilities. The responding SEPP shall provide the security capabilities that it has selected, in the response.

	ProblemDetails
	O
	0..1
	403 Forbidden
	When the receiving SEPP fails to negotiate the security capability, the "cause" attribute shall be set to "NEGOTIATION_NOT_ALLOWED".

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).




* * * Next Change * * * *

[bookmark: _Toc24986353][bookmark: _Toc34205781][bookmark: _Toc39061965][bookmark: _Toc43277207][bookmark: _Toc49847537][bookmark: _Toc56419513][bookmark: _Toc73197148]6.1.5.1	General
This clause specifies the application data model supported by the API.
Table 6.1.5.1-1 specifies the data types defined for the N32 interface.
Table 6.1.5.1-1: N32 specific Data Types
	Data type
	Clause defined
	Description

	SecNegotiateReqData
	6.1.5.2.2
	Defines the security capabilities of a SEPP sent to a receiving SEPP.

	SecNegotiateRspData
	6.1.5.2.3
	Defines the selected security capabilities by a SEPP.

	SecurityCapability
	6.1.5.3.3
	Enumeration of security capabilities.

	SecParamExchReqData
	6.1.5.2.4
	Request data structure for parameter exchange

	SecParamExchRspData
	6.1.5.2.5
	Response data structure for parameter exchange

	ProtectionPolicy
	6.1.5.2.6
	The protection policy to be negotiated between the SEPPs.

	ApiIeMapping
	6.1.5.2.7
	API URI to IE mapping on which the protection policy needs to be applied.

	IeInfo
	6.1.5.2.8
	Protection and modification policy for the IE

	ApiSignature
	6.1.5.2.9
	API URI of the service operation

	N32fContextInfo
	6.1.5.2.10
	N32-f context information

	N32fErrorInfo
	6.1.5.2.11
	N32-f error information.

	FailedModificationInfo
	6.1.5.2.12
	Information on N32-f modifications block that failed to process.

	N32fErrorDetail
	6.1.5.2.13
	Details about the N32f error.

	CallbackName
	6.1.5.2.14
	Callback Name.

	IpxProviderSecInfo
	6.1.5.2.15
	Defines the security information list of an IPX.

	HttpMethod
	6.1.5.3.4
	Enumeration of HTTP methods.

	IeType
	6.1.5.3.5
	Enumeration of types of IEs (i.e kind of IE) to specify the protection policy.

	IeLocation
	6.1.5.3.6
	Location of the IE in a HTTP message.

	N32fErrorType
	6.1.5.3.7
	Type of error while processing N32-f message.

	FailureReason
	6.1.5.3.8
	Reason for failure to reconstruct a HTTP/2 message from N32-f message.



Table 6.1.5.1-2 specifies data types re-used by the N32 interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Namf service based interface.
Table 6.1.5.1-2: N32 re-used Data Types
	Data type
	Reference
	Comments

	Fqdn
	3GPP TS 29.510 [18]
	

	SupportedFeatures
	3GPP TS 29.571 [12]
	Used to negotiate the applicability of the optional features defined in table 6.1.7-1.




* * * Next Change * * * *
[bookmark: _Toc24986356][bookmark: _Toc34205784][bookmark: _Toc39061968][bookmark: _Toc43277210][bookmark: _Toc49847540][bookmark: _Toc56419516][bookmark: _Toc73197151]6.1.5.2.2	Type: SecNegotiateReqData
Table 6.1.5.2.2-1: Definition of type SecNegotiateReqData
	Attribute name
	Data type
	P
	Cardinality
	Description

	sender
	Fqdn
	M
	1
	This IE shall uniquely identify the SEPP that is sending the request. This IE is used to identify and store the negotiated security capability against the right SEPP.

	supportedSecCapabilityList
	array(SecurityCapability)
	M
	1..N
	This IE shall contain the list of security capabilities that the requesting SEPP supports.
To tear down the N32-f TLS connection, this IE shall set SecurityCapability as "NONE".

	3GppSbiTargetApiRootSupported
	boolean
	C
	0..1
	This IE should be present and indicate that the 3gpp-Sbi-Target-apiRoot HTTP header is supported, if TLS security is supported for N32f message forwarding.

When present, it shall indicate if TLS security using the 3gpp-Sbi-Target-apiRoot HTTP header is supported:
- true: supported
- false (default): not supported


	plmnIdList
	array(PlmnId)
	O
	1..N
	A list of PLMN IDs associated with the SEPP, which is sending the request. The list to be stored by the receiving SEPP in a N32-f Context (see clause 5.9.3 in 3GPP TS 33.501 [6])

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.7 is supported




* * * Next Change * * * *

[bookmark: _Toc24986357][bookmark: _Toc34205785][bookmark: _Toc39061969][bookmark: _Toc43277211][bookmark: _Toc49847541][bookmark: _Toc56419517][bookmark: _Toc73197152]6.1.5.2.3	Type: SecNegotiateRspData
Table 6.1.5.2.3-1: Definition of type SecNegotiateRspData
	Attribute name
	Data type
	P
	Cardinality
	Description

	sender
	Fqdn
	M
	1
	This IE shall uniquely identify the SEPP that is sending the response. This IE is used to identify and store the negotiated security capability against the right SEPP.

	selectedSecCapability
	SecurityCapability
	M
	1
	This IE shall contain the security capability selected by the responding SEPP.
When the request is for tearing down the N32-f  TLS connection, the responding SEPP shall add SecurityCapability as "NONE".

	3GppSbiTargetApiRootSupported
	boolean
	C
	0..1
	This IE should be present and indicate that the 3gpp-Sbi-Target-apiRoot HTTP header is supported, if TLS security is negotiated for N32f message forwarding and the initiating SEPP indicated support of this header.

When present, it shall indicate if TLS security using the 3gpp-Sbi-Target-apiRoot HTTP header is supported:
- true: supported
- false (default): not supported


	plmnIdList
	array(PlmnId)
	O
	1..N
	A list of PLMN IDs associated with the SEPP, which is sending the response. The list to be stored by the receiving SEPP in a N32-f Context (see clause 5.9.3 in 3GPP TS 33.501 [6])

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.7 is supported





* * * Next Change * * * *
[bookmark: _Toc24986373][bookmark: _Toc34205801][bookmark: _Toc39061985][bookmark: _Toc43277227][bookmark: _Toc49847557][bookmark: _Toc56419533][bookmark: _Toc73197168]6.1.5.3.3	Enumeration: SecurityCapability
Table 6.1.5.3.3-1: Enumeration SecurityCapability
	Enumeration value
	Description
	Applicability

	"TLS"
	TLS security.
	

	"PRINS"
	PRotocol for N32 INterconnect Security.
	

	"NONE"
	N32-f TLS connection termination
	NFTLST




* * * Next Change * * * *

6.1.7	Feature Negotiation
The feature negotiation mechanism specified in clause 6.6 of 3GPP TS 29.500 [4] shall be used to negotiate the optional features applicable between the c-SEPP and the p-SEPP, for the N32 Handshake service, if any.
The c-SEPP shall indicate the optional features it supports for the N32 Handshake service, if any, by including the supportedFeatures attribute in the HTTP POST request message for following service operations:
-	Security Capability Negotiation procedure, as specified in clause 5.2.2 to negotiate the security capability;
The p-SEPP shall determine the supported features for the requested network as specified in clause 6.6 of 3GPP TS 29.500 [4] and shall indicate the supported features by including the supportedFeatures attribute in payload of the HTTP response for the service operation.
The syntax of the supportedFeatures attribute is defined in clause 5.2.2 of 3GPP TS 29.571 [12].
The following features are defined for the N32 Handshake service.
Table 6.1.7-1: Features of supportedFeatures attribute used by N32 Handshake service
	Feature Number
	Feature
	M/O
	Description

	X
	NFTLST
	O
	N32-f TLS Connection Termination Support

A SEPP that supports this feature shall support handling of Security Capability Negotiation procedure to tear down the N32-f TLS connection as specified in clause 5.2.2).

	Feature number: The order number of the feature within the supportedFeatures attribute (starting with 1).
Feature: A short name that can be used to refer to the bit and to the feature.
M/O: Defines if the implementation of the feature is mandatory ("M") or optional ("O").
Description: A clear textual description of the feature.




* * * Next Change * * * *
[bookmark: _Toc24986383][bookmark: _Toc34205811][bookmark: _Toc39061995][bookmark: _Toc43277237][bookmark: _Toc49847567][bookmark: _Toc56419543][bookmark: _Toc90667165]6.1.6.3	Application Errors
The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the N32-c Handshake service. The following application errors listed in Table 6.1.6.3-1 are specific for the N32-c Handshake service.
Table 6.1.6.3-1: Application errors
	Application Error
	HTTP status code
	Description

	REQUESTED_PARAM_MISMATCH
	409 Conflict
	This represents a parameter mismatch has been detected by the receiving SEPP, i.e. received data-type encryption or modification policy conflict with the one manually configured for the specific roaming partner and IPX provider

	NEGOTIATION_NOT_ALLOWED
	403 Forbidden
	This represents a security capability negotiation failure at the receiving SEPP, i.e., the received security capability from the peer SEPP is not configured to be supported at the receiving SEPP.




* * * Next Change * * * *

[bookmark: _Toc24986459][bookmark: _Toc34205887][bookmark: _Toc39062071][bookmark: _Toc43277313][bookmark: _Toc49847643][bookmark: _Toc56419624][bookmark: _Toc90667246]A.2	N32 Handshake API
openapi: 3.0.0

info:
  version: '1.2.0-alpha.1'
  title: 'N32 Handshake API'
  description: |
   N32-c Handshake Service.
    © 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
servers:
  - url: '{apiRoot}/n32c-handshake/v1'
    variables:
      apiRoot:
        default: https://example.com
        description:  apiRoot as defined in clause 4.4 of 3GPP TS 29.501.
externalDocs:
  description: 3GPP TS 29.573 V17.1.0; 5G System; Public Land Mobile Network (PLMN) Interconnection; Stage 3
  url: http://www.3gpp.org/ftp/Specs/archive/29_series/29.573/
(...)
  /exchange-capability:
    post:
      summary:  Security Capability Negotiation
      tags:
        - Security Capability Negotiation
      operationId: PostExchangeCapability
      requestBody:
        description: Custom operation for security capability negotiation
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/SecNegotiateReqData'
      responses:
        '200':
          description: OK (Successful negitiation of security capabilities)
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/SecNegotiateRspData'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'

        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

(...)

    SecNegotiateReqData:
      description: Defines the security capabilities of a SEPP sent to a receiving SEPP
      type: object
      required:
        - sender
        - supportedSecCapabilityList
      properties:
        sender:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/Fqdn'
        supportedSecCapabilityList:
          type: array
          items:
            $ref: '#/components/schemas/SecurityCapability'
          minItems: 1
        3GppSbiTargetApiRootSupported:
          type: boolean
          default: false
        plmnIdList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
          minItems: 1
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

(...)

    SecNegotiateRspData:
      description: Defines the selected security capabilities by a SEPP
      type: object
      required:
        - sender
        - selectedSecCapability
      properties:
        sender:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/Fqdn'
        selectedSecCapability:
          $ref: '#/components/schemas/SecurityCapability'
        3GppSbiTargetApiRootSupported:
          type: boolean
          default: false
        plmnIdList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
          minItems: 1
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

(...)

components:
  schemas:
    SecurityCapability:
      description: Enumeration of security capabilities
      anyOf:
        - type: string
          enum:
            - TLS
            - PRINS
            - NONE
        - type: string
    ApiSignature:
      description: API URI of the service operation
      oneOf:
        - $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        - $ref: '#/components/schemas/CallbackName'
(...)

* * * End of Changes * * * *
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