

	
3GPP TSG-CT WG4 Meeting #108-e	C4-221463
[bookmark: _Hlk94598660]E-Meeting, 17th – 25st Feburary 2022	was C4-221331
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	29.500
	CR
	0325
	rev
	1
	Current version:
	17.3.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	[bookmark: _Hlk94596153]Retry with an Idempotency key for non-idempotent methods

	
	

	Source to WG:
	Ericsson, Samsung

	Source to TSG:
	CT4

	
	

	Work item code:
	SBIProtoc17
	
	Date:
	2022-02-23

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	As discussed in C4-221330, retransmission of a request message (e.g. when no response) is possible in 5GC, and such retransmitted non-idempotent request message may lead server incorrectly update the resource context, which leads servious misoperations, hence a mechanism to handle such retransmitted request is needed; this is regardless whether transport layer protocol provides a reliable delivery of a signalling message. 

In EPS and GPRS, both GTPv1/v2 which is a protocol based on unreliable transport layer protocol - UDP, and Diameter which is a protocol based on reliable transport layer protocol - TCP/SCTP, offers a mechanism to deal with signalling retransmission. 

In 5GC, HTTP/2 is used for all SBI interface, though it is based on reliable Transport layer protocol - TCP, it doesn't preclude the need to retransmit a request message when there is no reply. 

So, it is proposed to define a similar mechanism (as GTPv2/Diameter) to identify a retransmitted request. 

Considerating there is also an IETF draft "draft-idempotency-header-01" which is addressing the same problem, it reads: 
... Since "POST" is "NOT" an idempotent
   method, calling it multiple times can result in duplication or wrong
   updates.

For many use cases of "HTTP API", duplicate resource is a severe
   problem from business perspective.  For example, duplicate records
   for requests involving any kind of money transfer "MUST NOT" be
   allowed.

The Idempotency HTTP Request Header Field

   An idempotency key is a unique value generated by the client which
   the resource server uses to recognize subsequent retries of the same
   request.  The "Idempotency-Key" HTTP request header field carries
   this key.

It is proposed to include such "Idempotency-Key" in the 3gpp-Sbi-Request-Info for a non-idempotent request, e.g. a POST Message. The NF acting as HTTP server shall use the Idempotency-Key to detect the possible duplicated request message.

It is proposed to use UUID to encode idempotency key since it contains sending NF identifier and the timestamp when sending the message.

The expiration of the idempotency key is proposed to be configurable by the operator, considering 4 minutes is specified for diameter as defined in RFC6733, this seems too long. 
" The identifier MUST remain locally unique for a period of at least 4 minutes, even across reboots."

While in GTPv2, the expiration of the sequence number (equivalent to idempotency key) is N3 x T3 where N3 and T3 are operator configurable parameters.


	
	

	Summary of change:
	Adds an "Idempotency-Key" in the 3gpp-Sbi-Request-Info for a non-idempotent request, e.g. a POST Message.

The relevant handling of duplicated request message is documented.


	
	

	Consequences if not approved:
	Duplicated non-idempotent request message may lead serious misoperation, while an application layer mechanism to detect a duplicated non-idempotent request message is much less efficient, and it will also impact all service APIs. 
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* * * Next Change * * * *
[bookmark: _Toc90118887]5.2.3.3.1	General
The 3GPP NF Services may support the HTTP custom headers specified in Table 5.2.3.3-1 below. A description of each custom header and the normative requirements on when to include them are also provided in Table 5.2.3.3-1.
Table 5.2.3.3-1: Optional HTTP custom headers
	Name
	Reference
	Description

	3gpp-Sbi-Sender-Timestamp
	Clause 5.2.3.3.2
	This header may be used to indicate the date and time (with a millisecond granularity) at which an HTTP request or response is originated. This may be used e.g. for measuring signalling delays between different NF service instances. 

	3gpp-Sbi-Max-Rsp-Time
	Clause 5.2.3.3.3
	This header may be used in a HTTP request to indicate the duration during which the HTTP client waits for a response. See clause 6.11.2.

	3gpp-Sbi-Correlation-Info
	Clause 5.2.3.3.4
	This header may be used to contain correlation information (e.g. UE identity), that may be used by an operator in various offline network management, performance analysis and troubleshooting tools/applications to identify messages (requests, responses, subscriptions, notifications) related to a particular subscriber. See clause 6.13.

	3gpp-Sbi-Alternate-Chf-Id
	Clause 5.2.3.3.5
	This header may be used to indicate a primary or secondary CHF instance, e.g. when using indirect communication with delegated discovery. See clause 6.10.3.5.

	3gpp-Sbi-Request-Info
	Clause 5.2.3.2.18
	This header may be used to indicate additional information related to a HTTP request, e.g. if the request is involving a reselection towards an alternative NF, and/or if the request is a retransmission of a request towards an (alternative) NF.

This header may be used in a non-idempotent HTTP request message to include an idempotency key to enable the receiver to detect possible duplicated request messages. See clause 5.2.8.

	3gpp-Sbi-Notif-Accepted-Encoding
	Clause 5.2.3.3.6
	This header may be used to indicate the content encodings supported by the NF service Consumer when receiving notifications related to the subscriptions data conveyed by the HTTP request in which the header is included. See clause 6.9.2.1. 

	3gpp-Sbi-Consumer-Info
	Clause 5.2.3.3.7
	This header is used in a service request to create a subscription to indicate the API version(s) and feature(s) of the corresponding NF service(s) for the subscribed event(s) and the accepted encodings for notifications of the subscribed event(s), which are supported by the NF consumer.

The NF consumer may include this header when subscribing to an intermediate NF for event(s) which may be detected and reported directly by a target NF, e.g. subscribe to Location Reporting event at AMF via UDM with AMF directly reporting the notifications to the NF consumer. See clause 6.2.2.

The NF service consumer may include this header when providing a Callback URI when the authority part of the Callback URI is shared by several NF service consumer instances. See clause 6.12.1 for the usage of this parameter.

	3gpp-Sbi-Response-Info
	Clause 5.2.3.3.8
	This header may be used to provide additional information related to an HTTP response, e.g. in a 4xx or 5xx response sent:
- by an SCP to indicate whether it attempted to retransmit the request to alternative HTTP server instances (see clause 6.10.8.1); or
- by an alternative HTTP server instance to indicate whether the resource/context has been transferred to the instance sending the response, or by an HTTP server instance to indicate that the failed request shall not be retried (see clause 6.10.3.4, 6.10.5.1 and 6.10.8.1).


	3gpp-Sbi-NF-Peer-Info
	Clause 5.2.3.3.9
	This header is used in HTTP request and responses to indicate the sender NF and receiver NF of the message.

The HTTP client may include this header in HTTP request when traffic probing with peer information is required in the network. The HTTP server should include the received 3gpp-Sbi-NF-Peer-Info header in the HTTP response message.

HTTP intermediaries (e.g. SCP) should forward this header, when relay HTTP messages to next hop, and may update the destination in the header if the receiver NF of the message is (re)selected.




* * * Next Change * * * *
[bookmark: _Toc57023922][bookmark: _Toc90118883]5.2.3.2.18	3gpp-Sbi-Request-Info
The header contains a comma-delimited list of additional information related to a HTTP request which may be included by a NF or a SCP, to indicate e.g.:
-	whether the HTTP request message is involving a reselection of an alternative NF;
-	whether the HTTP request message is a retransmission of the message, i.e. the request message has been sent but being rejected with a temporary failure or timeout;
When the header is included by a NF acting as a HTTP client, an idempotency-key may be included for a non-idempotent request to enable the receiver to detect possible duplicated request messages as specified in clause 5.2.8.
The receiving NF may use the header, e.g. to determine whether to accept the request.
The encoding of the header follows the ABNF as defined in IETF RFC 7230 [12].
3gpp-Sbi-Request-Info = "3gpp-Sbi-Request-Info" ":" 1#(OWS parameter [*(";" OWS additionalparameter)])
parameter = parametername "=" RWS parametervalue
parametername = "retrans" / "redirect" / "reason" / "idempotency-key" / token
additionalparameter =  "receivedrejectioncause" / token
The following parameters are defined:
-	reason: indicates the reason for which the NF resends or redirects the HTTP request message. This may take one of the following values:
-	"unreachable": indicates that the HTTP request is redirected to an alternative NF due to the request URI (e.g. the resource URI or Notification/callback URI) is not reachable;
-	"overloaded": indicates that the HTTP request is redirected to an alternative NF as result of overload control enforcement, by doing redirection towards an alternative NF (see clause 6.4.3.5.1);
-	"3xx-redirect": indicates that the HTTP request is redirected to an alternative NF as result of receiving a 3xx status code.
-	"temporary-rejection-cause": indicates the HTTP request is retransmitted towards the same or alternative NF due to a temporary rejection.
-	receivedrejectioncause: indicates a temporary rejection application cause received from the NF or SCP (for last attempt) as defined in clause 5.2.7.2, when the "retrans" parameter is set to "true" and the reason is set to "temporary-rejection-cause". The cause data type is specified in clause 5.2.4.1 of 3GPP TS 29.571 [13].
-	retrans: it is a boolean and shall be set to "true" to indicate that the request message has been retransmitted e.g. when the request didn't get any response or get a temporary failure cause, otherwise the "retrans" shall not be present.
-	redirect: it is a boolean and shall be set to "true" to indicate that the request message has been redirected to an alternative NF.
-	idempotency-key: it is a string and may be encoded using Universally Unique Identifier (UUID), as described in IETF RFC 4122 [xx], to uniquely identify a request message (to be received) in the target NF. See clause 5.2.8.
EXAMPLE 1:	For a request retransmitted to an alternative NF due to the rejection by the original target NF with a temporary rejection cause: 

3gpp-Sbi-Request-Info: retrans=true; redirect=true; reason=temporary-rejection-cause; receivedrejectioncause=INSUFFICIENT_RESOURCES
EXAMPLE 2:	For a request sent towards an alternative NF due to the original target NF not reachable:

3gpp-Sbi-Request-Info: redirect=true; reason=unreachable
EXAMPLE 3:	For a non-idempotent request:
	3gpp-Sbi-Request-Info: idempotency-key=54804518-4191-46b3-955c-ac631f953ed8
* * * Next Change * * * *
[bookmark: _Toc19708953][bookmark: _Toc27745028][bookmark: _Toc29803181][bookmark: _Toc35969932][bookmark: _Toc36050726][bookmark: _Toc44847439][bookmark: _Toc51845092][bookmark: _Toc51845423][bookmark: _Toc51846943][bookmark: _Toc57022574][bookmark: _Toc90118904]5.2.8	HTTP/2 request retries
All NF services expose APIs across the service based interfaces and the APIs operate on resources. Invocation of an API though a HTTP method may result in the change of state of a resource depending of the request type. When a HTTP/2 client sends a request and it does not receive a response or it experiences a delay, it does not guarantee that the HTTP/2 request has not been processed by the HTTP/2 server.
A HTTP/2 client may retry the same request that uses an idempotent method any time (see IETF RFC 7231 [11] clause 4.2.2).
Retrying a non-idempotent HTTP/2 request on the same resource before a response for the previous request is received may lead to state changes on the resource with unspecified behaviour. HTTP conditional requests, as specified in IETF RFC 7232 [24] may be used to avoid such situations.
An NF acting as an HTTP/2 client should also retry non-idempotent request if the request has not been processed, i.e. if the identifier of the stream corresponding to the request is larger than the Last-Stream-Id in a GOAWAY frame, or the REFUSED_STREAM error code is included in a RST_STREAM frame for the stream corresponding to the request as specified in clause 8.1.4 of IETF RFC 7540 [7]. API specific mechanisms as specified in respective technical specifications may be used for reconciling the state of resources, if the retry is attempted through a new TCP connection after a TCP connection failure.
The number of retry shall be limited. A client should always prefer to retry requests to an alternative server if the initial server is overloaded. In case of general overload situation where all possible servers are overloaded retry mechanisms should be disabled automatically.
[bookmark: _Hlk95254636]The support of "detection of duplicated request message" is optional for HTTP clients and servers. When it is supported: 
-	the NF acting as an HTTP/2 client shall:
-	include an idempotency key (which shall uniquely identify the request message towards the target NF) in the 3gpp-Sbi-Request-Info header for a non-idempotent request message, e.g. a POST request; 
-	include the same idempotency key in the 3gpp-Sbi-Request-Info header when subsequently the NF acting as an HTTP/2 client decides to retry the same request towards the same NF acting as an HTTP/2 server or an alternative NF (e.g. from the same NF (service) Set);
-	the NF acting as an HTTP/2 server, upon receiving a request message containing an idempotency key in the 3gpp-Sbi-Request-Info header, may:
	use the idempotency key to determine if it is a duplicated request message; and if so
-	produce a proper response based on the current state of the resource/session context considering the original request has been processed.   
[bookmark: _Hlk95254932]The SCP shall forward the idempotency key received from the HTTP client unmodified towards the target NF, regardless of whether the SCP performs (re)selection of the target NF. 
The idempotency key that is supplied as part of every non-idempotent request shall be unique and shall not be reused with another request other than a retransmission of the same request. The server may consider an idempotency key as expired after an operator configurable timer.
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