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Additional discussion(if needed):
Proposed changes:
*** 1st Change ***
[bookmark: _Toc28005622][bookmark: _Toc36041497][bookmark: _Toc45134797][bookmark: _Toc51764090][bookmark: _Toc59020007][bookmark: _Toc68170833][bookmark: _Toc74932490][bookmark: _Toc75351005][bookmark: _Toc28005624][bookmark: _Toc36041499][bookmark: _Toc45134799][bookmark: _Toc51764092][bookmark: _Toc59020009][bookmark: _Toc68170835][bookmark: _Toc74932492][bookmark: _Toc75351007]16.2.2	NSS-AAA initiated revocation of network slice authorization
The NSS-AAA server may send a RADIUS Disconnect-Request to the NSSAAF directly or via AAA-P (if AAA-P is used) asking for revocation of network slice authorization. On receipt of the Disconnect-Request from the NSS-AAA server, the NSSAAF shall check whether the NSS-AAA server is authorized to request the revocation by verifying the local configuration of the address of the NSS-AAA server per S-NSSAI, if successful, the NSSAAF shall release the resources, interact with its succeeding Network Function AMF which is got from the UDM by Nudm_UECM_GET service operation with GPSI and reply with a Disconnect-ACK. If the NSSAAF is unable to release the corresponding resources, it shall reply to the NSS-AAA server with a Disconnect-NAK. For more information on RADIUS Disconnect, see IETF RFC 5176 [27]. It is not necessary for the NSSAAF to wait for the response (i.e. Nudm_UECM_GET or Nnssaaf_NSSAA_Notify response) from the succeeding Network Function before sending the RADIUS Disconnect-ACK to the NSS-AAA server or AAA-P (if AAA-P is used).
[bookmark: _GoBack]Editor’s Note:	It is FFS whether the RADIUS is applicable.
Figure 16.2.2-1 is an example message flow to show the procedure of NSS-AAA initiated revocation of network slice authorization. If the AAA-P is not used, the Disconnect Request and Response messages are exchanged between the NSS-AAA and the NSSAAF.


Figure 16.2.2-1: NSS-AAA initiated revocation of network slice authorization with RADIUS


*** Next Change ***
[bookmark: _Toc28005631][bookmark: _Toc36041506][bookmark: _Toc45134806][bookmark: _Toc51764099][bookmark: _Toc59020016][bookmark: _Toc68170842][bookmark: _Toc74932499][bookmark: _Toc75351014]17.2.2	NSS-AAA initiated revocation of network slice authorization
The NSS-AAA server may send a Diameter ASR message to the NSSAAF directly or via AAA-P (if AAA-P is used) asking for revocation of network slice authorization. On receipt of the ASR message from the NSS-AAA server, the NSSAAF shall check whether the NSS-AAA server is authorized to request the revocation by verifying the local configuration of the address of the NSS-AAA server per S-NSSAI, if successful, the NSSAAF shall release the corresponding resources, interact with its succeeding Network Function AMF which is got from the UDM by Nudm_UECM_GET service operation with GPSI and reply with a Diameter ASA message. It is not necessary for the NSSAAF to wait for the response (i.e. Nudm_UECM_GET or Nnssaaf_NSSAA_Notify response) from its succeeding Network Function before sending the ASA message to the NSS-AAA server or AAA-P.
NOTE:	In the Diameter ASR request, the Origin-Host AVP with the FQDN/domain format indicates the address of the NSS-AAA server for NSSAAF check.
Figure 17.2.2-1 is an example message flow to show the procedure of NSS-AAA initiated revocation of network slice authorization. If the AAA-P is not used, the ASR and ASA messages are exchanged between the NSS-AAA and the NSSAAF.


Figure 17.2.2-1: NSS-AAA initiated revocation of network slice authorization with Diameter

*** Next Change ***
[bookmark: _Toc28005632][bookmark: _Toc36041507][bookmark: _Toc45134807][bookmark: _Toc51764100][bookmark: _Toc59020017][bookmark: _Toc68170843][bookmark: _Toc74932500][bookmark: _Toc75351015]17.2.3	NSS-AAA initiated re-authentication and re-authorization
The NSS-AAA server may send a Diameter RAR message to the NSSAAF directly or via AAA-P (if AAA-P is used) asking for re-authentication and re-authorization. On receipt of the RAR message from the NSS-AAA server, the NSSAAF shall check whether the NSS-AAA server is authorized to request the re-authentication and re-authorization by verifying the local configuration of the address of the NSS-AAA server per S-NSSAI, if successful, the NSSAAF shall interact with its succeeding Network Function AMF which is got from the UDM by Nudm_UECM_GET service operation with GPSI and reply with a Diameter RAA message. It is not necessary for the NSSAAF to wait for the response (i.e. Nudm_UECM_GET or Nnssaaf_NSSAA_Notify response) from its succeeding Network Function before sending the RAA message to the NSS-AAA server or AAA-P.
NOTE:	In the Diameter RAR request, the Origin-Host AVP with the FQDN/domain format indicates the address of the NSS-AAA server for NSSAAF check.
After replying Nnssaaf_NSSAA_Notify response, the AMF shall start authentication and authorization procedure as described in clause 17.2.1. The Auth-Request-Type in the DER is set to "AUTHORIZE_AUTHENTICATE".
Figure 17.2.3-1 is an example message flow to show the procedure of NSS-AAA initiated re-authentication and re-authorization. If the AAA-P is not used, the RAR and RAA messages are exchanged between the NSS-AAA and the NSSAAF.


Figure 17.2.3-1: NSS-AAA initiated re-authentication and re-authorization with Diameter



*** Next Change ***
17.6.1	General
Diameter messages as defined in subclause 12.6 are re-used for network slice specific authentication with the following differences:
-	NSSAAF or AAA-P replaces SMF.
-	IP, Ethernet and PDU session related descriptions and AVPs are not applicable.
-	Diameter commands for accounting function (ACR and ACA) are not applicable.
-	AAR and AAA commands are not applicable.
-	3GPP-S-NSSAI is included in the DER command.
-	the address of NSS-AAA server is included in the Origin-Host AVP in the ASR and RAR command
NOTE:	The presence of 3GPP-S-NSSAI in the DER command is optional but it is mandatory for the NSSAAF or AAA-P to include it for the network slice specific authentication.



*** End of Changes ***
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