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---------------------------- Start of Change -----------------------------

6.1.2
Change of PIN

6.1.2.1
Definition and applicability

The PIN may be changed by the user, by entering the old and new PIN. The length of the PIN is between 4 and 8 digits.

6.1.2.2
Conformance requirement

The Terminal shall support the change of PIN procedure as defined in ETSI TS 102 221 [5], clause 11.1.10.

Reference:

-
ETSI TS 102 221 [5], clauses 9 and 11.1.10;

-
TS 31.102 [4], clause 6;

-
TS 22.030 [12], clause 6.6.2.

6.1.2.3
Test purpose

1)
To verify that the PIN substitution procedure is performed correctly by the Terminal.

2)
To verify that the basic public MMI string is supported.

6.1.2.4
Method of test

6.1.2.4.1
Initial conditions

The Terminal is connected to a UICC or UICC simulator with the PIN enabled.

The default UICC is used.

The Terminal is powered-on, with the correct PIN entered.

6.1.2.4.2
Procedure

a)
Enter "**04*2468*01234567*01234567#" or initiate an equivalent MMI dependent procedure to change the PIN from '2468' to '01234567'.

b)
The UE is switched off and on.

c)
When the UE is in the "PIN check" mode, the sequence "2468#" shall be entered.

d)
The UE is switched off and on.

e)
When the UE is in the "PIN check" mode, the sequence "01234567#" shall be entered.

6.1.2.5
Acceptance criteria

1)
After step a), the Terminal shall send a CHANGE PIN command to the UICC, with the parameter P2 set to "01".

2)
Following the successful execution of the command, the UE shall give an indication that the new PIN is accepted.

3)
After step c), the UE shall give an indication that the entered PIN is not accepted.

4)
After step e), the UE shall give an indication "OK".

6.1.5
Change of PIN2

6.1.5.1
Definition and applicability

The PIN2 may be changed by the user, by entering the old and new PIN2. The length of the PIN2 is between 4 and 8 digits.

6.1.5.2
Conformance requirement

The Terminal shall support the change of PIN2 procedure as defined in ETSI TS 102 221 [5], clause 11.1.10.

Reference:

-
ETSI TS 102 221 [5], clauses 9 and 11.1.10;

-
TS 31.102 [4], clause 6;

-
TS 22.030 [12], clause 6.6.2.

6.1.5.3
Test purpose

1)
To verify that the PIN2 substitution procedure is performed correctly by the Terminal.

2)
To verify that the basic public MMI string is supported.

6.1.5.4
Method of test

6.1.5.4.1
Initial conditions

The Terminal is connected to a UICC or UICC simulator with the PIN2 enabled.

The default UICC is used.

NOTE:
To perform the UPDATE FDN data (as described in the procedure below), the default FDN UICC may be used.

The Terminal is powered-on, with the correct PIN entered.

6.1.5.4.2
Procedure

a)
Enter "**042*3579*12345678*12345678#" or initiate an equivalent MMI dependent procedure to change PIN2 from '3579' to '12345678'.

b)
The UE is switched off and on and the correct PIN is entered.

c)
The access to a PIN2 protected data field shall be performed (e.g. UPDATE FDN).

d)
When the UE is in the "PIN2 check" mode, the sequence "3579#" shall be entered.

e)
The UE is switched off and on and the correct PIN is entered.

f)
The access to a PIN2 protected data field shall be performed (e.g. UPDATE FDN).

g)
When the UE is in the "PIN2 check" mode, the sequence "12345678#" shall be entered.

6.1.5.5
Acceptance criteria

1)
After step a), the Terminal shall send a CHANGE PIN2 command to the UICC, with the parameter P2 set to "81".

2)
Following the successful execution of the command, the UE shall give an indication that the new PIN2 is accepted.

3)
After step d), the UE shall give an indication that the entered PIN2 is not accepted.

4)
After step g), the UE shall give an indication "OK".

6.1.8
Change of Universal PIN

6.1.8.1
Definition and applicability

The Universal PIN may be changed by the user, by entering the old and new Universal PIN. The length of the Universal PIN is between 4 and 8 digits.

6.1.8.2
Conformance requirement

The Terminal shall support the change of PIN procedure as defined in ETSI TS 102 221 [5], clause 11.1.10.

Reference:

-
ETSI TS 102 221 [5], clauses 9 and 11.1.10;

-
TS 31.102 [4], clause 6.

6.1.8.3
Test purpose

To verify that the PIN substitution procedure is performed correctly by the Terminal.

6.1.8.4
Method of test

6.1.8.4.1
Initial conditions

The Terminal is connected to a UICC or UICC simulator with the PIN enabled.

The default UICC is used with the following exception:

-
The Universal PIN is used as a replacement of the PIN.

The Terminal is powered-on, with the correct Universal PIN entered.

6.1.8.4.2
Procedure

a)
The user shall initiate an MMI dependent procedure to change the Universal PIN to "01234567".

b)
The UE is switched off and on.

c)
When the UE is in the "PIN check" mode, the sequence "2839#" shall be entered.

d)
The UE is switched off and on.

e)
When the UE is in the "PIN check" mode, the sequence "01234567#" shall be entered.

6.1.8.5
Acceptance criteria

1)
After step a), the Terminal shall send a CHANGE PIN command to the UICC, with the parameter P2 set to "11".

2)
Following the successful execution of the command, the UE shall give an indication that the new (Universal) PIN is accepted.

3)
After step c), the UE shall give an indication that the entered (Universal) PIN is not accepted.

4)
After step e), the UE shall give an indication "OK".

6.1.14
Change of PIN2 on multi-verification capable UICCs

6.1.14.1
Definition and applicability

The PIN2 may be changed by the user, by entering the old and new PIN2. The length of the PIN2 is between 4 and 8 digits. ETSI TS 102 221 [5] defines the range of "81" to "88" as key reference of the PIN2 on a multi-verification capable UICC.

6.1.14.2
Conformance requirement

The Terminal shall support the change of PIN2 procedure as defined in ETSI TS 102 221 [5], clause 11.1.10.

Reference:

-
ETSI TS 102 221 [5], clauses 9 and 11.1.10;

-
TS 31.102 [4], clause 6;

-
TS 22.030 [12], clause 6.6.2.

6.1.14.3
Test purpose

1)
To verify that the PIN2 substitution procedure is performed correctly by the Terminal.

2)
To verify that the basic public MMI string is supported.

3)
To verify that the Terminal supports key references in the range of "81" to "88" as PIN2.

6.1.14.4
Method of test

6.1.14.4.1
Initial conditions

The Terminal is connected to the UICC simulator with the PIN2 enabled.

The default UICC is used with the following exceptions:

The UICC shall be configured to use "07" as the reference of the PIN and "87" as reference of the PIN2 with the following values:

PIN

Key reference: 07 

Logically:
8642

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex
	38
	36
	34
	32
	FF
	FF
	FF
	FF


Unblock PIN

Key reference 07

Logically:
64534231

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex
	36
	34
	35
	33
	34
	32
	33
	31


PIN2

Key reference 87

Logically:
9753

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex
	39
	37
	35
	33
	FF
	FF
	FF
	FF


Unblock PIN2

Key reference 87

Logically:
57687980 

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex
	35
	37
	36
	38
	37
	39
	38
	30


NOTE:
To perform the UPDATE FDN data (as described in the procedure below), the default FDN UICC may be used. In this case the above mentioned exceptions shall apply.

The Terminal is powered-on, with the correct PIN entered.

6.1.14.4.2
Procedure

a)
Enter "**042*9753*12345678*12345678#" or initiate an equivalent MMI dependent procedure to change PIN2 from '9753' to '12345678'.

b)
The UE is switched off and on and the correct PIN is entered.

c)
The access to a PIN2 protected data field shall be performed (e.g. UPDATE FDN).

d)
When the UE is in the "PIN2 check" mode, the sequence "9753#" shall be entered.

e)
The UE is switched off and on and the correct PIN is entered.

f)
The access to a PIN2 protected data field shall be performed (e.g. UPDATE FDN).

g)
When the UE is in the "PIN2 check" mode, the sequence "12345678#" shall be entered.

6.1.14.5
Acceptance criteria

1)
After step a), the Terminal shall send a CHANGE PIN2 command to the UICC, with the parameter P2 set to "87".

2)
Following the successful execution of the command, the UE shall give an indication that the new PIN2 is accepted.

3)
After step d), the UE shall give an indication that the entered PIN2 is not accepted.

3)
After step g), the UE shall give an indication "OK".

---------------------------- End of Change ------------------------------

