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* * * First Change * * * *
[bookmark: _Toc19708934][bookmark: _Toc27745005][bookmark: _Toc29803158][bookmark: _Toc35969907][bookmark: _Toc36050701][bookmark: _Toc44847413][bookmark: _Toc51845065][bookmark: _Toc51845396][bookmark: _Toc51846916][bookmark: _Toc57022543][bookmark: _Toc74138825][bookmark: _Toc25073758][bookmark: _Toc34062923][bookmark: _Toc43119891][bookmark: _Toc49767943][bookmark: _Toc56434116][bookmark: _Toc74941563][bookmark: _Toc25073930][bookmark: _Toc34063113][bookmark: _Toc43120090][bookmark: _Toc49768145][bookmark: _Toc56434318][bookmark: _Toc74941775]5.2.2.2	Mandatory to support HTTP standard headers
The HTTP request standard headers and the HTTP response standard headers that shall be supported on SBI are defined in Table 5.2.2.2-1 and in Table 5.2.2.2-2 respectively. Mandatory to support HTTP standard headers does not mean all the HTTP requests and responses carry the identified request and response headers respectively. It only means it is mandatory to support the processing of the identified headers in request and response message.
Table 5.2.2.2-1: Mandatory to support HTTP request standard headers
	Name
	Reference
	Description

	Accept
	IETF RFC 7231 [11]
	This header is used to specify response media types that are acceptable.

	Accept-Encoding
	IETF RFC 7231 [11]
	This header may be used to indicate what response content-encodings (e.g. gzip) are acceptable in the response.

	Content-Length
	IETF RFC 7230 [12]
	This header is used to provide the anticipated size, as a decimal number of octets, for a potential payload body.

	Content-Type
	IETF RFC 7231 [11]
	This header is used to indicate the media type of the associated representation.

	Content-Encoding
	IETF RFC 7231 [11]
	This header may be used in some requests to indicate the content encodings (e.g. gzip) applied to the resource representation beyond those inherent in the media type.

	User-Agent
	IETF RFC 7231 [11]
	This header shall be mainly used to identify the NF type of the HTTP/2 client. This header should be included in every HTTP/2 request sent over any SBI.

For Indirect communications, the User-Agent header in a request that is:
-	forwarded by the SCP (with or without delegated discovery) shall identify the NF type of the original NF that issued the request (i.e. the SCP shall forward the header received in the incoming request);
-	originated by the SCP towards the NRF (e.g. NF Discovery or Access Token Request) shall identify the SCP.
The pattern of the content should start with the value of NF type (e.g. udm, see NOTE 1) or "SCP" (for a request originated by an SCP) and followed by a "-" and any other specific information if needed afterwards.

	Cache-Control
	IETF RFC 7234 [20]
	This header may be used in some HTTP/2 requests to provide the HTTP cache-control directives that the client is willing to accept from the server.

	If-Modified-Since
	IETF RFC 7232 [24]
	This header may be used in a conditional GET request, for server revalidation. This is used in conjunction with the Last-Modified server response header, to fetch content only if the content has been modified from the cached version.

	If-None-Match
	IETF RFC 7232 [24]
	This header may be used in a conditional GET request. This is used in conjunction with the ETag server response header, to fetch content only if the tag value of the resource on the server differs from the tag value in the If-None-Match header.

	If-Match
	IETF RFC 7232 [24]
	This header may be used in a conditional POST or PUT or DELETE or PATCH request. This is used in conjunction with the ETag server response header, to update / delete content only if the tag value of the resource on the server matches the tag value in the If-Match header.

	Via
	IETF RFC 7230 [12]
	This header shall be inserted by HTTP proxies and it shall be inserted by an SCP and SEPP when relaying an HTTP request.
When inserted by an SCP or SEPP, the header field value should be formatted as defined for the Via header in Table 5.2.2.2-2.

	Authorization
	IETF RFC 7235 [21]
	This header shall be used if OAuth 2.0 based access authorization with "Client Credentials" grant type is used as specified in clause 13.4.1 of 3GPP TS  33.501 [17], clause 7 of IETF RFC 6749 [22] and IETF RFC 6750 [23].

	NOTE 1:	The value of NF type in the User-Agent header shall comply with the enumeration value of Table 6.1.6.3.3-1 in 3GPP TS 29.510 [8].



Table 5.2.2.2-2: Mandatory to support HTTP response standard headers
	Name
	Reference
	Description

	Content-Length
	IETF RFC 7230 [12]
	This header may be used to provide the anticipated size, as a decimal number of octets, for a potential payload body.

	Content-Type
	IETF RFC 7231 [11]
	This header shall be used to indicate the media type of the associated representation.

	Location
	IETF RFC 7231 [11]
	This header may be used in some responses to refer to a specific resource in relation to the response.

	Retry-After
	IETF RFC 7231 [11]
	This header may be used in some responses to indicate how long the user agent ought to wait before making a follow-up request.

	Content-Encoding
	IETF RFC 7231 [11]
	This header may be used in some responses to indicate to the HTTP/2 client the content encodings (e.g. gzip) applied to the resource representation beyond those inherent in the media type.

	Cache-Control
	IETF RFC 7234 [20]
	This header may be used in some responses (e.g. NRF responses to queries) to provide HTTP response cache control directives. The cache directives "no-cache", "no-store", "max-age" and "must-revalidate" values shall be supported.

	Age
	IETF RFC 7234 [20]
	This header may be inserted by HTTP proxies when returning a cached response. The "Age" header field conveys the sender's estimate of the amount of time since the response was generated or successfully validated at the origin server. The presence of an Age header field implies that the response was not generated or validated by the origin server for this request.

	Last-Modified
	IETF RFC 7232 [24]
	This header may be sent to allow for conditional GET with the If-Modified-Since header.

	ETag
	IETF RFC 7232 [24]
	This header may be sent to allow for conditional GET with the If-If-None-Match header or a conditional POST / PUT / PATCH / DELETE with the If-Match header.

	Via
	IETF RFC 7230 [12]
	This header shall be inserted by HTTP proxies.
This header shall be inserted by an SCP or SEPP when relaying an HTTP error response (see clause 6.10.8). It may be inserted when relaying other HTTP responses.
When inserted by an SCP or SEPP, the received-protocol portion of the header field value should be set to "HTTP/2.0" or "2.0" and pattern of the header the received-by portion of the header field value should be formatted as follows:
- "SCP-<SCP FQDN>" for an SCP
- "SEPP-<SEPP FQDN>" for a SEPP

See examples in clause 6.10.8.


	Allow
	IETF RFC 7231 [11]
	This header field shall be used to indicate methods supported by the target resource.

	WWW-Authenticate
	IETF RFC 7235 [21]
	This header field shall be included when an NF service producer rejects a request with a "401 Unauthorized" status code (e.g. when a request is sent without an OAuth 2.0 access token or with an invalid OAuth 2.0 access token).

	Accept-Encoding
	IETF RFC 7694 [33]
	See clause 6.9 for the use of this header. 

	Server
	IETF RFC 7231 [11]
	This header should be inserted by the originator of an HTTP error response (see clause 6.10.8). It may be inserted otherwise.
When inserted by an NF, an SCP or a SEPP, the pattern of the header should be formatted as follows:
- "SCP-<SCP FQDN>" for an SCP
- "SEPP-<SEPP FQDN>" for a SEPP
- "<NFType>-<NF Instance ID>" for an NF




* * * Next Change * * * *

[bookmark: _Toc44847570][bookmark: _Toc51845225][bookmark: _Toc51845556][bookmark: _Toc51847076][bookmark: _Toc57022708][bookmark: _Toc74139003]6.10.8.3	Requirements for an SCP or SEPP relaying an HTTP error response
To enable an HTTP client to determine the originator of an HTTP error response, e.g. when an HTTP server does not include a Server header in an HTTP error response, the SCP or SEPP that forwards the HTTP error response towards the HTTP client shall include a Via header in the HTTP error response with the following information:
-	the received-protocol portion of the Via header as defined in clause 5.7.1 of IETF RFC 7230 [12];  
-	the type of the network entity forwarding the error, set to the NFType value as defined in clause 6.1.6.3.3 of 3GPP TS 29.510 [8], i.e. "SCP" or "SEPP";
-	the identity of the network entity forwarding the error, set to the FQDN of the SCP or SEPP.
NOTE:	The information carried in the Via header can also be useful for trouble-shooting.
EXAMPLE 1: Error forwarded by an SCP: Via: HTTP/2.0 SCP-scp1.operator.com or Via: 2.0 SCP-scp1.operator.com
EXAMPLE 2: Error forwarded by a SEPP: Via: HTTP/2.0 SEPP-sepp1.operator.com or Via: 2.0 SEPP-sepp1.operator.com
The presence of a Via header set to the next hop SCP or SEPP in an HTTP error response shall be an indication for the HTTP client that the next hop SCP or SEPP is not the originator of the error.

* * * End of Changes * * * *


