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	Reason for change:
	When a UE is in SNPN access mode, supports access to an SNPN using credentials from a credentials holder and has several subscriptions (i.e. has several entries of the "list of subscriber data" or has PLMN subscription and one or more entries of the "list of subscriber data") then the UE can select a given SNPN using different subscriptions.

With one subscription S1, a TA of the SNPN can be forbidden.

With another subscription S2, the same TA of the SNPN can be non-forbidden.

If the UE uses a list of the "5GS forbidden tracking areas for regional provision of service" associated with the SNPN (as in Rel-16), selects subscription S1, selects the SNPN and attemtps to register on a cell of the TA of the SNPN then the registration will be rejected and the TA will be added to the list of "5GS forbidden tracking areas for regional provision of service" associated with the SNPN.

Later on, if the same UE selects subscription S2 and selects the same SNPN, and continues using the same list of "5GS forbidden tracking areas for regional provision of service" associated with the SNPN (as in Rel-16), the UE would not be able to register on a cell of the TA in the SNPN, despite the TA is non-forbidden with subscription S2.
To avoid the incorrect consideration that a TA is forbidden, the list of the "5GS forbidden tracking areas for regional provision of service" needs to be associated not only with the selected SNPN but also with the subscription (i.e. an entry of the "list of subscriber data" or the PLMN subscription).
The same applies for list of "5GS forbidden tracking areas for roaming".
If the UE does not support access to an SNPN using credentials from a credentials holder, the UE can handle "5GS forbidden tracking areas for regional provision of service" and "5GS forbidden tracking areas for roaming" as in Rel-16.

	
	

	Summary of change:
	If the UE supports access to an SNPN using credentials from a credentials holder, the list of "5GS forbidden tracking areas for regional provision of service" and the list of "5GS forbidden tracking areas for roaming" are associated not only with the selected SNPN but also with an entry of the "list of subscriber data" or the PLMN subscription.

If the UE does not support access to an SNPN using credentials from a credentials holder, the UE handles "5GS forbidden tracking areas for regional provision of service" and "5GS forbidden tracking areas for roaming" as in Rel-16.

	
	

	Consequences if not approved:
	The UE incorrectly considers a TA in an SNPN as forbidden.
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	This CR's revision history:
	Revision 1
- text restructured

- clarification added in cover page that if the UE does not support access to an SNPN using credentials from a credentials holder, the UE handles "5GS forbidden tracking areas for regional provision of service" and "5GS forbidden tracking areas for roaming" as in Rel-16.
- additional cosigners added


***** change *****
3.2
Regional provision of service

An MS may have a "regionally restricted service" where it can only obtain service on certain areas (i.e. LAs or TAs). If such an MS attempts to camp on a cell of an area for which it does not have service entitlement, when it does an LR request, it will receive a message with cause value #12 (see 3GPP TS 24.008 [23], 3GPP TS 24.301 [23A] and 3GPP TS 24.501 [64]). In this case, the MS shall take the following actions depending on the access technology in which the message was received:
GSM, GSM COMPACT or UTRAN:

-
The MS stores the forbidden LA identity (LAI) in a list of "forbidden location areas for regional provision of service", to prevent repeated access attempts on a cell of the forbidden LA. This list is deleted when the MS is switched off, the SIM is removed or periodically (with period in the range 12 to 24 hours). The MS enters the limited service state.

E-UTRAN:


The MS stores the forbidden TA identity (TAI) in a list of "forbidden tracking areas for regional provision of service", to prevent repeated access attempts on a cell of the forbidden TA. This list is deleted when the MS is switched off, the SIM is removed or periodically (with period in the range 12 to 24 hours). The MS enters the limited service state.
NG-RAN:


The MS stores the forbidden TA identity (TAI) in a list of "5GS forbidden tracking areas for regional provision of service", to prevent repeated access attempts on a cell of the forbidden TA. This list is deleted when the MS is switched off, the SIM is removed or periodically (with period in the range 12 to 24 hours). The MS enters the limited service state.
In A/Gb mode, a cell may be reserved for SoLSA exclusive access (see 3GPP TS 24.008 [23] and 3GPP TS 44.060 [39]). An MS is only allowed to camp normally on such a cell if it has a Localised Service Area subscription to the cell. Other MS may enter the limited service state. 

NOTE 1:
In A/Gb mode, in a SoLSA exclusive cell the MCC+MNC code is replaced by a unique escape PLMN code (see 3GPP TS 23.073), not assigned to any PLMN, in SI3 and SI4. An MS not supporting SoLSA may request for location update to an exclusive access cell. In this case the location attempt is rejected with the cause "PLMN not allowed" and the escape PLMN code is added to the list of the "forbidden PLMNs".

The MS operating in SNPN access mode shall maintain one or more lists of "5GS forbidden tracking areas for regional provision of service", each associated with an SNPN and, if the MS supports access to an SNPN using credentials from a credentials holder, entry of the "list of subscriber data" or the PLMN subscription. The MS shall use the list of "5GS forbidden tracking areas for regional provision of service" associated with the selected SNPN and, if the MS supports access to an SNPN using credentials from a credentials holder, the selected entry of the "list of subscriber data" or the selected PLMN subscription. If the MS selects a new SNPN, the MS shall keep the list of "5GS forbidden tracking areas for regional provision of service" associated with the previously selected SNPN and, if the MS supports access to an SNPN using credentials from a credentials holder, the previously selected entry of the "list of subscriber data" or the previously selected PLMN subscription. If the number of the lists to be kept is higher than supported, the MS shall delete the oldest stored list of "5GS forbidden tracking areas for regional provision of service". The MS shall delete all lists of "5GS forbidden tracking areas for regional provision of service", when the MS is switched off. The MS shall delete the list of "5GS forbidden tracking areas for regional provision of service" associated with an SNPN:

a)
when the entry with the subscribed SNPN identifying the SNPN in the "list of subscriber data" is updated;

b)
when the USIM is removed if:

-
EAP based primary authentication and key agreement procedure using EAP-AKA'; or
-
5G AKA based primary authentication and key agreement procedure;


was performed in the selected SNPN; or
c)
if the MS supports access to an SNPN using credentials from a credentials holder, when the list of "5GS forbidden tracking areas for regional provision of service" is associated with:

-
the entry of the "list of subscriber data" and the entry of the "list of subscriber data" is updated; or

-
the PLMN subscription and USIM is removed.
NOTE 2:
The number of the lists of "5GS forbidden tracking areas for regional provision of service" supported by the MS is MS implementation specific.

***** change *****
4.9.3.0
General
The ME is configured with a "list of subscriber data" containing zero or more entries. Each entry of the "list of subscriber data" consists of:

a)
a subscriber identifier in the form of a SUPI with the SUPI format "network specific identifier" containing a network-specific identifier or with the SUPI format "IMSI" containing an IMSI, except when the SNPN uses:
1)
the EAP based primary authentication and key agreement procedure using the EAP-AKA'; or

2)
the 5G AKA based primary authentication and key agreement procedure;
NOTE 1:
A subscriber identifier in the form of a SUPI with the SUPI format "network specific identifier" containing a network-specific identifier or with the SUPI format "IMSI" containing an IMSI, is available in USIM if the SNPN uses the EAP based primary authentication and key agreement procedure using the EAP-AKA' or the 5G AKA based primary authentication and key agreement procedure.

b)
credentials except when the SNPN uses:

1)
the EAP based primary authentication and key agreement procedure using the EAP-AKA'; or

2)
the 5G AKA based primary authentication and key agreement procedure;

NOTE 2:
Credentials are available in USIM if the SNPN uses the EAP based primary authentication and key agreement procedure using the EAP-AKA' or the 5G AKA based primary authentication and key agreement procedure.

c)
an SNPN identity;

d)
optionally, the unified access control configuration indicating for which access identities (see 3GPP TS 24.501 [64]) the ME is configured in the SNPN; and

f)
optionally, the pre-configured URSP (see 3GPP TS 24.526 [77]).

NOTE 3:
How the ME is configured with the "list of subscriber data" is out of scope of 3GPP in this release of the specification.

NOTE 4:
Multiple entries can include the same subscriber identifier and credentials.
NOTE 5:
Handling of more than one entry with the same SNPN identity is left up to MS implementation.
NOTE 6:
Handling of the case when the SNPN uses the EAP based primary authentication and key agreement procedure using the EAP-AKA' or the 5G AKA based primary authentication and key agreement procedure and the MS has multiple valid USIMs (3GPP TS 31.102 [40]) is left up to MS implementation.

The MS shall maintain a list of "temporarily forbidden SNPNs" and a list of "permanently forbidden SNPNs" in the ME. Each entry of those lists consists of an SNPN identity.

The MS shall add an SNPN to the list of "temporarily forbidden SNPNs", if a message with cause value #74 "Temporarily not authorized for this SNPN" (see 3GPP TS 24.501 [64]) is received by the MS in response to an LR request from the SNPN. In addition, if:

-
the message is integrity-protected; or

-
the message is not integrity-protected, and the value of the SNPN-specific attempt counter for that SNPN is equal to the MS implementation specific maximum value as defined in 3GPP TS 24.501 [64];

then the MS shall start an MS implementation specific timer not shorter than 60 minutes.

The MS shall remove an SNPN from the list of "temporarily forbidden SNPNs", if:

a)
there is a successful LR after a subsequent manual selection of the SNPN;

b)
the MS implementation specific timer not shorter than 60 minutes expires;

c)
the MS is configured to use timer T3245 and timer T3245 expires;

d)
the MS is not configured to use timer T3245, the timer T3247 expires and the value of the SNPN-specific attempt counter for that SNPN is less than the MS implementation specific maximum value as defined in 3GPP TS 24.501 [64];
e)
the MS is switched off; or

f)
an entry of the "list of subscriber data" with the SNPN identity of the SNPN is updated or the USIM is removed if: 
-
EAP based primary authentication and key agreement procedure using EAP-AKA'; or
-
5G AKA based primary authentication and key agreement procedure;


was performed in the selected SNPN.

If an SNPN is removed from the list of "temporarily forbidden SNPNs" list, the MS shall stop the MS implementation specific timer not shorter than 60 minutes, if running.
The MS shall add an SNPN to the list of "permanently forbidden SNPNs", if a message with cause value #75 "Permanently not authorized for this SNPN" (see 3GPP TS 24.501 [64]) is received by the MS in response to an LR request from the SNPN.

The MS shall remove an SNPN from the list of "permanently forbidden SNPNs", if:

a)
there is a successful LR after a subsequent manual selection of the SNPN;

b)
the MS is configured to use timer T3245 and timer T3245 expires;

c)
the MS is not configured to use timer T3245, the timer T3247 expires and the value of the SNPN-specific attempt counter for that SNPN is less than the MS implementation specific maximum value as defined in 3GPP TS 24.501 [64] ; or

d)
an entry of the "list of subscriber data" with the SNPN identity of the SNPN is updated or the USIM is removed if: 
-
EAP based primary authentication and key agreement procedure using EAP-AKA'; or
-
5G AKA based primary authentication and key agreement procedure;


was performed in the selected SNPN.

When the MS reselects to a cell in a shared network, and the cell is a suitable cell for multiple SNPN identities received in the broadcast information as specified in 3GPP TS 38.331 [65], the AS indicates these multiple SNPN identities to the NAS according to 3GPP TS 38.304 [61]. The MS shall select one of these SNPNs. If the registered SNPN is available among these SNPNs, the MS shall not select a different SNPN.

The MS operating in SNPN access mode shall maintain one or more lists of "5GS forbidden tracking areas for roaming", each associated with an SNPN and, if the MS supports access to an SNPN using credentials from a credentials holder, entry of the "list of subscriber data" or the PLMN subscription. The MS shall use the list of "5GS forbidden tracking areas for roaming" associated with the selected SNPN and, if the MS supports access to an SNPN using credentials from a credentials holder, the selected entry of the "list of subscriber data" or the selected PLMN subscription. If the MS selects a new SNPN, the MS shall keep the list of "5GS forbidden tracking areas for roaming" associated with the previously selected SNPN and, if the MS supports access to an SNPN using credentials from a credentials holder, the selected entry of the "list of subscriber data" or the selected PLMN subscription. If the number of the lists to be kept is higher than supported, the MS shall delete the oldest stored list of "5GS forbidden tracking areas for roaming". The MS shall delete all lists of "5GS forbidden tracking areas for roaming", when the MS is switched off and periodically (with period in the range 12 to 24 hours). The MS shall delete the list of "5GS forbidden tracking areas for roaming" associated with an SNPN:

a)
when the entry with the subscribed SNPN identifying the SNPN in the "list of subscriber data" is updated;

b)
when the USIM is removed if:

-
the EAP based primary authentication and key agreement procedure using the EAP-AKA'; or
-
the 5G AKA based primary authentication and key agreement procedure;


was performed in the selected SNPN; or
c)
if the MS supports access to an SNPN using credentials from a credentials holder, when the list of "5GS forbidden tracking areas for roaming" is associated with:

-
the entry of the "list of subscriber data" and the entry of the "list of subscriber data" is updated; or

-
the PLMN subscription and USIM is removed.
NOTE 7:
The number of the lists of "5GS forbidden tracking areas for roaming" supported by the MS is MS implementation specific.

If a message with cause value #15 (see 3GPP TS 24.501 [64]) is received by an MS operating in SNPN access mode, the TA is added to the list of "5GS forbidden tracking areas for roaming" of the selected SNPN and, if the UE supports access to an SNPN using credentials from a credentials holder, the selected entry of the "list of subscriber data" or the selected PLMN subscription,. The MS shall then search for a suitable cell in the same SNPN but belonging to a TA which is not in the "5GS forbidden tracking areas for roaming" list of the selected SNPN and, if the UE supports access to an SNPN using credentials from a credentials holder, the selected entry of the "list of subscriber data" or the selected PLMN subscription.
The MS should maintain a list of SNPNs for which the N1 mode capability was disabled due to receipt of a reject from the network with 5GMM cause #27 "N1 mode not allowed". When the MS disables its N1 mode capability due to receipt of a reject from an SNPN with 5GMM cause #27 "N1 mode not allowed":

-
the MS should add the SNPN identity of the SNPN which sent a reject with 5GMM cause #27 "N1 mode not allowed" to the list of SNPNs for which the N1 mode capability was disabled and should start timer TJ if timer TJ is not already running. The number of SNPNs for which the N1 mode capability was disabled that the MS can store is implementation specific, but it shall be at least one. The value of timer TJ is MS implementation specific, but shall not exceed the maximum possible value of background scanning timer T as specified in subclause 4.4.3.3.1;
-
in automatic SNPN selection, the MS shall not select an SNPN for which the N1 mode capability was disabled as SNPN selection candidates, unless no other SNPN is available;
-
if the MS is not configured to use timer T3245, the MS maintains a list of SNPN-specific attempt counters for 3GPP access as specified in 3GPP TS 24.501 [64], and T3247 expires, then the MS removes for each SNPN-specific attempt counter for 3GPP access that has a value greater than zero and less than the MS implementation-specific maximum value the respective SNPN from the list of SNPNs for which the N1 mode capability was disabled, as specified in subclause 5.3.20.3 in 3GPP TS 24.501 [64]; and
-
the MS shall delete stored information on SNPNs for which the N1 mode capability was disabled when the MS is switched off, the USIM is removed, the entries of the "list of subscriber data" for the SNPNs are updated, or timer TJ expires.
NOTE 8:
The expiry of timer TJ does not cause a reset of the SNPN-specific attempt counters for 3GPP access (see 3GPP TS 24.501 [64]).
