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Figure 5.2.2.2.2-1 shows a scenario where the NF service consumer (UDM) retrieves an Authentication Vector for the UE from the HSS (see also 3GPP TS 23.632 [8] clause 4.2.2). The request contains the UE's identity (imsi), the serving network name, the authentication method (5G_AKA or EAP_AKA_PRIME) and may contain resynchronization info.



Figure 5.2.2.2.2-1: NF service consumer requesting an Authentication Vector
1.	The NF service consumer sends a POST request (custom method: generate-av) to the HSS.
2a.	The HSS responds with "200 OK" with the message body containing the authentication vector.
2b.	If the operation cannot be authorized due to e.g. UE does not have required subscription data, HTTP status code "403 Forbidden" should be returned including additional error information in the response body (in "ProblemDetails" element).
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.
In the case of redirection, the HSS shall return 3xx status code, which shall contain a Location header with an URI pointing to the endpoint of another HSS (service) instance.

[bookmark: _Toc510696593][bookmark: _Toc6488417][bookmark: _Toc21951000][bookmark: _Toc24973377][bookmark: _Toc33835551][bookmark: _Toc34748345][bookmark: _Toc34749541][bookmark: _Toc42978887][bookmark: _Toc49632218][bookmark: _Toc56345383][bookmark: _Toc67730976]* * * Next Change * * * *
5.3.2.2.2	UE Context In PGW Data Retrieval
Figure 5.3.2.2.2-1 shows a scenario where the NF service consumer (UDM) sends a request to the HSS to retrieve the UE's Context In PGW data. The request contains the UE's identity (which shall be an IMSI) and the requested information.



[bookmark: _Hlk15463443]Figure 5.3.2.2.2-1: Requesting a UE's Context in PGW Data
1.	The NF service consumer (e.g. UDM) shall send a GET request to the resource representing the UE's Context In PGW Data.
2a.	On Success, the HSS shall respond with "200 OK" with the message body containing the UE's Context In PGW Data as relevant for the requesting NF service consumer.
2b.	If there is no valid data for the UE, HTTP status code "404 Not Found" shall be returned including additional error information in the response body (in the "ProblemDetails" element).
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the GET response body.
In the case of redirection, the HSS shall return 3xx status code, which shall contain a Location header with an URI pointing to the endpoint of another HSS (service) instance.
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5.3.2.3.2	Subscription to notifications of data change
Figure 5.3.2.3.2-1 shows a scenario where the NF service consumer (e.g. UDM) sends a request to the HSS to subscribe to notifications of data change. The request contains a callback URI and the URI of the monitored resource.



Figure 5.3.2.3.2-1: NF service consumer subscribes to notifications
1.	The NF service consumer sends a POST request to the parent resource (collection of subscriptions) (.../{ueId}/subscriptions), to create a subscription as present in message body.
2a.	On success, the HSS responds with "201 Created" with the message body containing a representation of the created subscription. The Location HTTP header shall contain the URI of the created subscription.
2b.	If there is no valid subscription data for the UE, HTTP status code "404 Not Found" shall be returned including additional error information in the response body (in the "ProblemDetails" element).
2c.	If the UE subscription data exist, but the requested subscription to data change notification cannot be created (e.g. due to an invalid/unsupported data reference to be monitored, contained in the SubscriptionData parameter), HTTP status code "501 Not Implemented" shall be returned including additional error information in the response body (in the "ProblemDetails" element).
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.
In the case of redirection, the HSS shall return 3xx status code, which shall contain a Location header with an URI pointing to the endpoint of another HSS (service) instance.
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5.3.2.4.2	Unsubscribe to notifications of data change
Figure 5.3.2.4.2-1 shows a scenario where the NF service consumer sends a request to the HSS to unsubscribe from notifications of data changes. The request contains the URI previously received in the Location HTTP header of the response to the subscription.



Figure 5.3.2.4.2-1: NF service consumer unsubscribes to notifications
1.	The NF service consumer sends a DELETE request to the resource identified by the URI previously received during subscription creation.
2a.	On success, the HSS responds with "204 No Content".
2b.	If there is no valid subscription available (e.g. due to an unknown subscriptionId value), HTTP status code "404 Not Found" should be returned including additional error information in the response body (in the "ProblemDetails" element).
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the DELETE response body.
In the case of redirection, the HSS shall return 3xx status code, which shall contain a Location header with an URI pointing to the endpoint of another HSS (service) instance.
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5.3.2.5.2	Data Change Notification To NF
Figure 5.3.2.5.2-1 shows a scenario where the HSS notifies the NF service consumer (that has subscribed to receive such notification) about subscription data change. The request contains the callbackReference URI as previously received in the SubscriptionData.



Figure 5.3.2.5.2-1: Subscription Data Change Notification
1.	The HSS sends a POST request to the callbackReference as provided by the NF service consumer during the subscription.
2a.	The NF service consumer responds with "204 No Content".
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.
In the case of redirection, the NF Service Consumer shall return 3xx status code, which shall contain a Location header with an URI pointing to an alternative notification endpoint.
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5.4.2.2.2	SN Deregistration
Figure 5.4.2.2.2-1 shows a scenario where the NF service consumer (UDM) requests HSS to initiate Cancel Location procedure towards the MME/SGSN due to IRAT mobility. The request contains the UE's identity which shall be an IMSI.



Figure 5.4.2.2.2-1: SN Deregistration
1.	The NF service consumer sends a POST request (custom method: deregister-sn) to the HSS; the request body contains the UE identity (IMSI) and the deregistration reason.
	The HSS, based on the value indicated in the deregistration reason, initiates a Cancel Location towards the serving node, including a Cancellation Type value (see 3GPP TS 29.272 [17]) as follows:
-	"UE_INITIAL_AND_SINGLE_REGISTRATION": S6a/S6d/Gr Cancel Location sent towards MME/SGSN, with a Cancellation-Type set to MME_UPDATE_PROCEDURE/SGSN_UPDATE_PROCEDURE; the HSS shall delete the stored MME/SGSN address and MME/SGSN number.
Additionally, a MAP D Cancel Location (IMSI) shall be sent towards MSC/VLR if a VLR number was found in the HSS/HLR for the user; the HSS/HLR shall delete the stored MSC/VLR number.
-	"UE_INITIAL_AND_DUAL_REGISTRATION": S6d Cancel Location sent towards SGSN, with a Cancellation-Type set to SGSN_UPDATE_PROCEDURE; the HSS shall delete the stored SGSN address and SGSN number.
-	"EPS_TO_5GS_MOBILITY": S6a Cancel Location sent towards MME, with a Cancellation-Type set to MME_UPDATE_PROCEDURE; the HSS shall delete the stored MME address and MME number.
Additionally, a MAP D Cancel Location (IMSI) shall be sent towards MSC/VLR if a VLR number was found in the HSS/HLR for the user; the HSS/HLR shall delete the stored MSC/VLR number.
-	"EPS_TO_5GS_MOBILITY": S6d Cancel Location sent towards SGSN, with a Cancellation-Type set to SGSN_UPDATE_PROCEDURE; the HSS shall delete the stored SGSN address and SGSN number.
2a.	On success, the HSS responds with "204 No Content".
2b.	If there is no valid subscription data for the UE, or the UE is not registered in EPS network for 3GPP access, HTTP status code "404 Not Found" should be returned including additional error information in the response body (in the "ProblemDetails" element).
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.
In the case of redirection, the HSS shall return 3xx status code, which shall contain a Location header with an URI pointing to the endpoint of another HSS (service) instance.
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5.4.2.2.3	IMEI Update
Figure 5.4.2.2.3-1 shows a scenario where the NF service consumer (UDM) requests HSS to update the IMEI of the UE stored in the HSS. The request contains the UE's identity which shall be an IMSI, and the new IMEI of the UE.



Figure 5.4.2.2.3-1: IMEI Update
1.	The NF service consumer sends a POST request (custom method: imei-update) to the HSS; the request body contains the UE identity (IMSI) and the new IMEI of the UE.
2a.	On success, the HSS responds with "204 No Content".
2b.	If there is no valid subscription data for the UE, or the UE is not registered in EPS network for 3GPP access, HTTP status code "404 Not Found" should be returned including additional error information in the response body (in the "ProblemDetails" element).
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.
In the case of redirection, the HSS shall return 3xx status code, which shall contain a Location header with an URI pointing to the endpoint of another HSS (service) instance.
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5.5.2.2.2	Subscription to Notification of event occurrence
Figure 5.5.2.2.2-1 shows a scenario where the NF service consumer sends a request to the HSS to subscribe to notifications of event occurrence. The request contains a callback URI, the type of event that is monitored and additional information e.g. SCEF Id, event filters and reporting options.



Figure 5.5.2.2.2-1: NF service consumer subscribes to notifications
1.	The NF service consumer sends a POST request to the parent resource (collection of subscriptions) (.../{ueId}/ee-subscriptions), to create a subscription as present in message body. The request may contain an expiry time, suggested by the NF Service Consumer, representing the time upto which the subscription is desired to be kept active and the time after which the subscribed event(s) shall stop generating notifications. Additionally, the request may include an SCEF Id if Common Network Exposure is used (i.e. if combined SCEF+NEF requested the event(s) to be subscribed/monitored in EPC)
2a.	On success, the HSS responds with "201 Created" with the message body containing a representation of the created subscription. The Location HTTP header shall contain the URI of the created subscription.
2b.	If the user does not exist, HTTP status code "404 Not Found" shall be returned including additional error information in the response body (in the "ProblemDetails" element).
2c.	If there is no valid subscription data for the UE, i.e. based on the UE's subscription information monitoring of the requested EventType is not allowed, or the requested EventType is not supported, HTTP status code "403 Forbidden" shall be returned including additional error information in the response body (in the "ProblemDetails" element).
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.
In the case of redirection, the HSS shall return 3xx status code, which shall contain a Location header with an URI pointing to the endpoint of another HSS (service) instance.
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5.5.2.3.2	Unsubscribe to notifications of event occurrence
Figure 5.5.2.3.2-1 shows a scenario where the NF service consumer sends a request to the HSS to unsubscribe from notifications of event occurrence. The request contains the URI previously received in the Location HTTP header of the response to the subscription.



Figure 5.5.2.3.2-1: NF service consumer unsubscribes to notifications
1.	The NF service consumer sends a DELETE request to the resource identified by the URI previously received during subscription creation.
2a.	On success, the HSS responds with "204 No Content".
2b.	If there is no valid subscription available (e.g. due to an unknown SubscriptionId value), HTTP status code "404 Not Found" shall be returned including additional error information in the response body (in the "ProblemDetails" element).
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the DELETE response body.
In the case of redirection, the HSS shall return 3xx status code, which shall contain a Location header with an URI pointing to the endpoint of another HSS (service) instance.
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5.5.2.4.2	Event Occurrence Notification
Figure 5.5.2.4.2-1 shows a scenario where the HSS notifies the NF service consumer (that has subscribed to receive such notification) about occurrence of an event. The request contains the callbackReference URI as previously received in the EeSubscription.



Figure 5.5.2.4.2-1: Event Occurrence Notification
1.	The HSS sends a POST request to the callbackReference as provided by the NF service consumer during the subscription.
2a.	The NF Service Consumer responds with "204 No Content".
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.
In the case of redirection, the NF Service Consumer shall return 3xx status code, which shall contain a Location header with an URI pointing to an alternative notification endpoint.
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5.5.2.5.2	Modification of a subscription
The service operation is invoked by a NF Service Consumer, e.g. UDM, towards the HSS, when it needs to modify an existing subscription previously created by itself at the HSS.
The NF Service Consumer shall modify the subscription by using HTTP method PATCH with the URI of the individual subscription resource to be modified.




Figure 5.5.2.5.2-1: NF service consumer updates subscription
1.	The NF service consumer (e.g. NEF) shall send a PATCH request to the resource representing a subscription. The modification may be for the events subscribed or for updating the event report options.
2a.	On success, the request is accepted, the HSS shall respond with "204 No Content".
2b.	If the resource does not exist e.g. the subscriptionId cannot be found, HTTP status code "404 Not Found" should be returned including additional error information in the response body (in the "ProblemDetails" element).
2c.	If the modification can't be accepted, HTTP status code "403 Forbidden" should be returned including additional error information in the response body (in the "ProblemDetails" element).
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the PATCH response body.
In the case of redirection, the HSS shall return 3xx status code, which shall contain a Location header with an URI pointing to the endpoint of another HSS (service) instance.

* * * Next Change * * * *
6.1.4.2.2	Operation Definition
This operation shall support the response data structures and response codes specified in tables 6.1.4.2.2-1 and 6.1.4.2.2-2.
Table 6.1.4.2.2-1: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	AvGenerationRequest
	M
	1
	Contains input parameters for Authentication Vector calculation



Table 6.1.4.2.2-2: Data structures supported by the POST Response Body
	Data type
	P
	Cardinality
	Response
codes
	Description

	AvGenerationResponse
	M
	1
	200 OK
	Upon success, a response body containing the generated authentication vector shall be returned

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	ProblemDetails
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
- AUTHENTICATION_REJECTED

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- USER_NOT_FOUND



Table 6.1.4.2.2-X: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.



Table 6.1.4.2.2-Y: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.
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6.1.6.1	General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Nhss service based interface protocol.
Table 6.1.6.1-1: Nhss specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	AvGenerationRequest
	6.1.6.2.2
	Contains imsi, authentication method, serving network name, resynchronization info
	

	AvGenerationResponse
	6.1.6.2.3
	Contains the calculated Authentication Vector
	



Table 6.1.6.1-2 specifies data types re-used by the Nhss service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nhss service based interface.
Table 6.1.6.1-2: Nhss re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	AuthType
	3GPP TS 29.503 [13]
	
	

	ServingNetworkName
	3GPP TS 29.503 [13]
	
	

	ResynchronizationInfo
	3GPP TS 29.503 [13]
	
	

	AvEapAkaPrime
	3GPP TS 29.503 [13]
	
	

	Av5GHeAka
	3GPP TS 29.503 [13]
	
	

	ProblemDetails
	3GPP TS 29.571 [7]
	Response body of error response messages.
	

	RedirectResponse
	3GPP TS 29.571 [7]
	Response body of redirect response messages.
	



* * * Next Change * * * *
6.2.3.2.3.1	GET
This method shall support the URI query parameters specified in table 6.2.3.2.3.1-1.
Table 6.2.3.2.3.3-1: URI query parameters supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.2.3.2.3.1-2 and the response data structures and response codes specified in table 6.2.3.2.3.1-3.
Table 6.2.3.2.3.1-2: Data structures supported by the GET Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 6.2.3.2.3.1-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	UeContextInPgwData
	M
	1
	200 OK
	A response body containing the UeContextInPgwData shall be returned.

	[bookmark: _Hlk71197772]RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- USER_NOT_FOUND
- DATA_NOT_FOUND

	NOTE:	In addition, common data structures as listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] are supported.



Table 6.2.3.2.3.1-X: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.



Table 6.2.3.2.3.1-Y: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.




* * * Next Change * * * *
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This method shall support the URI query parameters specified in table 6.2.3.3.3.1-1.
Table 6.2.3.3.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.2.3.3.3.1-2 and the response data structures and response codes specified in table 6.2.3.3.3.1-3.
Table 6.2.3.3.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	SubscriptionData
	M
	1
	The subscription that is to be created.



Table 6.2.3.3.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	SubscriptionData
	M
	1
	201 Created
	Upon success, a response body containing a representation of the created Individual subscription resource shall be returned.

The HTTP response shall include a "Location" HTTP header that contains the resource URI of the created resource.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:

- USER_NOT_FOUND


	ProblemDetails
	O
	0..1
	501 Not Implemented
	The "cause" attribute may be used to indicate one of the following application errors:

- UNSUPPORTED_RESOURCE_URI

This response shall not be cached.

	NOTE:	In addition, common data structures as listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] are supported.



Table 6.2.3.3.3.1-X: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.



Table 6.2.3.3.3.1-Y: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.
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6.2.3.4.3.1	DELETE
This method shall support the URI query parameters specified in table 6.2.3.4.3.1-1.
Table 6.2.3.4.3.1-1: URI query parameters supported by the DELETE method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.2.3.4.3.1-2 and the response data structures and response codes specified in table 6.2.3.4.3.1-3.
Table 6.2.3.4.3.1-2: Data structures supported by the Delete Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	The request body shall be empty.



Table 6.2.3.4.3.1-3: Data structures supported by the DELETE Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Upon success, an empty response body shall be returned.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:

- USER_NOT_FOUND
- SUBSCRIPTION_NOT_FOUND (see 3GPP TS 29.500 [4] table 5.2.7.2-1)


	NOTE:	In addition, common data structures as listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] are supported.



Table 6.2.3.4.3.1-X: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.



Table 6.2.3.4.3.1-Y: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.
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6.2.3.4.3.2	PATCH
This method shall support the URI query parameters specified in table 6.2.3.4.3.2-1.
Table 6.2.3.4.3.2-1: URI query parameters supported by the PATCH method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.2.3.4.3.2-2 and the response data structures and response codes specified in table 6.2.3.4.3.2-3.
Table 6.2.3.4.3.2-2: Data structures supported by the PATCH Request Body on this resource
	Data type
	P
	Cardinality
	Description

	array(PatchItem)
	M
	1
	It contains the list of changes to be made to the resource representing the individual subscription, according to the JSON PATCH format specified in IETF RFC 6902 [13].



Table 6.2.3.4.3.2-3: Data structures supported by the PATCH Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Upon success, a response with no content is returned.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:

- USER_NOT_FOUND
- SUBSCRIPTION_NOT_FOUND (see 3GPP TS 29.500 [4] table 5.2.7.2-1)


	ProblemDetails
	O
	0..1
	403 Forbidden
	One or more attributes are not allowed to be modified.

The "cause" attribute may be used to indicate one of the following application errors:

- MODIFICATION_NOT_ALLOWED (see 3GPP TS 29.500 [4] table 5.2.7.2-1)


	NOTE:	In addition, common data structures as listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] are supported.



Table 6.2.3.4.3.2-X: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.



Table 6.2.3.4.3.2-Y: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.
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6.2.5.2	Data Change Notification
The POST method shall be used for Data Change Notifications and the URI shall be as provided during the subscription procedure.
Resource URI: {callbackReference}
Support of URI query parameters is specified in table 6.2.5.2-1.
Table 6.2.5.2-1: URI query parameters supported by the POST method
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Support of request data structures is specified in table 6.2.5.2-2 and of response data structures and response codes is specified in table 6.2.5.2-3.
Table 6.2.5.2-2: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	ModificationNotification
	M
	1
	



Table 6.2.5.2-3: Data structures supported by the POST Response Body
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Upon success, an empty response body shall be returned.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the notification endpoint of the subscribing NF Service Consumer. 

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the notification endpoint of the subscribing NF Service Consumer. 

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:

- CONTEXT_NOT_FOUND

See table 6.2.7.3-1 for the description of this error.


	NOTE:	In addition, common data structures as listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] are supported.



Table 6.2.5.2-X: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the notification endpoint of the subscribing NF Service Consumer.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.



Table 6.2.5.2-Y: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the notification endpoint of the subscribing NF Service Consumer.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.
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6.2.6.1	General
This clause specifies the application data model supported by the API.
Table 6.2.6.1-1 specifies the data types defined for the Nhss_SubscriberDataManagement service API.
Table 6.2.6.1-1: Nhss_SubscriberDataManagement specific Data Types
	Data type
	Clause defined
	Description

	UeContextInPgwData
	6.2.6.2.2
	

	SubscriptionData
	6.2.6.2.3
	Subscription Data

	SubscriptionDataSets
	6.2.6.2.4
	UE Subscription Data Sets



Table 6.2.6.1-2 specifies data types re-used by the Nhss_SubscriberDataManagement service API from other APIs, including a reference and when needed, a short description of their use within the Nhss_SubscriberDataManagement service API.
Table 6.2.6.1-2: Nhss_SubscriberDataManagement re-used Data Types
	Data type
	Reference
	Comments

	PgwInfo
	3GPP TS 29.503 [13]
	

	ModificationNotification
	3GPP TS 29.503 [13]
	

	NfInstanceId
	3GPP TS 29.571 [7]
	Network Function Instance Identifier

	Uri
	3GPP TS 29.571 [7]
	Uniform Resource Identifier

	DateTime
	3GPP TS 29.571 [7]
	

	ProblemDetails
	3GPP TS 29.571 [7]
	Response body of error response messages.

	RedirectResponse
	3GPP TS 29.571 [7]
	Response body of redirect response messages.
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6.3.4.2.2	Operation Definition
This operation shall support the data structures and response codes specified in tables 6.3.4.2.2-1 and 6.3.4.2.2-2.
Table 6.3.4.2.2-1: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	DeregistrationRequest
	M
	1
	



Table 6.3.4.2.2-2: Data structures supported by the POST Response Body
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Upon success, an empty response body shall be returned.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- USER_NOT_FOUND
- CONTEXT_NOT_FOUND



Table 6.3.4.2.2-X: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.



Table 6.3.4.2.2-Y: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.
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6.3.4.3.2	Operation Definition
This operation shall support the data structures and response codes specified in tables 6.3.4.3.2-1 and 6.3.4.3.2-2.
Table 6.3.4.3.2-1: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	ImeiUpdateInfo
	M
	1
	



Table 6.3.4.3.2-2: Data structures supported by the POST Response Body
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Upon success, an empty response body shall be returned.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- USER_NOT_FOUND
- CONTEXT_NOT_FOUND



Table 6.3.4.3.2-X: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.



Table 6.3.4.3.2-Y: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.
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6.3.6.1	General
This clause specifies the application data model supported by the API.
Table 6.3.6.1-1 specifies the structured data types defined for the Nhss_UECM service API.
Table 6.3.6.1-1: Nhss_UECM specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	DeregistrationRequest
	6.3.6.2.2
	Contains IMSI, deregistration reason
	

	ImeiUpdateInfo
	6.3.6.2.3
	Contains IMSI, new IMEI
	



Table 6.3.6.1-2 specifies data types re-used by the Nhss_UECM service API from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nhss_UECM service API.
Table 6.3.6.1-2: Nhss_UECM re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	Guami
	3GPP TS 29.571 [7]
	
	

	ProblemDetails
	3GPP TS 29.571 [7]
	Response body of error response messages.
	

	RedirectResponse
	3GPP TS 29.571 [7]
	Response body of redirect response messages.
	



[bookmark: _Toc11338770][bookmark: _Toc27585474][bookmark: _Toc36457480][bookmark: _Toc42979045][bookmark: _Toc49632376][bookmark: _Toc56345543][bookmark: _Toc67731136]* * * Next Change * * * *
6.4.3.2.3.1	POST
This method shall support the URI query parameters specified in table 6.4.3.2.3.1-1.
Table 6.4.3.2.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.4.3.2.3.1-2 and the response data structures and response codes specified in table 6.4.3.2.3.1-3.
Table 6.4.3.2.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	EeSubscription
	M
	1
	The subscription that is to be created



Table 6.4.3.2.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	CreatedEeSubscription
	M
	1
	201 Created
	Upon success, a response body containing a representation of the created Individual subscription resource shall be returned, along with event reports that might be immediately available at the HSS.

The HTTP response shall include a "Location" HTTP header that contains the resource URI of the created resource.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	ProblemDetails
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
- MONITORING_NOT_ALLOWED
- MAXIMUM_RESOURCES_EXCEEDED

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	501 Not Implemented
	The "cause" attribute may be used to indicate one of the following application errors:
- UNSUPPORTED_MONITORING_EVENT_TYPE
- UNSUPPORTED_MONITORING_REPORT_OPTIONS

This response shall not be cached.



Table 6.4.3.2.3.1-X: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.



Table 6.4.3.2.3.1-Y: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.
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6.4.3.3.2.1	DELETE
This method shall support the URI query parameters specified in table 6.4.3.3.2.1-1.
Table 6.4.3.3.1.1-1: URI query parameters supported by the DELETE method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.4.3.3.2.1-2 and the response data structures and response codes specified in table 6.4.3.3.2.1-3.
Table 6.4.3.3.2.1-2: Data structures supported by the Delete Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	The request body shall be empty.



Table 6.4.3.3.2.1-3: Data structures supported by the DELETE Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Upon success, an empty response body shall be returned.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- USER_NOT_FOUND
- SUBSCRIPTION_NOT_FOUND, see 3GPP TS 29.500 [4] table 5.2.7.2-1.



Table 6.4.3.3.2.1-X: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.



Table 6.4.3.3.2.1-Y: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.
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6.4.3.3.2.2	PATCH
This method shall support the URI query parameters specified in table 6.4.3.3.2.2-1.
Table 6.4.3.3.2.2-1: URI query parameters supported by the PATCH method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	supported-features
	SupportedFeatures
	O
	0..1
	see 3GPP TS 29.500 [4] clause 6.6



This method shall support the request data structures specified in table 6.4.3.3.2.2-2 and the response data structures and response codes specified in table 6.4.3.3.2.2-3.
Table 6.4.3.3.2.2-2: Data structures supported by the PATCH Request Body on this resource
	Data type
	P
	Cardinality
	Description

	array(PatchItem)
	M
	 1..N
	Items describe the modifications to the Event Subscription



Table 6.4.3.3.2.2-3: Data structures supported by the PATCH Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Upon success, an empty response body shall be returned.

	PatchResult
	M
	1
	200 OK
	Upon success, the execution report is returned.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- USER_NOT_FOUND
 - SUBSCRIPTION_NOT_FOUND, see 3GPP TS 29.500 [4] table 5.2.7.2-1.

	
	O
	0..1
	403 Forbidden
	One or more attributes are not allowed to be modified.

The "cause" attribute may be used to indicate one of the following application errors:
- MODIFICATION_NOT_ALLOWED, see 3GPP TS 29.500 [4] table 5.2.7.2-1.



Table 6.4.3.3.2.2-X: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.



Table 6.4.3.3.2.2-Y: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.
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6.4.5.2	Event Occurrence Notification
The POST method shall be used for Event Occurrence Notifications and the URI shall be as provided during the subscription procedure.
Resource URI: {callbackReference}
Support of URI query parameters is specified in table 6.4.5.2-1.
Table 6.4.5.2-1: URI query parameters supported by the POST method
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Support of request data structures is specified in table 6.4.5.2-2 and of response data structures and response codes is specified in table 6.4.5.2-3.
Table 6.4.5.2-2: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	array(MonitoringReport)
	M
	1..N
	A list of MonitoringReports each of which contains information regarding the occurred event



Table 6.4.5.2-3: Data structures supported by the POST Response Body
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Upon success, an empty response body shall be returned.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the notification endpoint of the subscribing NF Service Consumer. 

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the notification endpoint of the subscribing NF Service Consumer. 

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- CONTEXT_NOT_FOUND

	NOTE:	In addition, common data structures as listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] are supported.



Table 6.4.5.2-X: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the notification endpoint of the subscribing NF.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.



Table 6.4.5.2-Y: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the notification endpoint of the subscribing NF.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.
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6.4.6.1	General
This clause specifies the application data model supported by the API.
Table 6.4.6.1-1 specifies the data types defined for the Nhss_EE service API.
Table 6.4.6.1-1: Nhss_EE specific Data Types
	Data type
	Clause defined
	Description

	EeSubscription
	6.4.6.2.2
	A subscription to Notifications

	CreatedEeSubscription
	6.4.6.2.3
	

	MonitoringConfiguration
	6.4.6.2.4
	Monitoring Configuration

	MonitoringReport
	6.4.6.2.5
	Monitoring Report

	Report
	6.4.6.2.6
	

	ReportingOptions
	6.4.6.2.7
	

	LocationReportingConfiguration
	6.4.6.2.8
	

	ReachabilityForSmsReport
	6.4.6.2.9
	

	LossConnectivityConfiguration
	6.4.6.2.10
	

	ReachabilityForDataConfiguration
	6.4.6.2.11
	

	PduSessionStatusCfg
	6.4.6.2.12
	Reporting configuration for events related to PDN connectivity Status

	EventType
	6.4.6.3.3
	

	LocationAccuracy
	6.4.6.3.4
	



Table 6.4.6.1-2 specifies data types re-used by the Nhss_EE service API from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nhss_EE service API.
Table 6.4.6.1-2: Nhss_EE re-used Data Types
	Data type
	Reference
	Comments

	Uri
	3GPP TS 29.571 [7]
	Uniform Resource Identifier

	SupportedFeatures
	3GPP TS 29.571 [7]
	See 3GPP TS 29.500 [4] clause 6.6

	DateTime
	3GPP TS 29.571 [7]
	

	PatchResult
	3GPP TS 29.571 [7]
	

	DurationSec
	3GPP TS 29.571 [7]
	

	DiameterIdentity
	3GPP TS 29.571 [7]
	

	Dnn
	3GPP TS 29.571 [7]
	Data Network Name with Network Identifier only.

	ProblemDetails
	3GPP TS 29.571 [7]
	Response body of error response messages.

	RedirectResponse
	3GPP TS 29.571 [7]
	Response body of redirect response messages.
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A.2	Nhss_UEAuthentication API
openapi: 3.0.0
info:
  version: '1.0.0'
  title: 'NhssUEAU'
  description: |
    HSS UE Authentication Service.
    © 2019, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.563 HSS Services for Interworking With UDM, version 16.1.0
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.563/'

servers:
  - url: '{apiRoot}/nhss-ueau/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501.

security:
  - oAuth2ClientCredentials:
    - nhss-ueau
  - {}

paths:
  /generate-av:
    post:
      summary: Generate authentication vector for the UE
      operationId: GenerateAV
      tags:
        - Generate Auth Vector
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AvGenerationRequest'
        required: true
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AvGenerationResponse'
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

(... text not shown for clarity ...)
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A.3	Nhss_SubscriberDataManagement API
openapi: 3.0.0

info:
  version: '1.0.1'
  title: 'Nhss_SDM'
  description: |
    HSS Subscriber Data Management.
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.563 HSS Services for Interworking With UDM, version 16.3.0
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.563/'

servers:
  - url: '{apiRoot}/nhss-sdm/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501.

security:
  - oAuth2ClientCredentials:
    - nhss-sdm
  - {}

paths:
  /{ueId}/ue-context-in-pgw-data:
    get:
      summary: Retrieve the UE Context In PGW
      operationId: GetUeCtxInPgwData
      tags:
        - UE Context In PGW Data Retrieval
      parameters:
        - name: ueId
          in: path
          description: Identifier of the UE
          required: true
          schema:
            type: string
            pattern: '^(imsi-[0-9]{5,15})$'
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/UeContextInPgwData'
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

  /{ueId}/subscriptions:
    post:
      summary: subscribe to notifications
      operationId: Subscribe
      tags:
        - Subscription Creation
      parameters:
        - name: ueId
          in: path
          description: IMSI of the user
          required: true
          schema:
            type: string
            pattern: '^(imsi-[0-9]{5,15})$'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/SubscriptionData'
        required: true
      responses:
        '201':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/SubscriptionData'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource, according to the structure: {apiRoot}/nhss-sdm/<apiVersion>/{ueId}/subscriptions/{subscriptionId}'
              required: true
              schema:
                type: string
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error
      callbacks:
        datachangeNotification:
          '{request.body#/callbackReference}':
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      $ref: 'TS29503_Nudm_SDM.yaml#/components/schemas/ModificationNotification'
              responses:
                '204':
                  description: Successful Notification response
                '307':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/307'
                '308':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/308'
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  description: Unexpected error

  /{ueId}/subscriptions/{subscriptionId}:
    delete:
      summary: unsubscribe from notifications
      operationId: Unsubscribe
      tags:
        - Subscription Deletion
      parameters:
        - name: ueId
          in: path
          description: IMSI of the user
          required: true
          schema:
            type: string
            pattern: '^(imsi-[0-9]{5,15})$'
        - name: subscriptionId
          in: path
          description: Id of the Subscription
          required: true
          schema:
            type: string
      responses:
        '204':
          description: Successful response
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error
    patch:
      summary: modify the subscription
      operationId: Modify
      tags:
        - Subscription Modification
      parameters:
        - name: ueId
          in: path
          description: IMSI of the user
          required: true
          schema:
            type: string
            pattern: '^(imsi-[0-9]{5,15})$'
        - name: subscriptionId
          in: path
          description: Id of the Subscription
          required: true
          schema:
            type: string
      requestBody:
        content:
          application/json-patch+json:
            schema:
              type: array
              items:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/PatchItem'
              minItems: 1
        required: true
      responses:
        '204':
          description: Successful modification
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

(... text not shown for clarity ...)
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A.4	Nhss_UEContextManagement API
openapi: 3.0.0

info:
  version: '1.0.1'
  title: 'Nhss_UECM'
  description: |
    HSS UE Context Management
    © 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.563 HSS Services for Interworking With UDM, version 16.4.0
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.563/'

servers:
  - url: '{apiRoot}/nhss-uecm/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501.

security:
  - oAuth2ClientCredentials:
    - nhss-uecm
  - {}

paths:
  /deregister-sn:
    post:
      summary: MME/SGSN Deregistration
      operationId: DeregisterSN
      tags:
        - MME/SGSN Deregistration
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/DeregistrationRequest'
        required: true
      responses:
        '204':
          description: No content
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

  /imei-update:
    post:
      summary: IMEI Update
      operationId: IMEIUpdate
      tags:
        - IMEI Update
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/ImeiUpdateInfo'
        required: true
      responses:
        '204':
          description: No content
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

(... text not shown for clarity ...)
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A.5	Nhss_EE API
openapi: 3.0.0

info:
  version: '1.0.2'
  title: 'Nhss_EE'
  description: |
    HSS Event Exposure
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.563 HSS Services for Interworking With UDM, version 16.3.0
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.563/'

servers:
  - url: '{apiRoot}/nhss-ee/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501.

security:
  - {}
  - oAuth2ClientCredentials:
    - nhss-ee

paths:
  /{ueId}/ee-subscriptions:
    post:
      summary: Subscribe
      operationId: CreateEeSubscription
      tags:
        - EE Subscription (Collection)
      parameters:
        - name: ueId
          in: path
          description: IMSI of the subscriber
          required: true
          schema:
            $ref: '#/components/schemas/Imsi'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/EeSubscription'
        required: true
      responses:
        '201':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/CreatedEeSubscription'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource, according to the structure: {apiRoot}/nhss-ee/v1/{ueId}/ee-subscriptions/{subscriptionId}'
              required: true
              schema:
                type: string
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error
      callbacks:
        eventOccurrenceNotification:
          '{request.body#/callbackReference}':
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      type: array
                      items:
                        $ref: '#/components/schemas/MonitoringReport'
                      minItems: 1
              responses:
                '204':
                  description: Successful Notification response
                '307':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/307'
                '308':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/308'
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  description: Unexpected error

  /{ueId}/ee-subscriptions/{subscriptionId}:
    delete:
      summary: Unsubscribe
      operationId: DeleteEeSubscription
      tags:
        - Delete EE Subscription
      parameters:
        - name: ueId
          in: path
          description: IMSI of the subscriber
          required: true
          schema:
            $ref: '#/components/schemas/Imsi'
        - name: subscriptionId
          in: path
          description: Id of the EE Subscription
          required: true
          schema:
            type: string
      responses:
        '204':
          description: Successful response
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error
    patch:
      summary: Patch
      operationId: UpdateEeSubscription
      tags:
        - Update EE Subscription
      parameters:
        - name: ueId
          in: path
          description: IMSI of the subscriber
          required: true
          schema:
            $ref: '#/components/schemas/Imsi'
        - name: subscriptionId
          in: path
          description: Id of the EE Subscription
          required: true
          schema:
            type: string
      requestBody:
        content:
          application/json-patch+json:
            schema:
              type: array
              items:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/PatchItem'
              minItems: 1
        required: true
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/PatchResult'
        '204':
          description: Successful response
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        default:
          description: Unexpected error

(... text not shown for clarity ...)

* * * End of Changes * * * *
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