

	
3GPP TSG-CT WG1 Meeting #128-e	C1-210575
Electronic meeting, 25 Feb – 05 March 2021
	CR-Form-v12.0

	CHANGE REQUEST

	

	
	24.371
	CR
	0120
	rev
	-
	Current version:
	16.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Reference updates RFCs in IMS_WebRTC

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	C1

	
	

	Work item code:
	IMS_WebRTC-CT
	
	Date:
	2021-02-09

	
	
	
	
	

	Category:
	A
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	[bookmark: OLE_LINK1]Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
Rel-12	(Release 12)
Rel-13	(Release 13)
Rel-14	(Release 14)
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)

	
	

	Reason for change:
	RFC 8825, RFC 8831, RFC 8832, RFC 8838, RFC 8841, and RFC 8843 have all been published. They were introduced in Rel-12 under this work item.
-The differences between the currently referenced draft-ietf-rtcweb-overview-18 and RFC 8825 are grammatical fixes, addition of a note on operational impact, unification of definitions, a reference to BOSCH, change of reference from 5245bis to 5245, editorial clean-up before publication as an RFC.
In 24.371 there are editor's notes related to terms defined in RFC 8825. These terms are now used and the related editor's notes are removed.

-the currently referenced draft-ietf-rtcweb-data-channel-13 had a number of grammatical and other editorial fixes in order to be published as RFC 8831. None of these changes affect the usage of the draft in this specification.

-the currently referenced draft-ietf-rtcweb-data-protocol-09 had a number of grammatical and other editorial fixes in order to be published as RFC 8832. None of these changes affect the usage of the draft in this specification.

-the currently referenced draft-ietf-ice-trickle-09 had a large number of updates in description and definitions of terms and after that additional editorial fixes in order to be published as RFC 8838. There are no requirements to support the mechanism in 24.371, so this does not affect the usage of the draft in this specification.

-the currently referenced draft-ietf-draft-ietf-mmusic-sctp-sdp-25 had a few editorial changes and then v26 had additional editorial fixes in order to be published as RFC 8841

-the currently referenced draft-ietf-mmusic-sdp-bundle-negotiation-29 had a large number of editorial corrections and procedural clarifications and then v54 had additional editorial fixes in order to be published as RFC 8843. This specification only has a requirement remove an m-line where the SDP "bundle-only" attribute is present, and negative requirement that the RFC is not needed to be supported. This usage of RFC 8843 is not affected by the changes since the latest referenced draft.

	
	

	Summary of change:
	-replace the draft names with the RFCs
-import the terms WebRTC endpoint and WebRTC non-browser from RFC 8825 in subclause 3.1
-use "WebRTC non-browser" instead of "WebRTC device"
-remove the related Editor's Notes in clause 2
-remove the Editor's Note in subclause 5A.2 since the reference does not exist
-remove the Editor's Note in subclause 5B.2 since the reference does not exist
-remove the Editor's Note in subclause 5C.2 since the reference does not exist
-remove the Editor's Note in subclause 5D.2 since the reference does not exist
-remove the Editor's Note in subclause 5.E.2 since the EN provides no action to consider for the present document

	
	

	Consequences if not approved:
	Outdated IETF drafts are referenced giving an impression that the functionality is not stable.

	
	

	Clauses affected:
	2, 3.1, 5A.2, 5A.3, 5A.4, 5B.2, 5B.3, 5B.4, 5C.2, 5C.3, 5C.4, 5D.2, 5D.3, 5D.4, 5E.2, 5F.2, 5F.3, 8.1, 8.2.2, 8.2.3, 8.4.2, 8.4.3

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


* * * First Change * * * *
[bookmark: _Toc20155367][bookmark: _Toc27496934][bookmark: _Toc59199998]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[bookmark: ref21905][1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	IETF RFC 7118: "The WebSocket Protocol as a Transport for the Session Initiation Protocol (SIP)".
[3]	3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".
[4]	3GPP TS 23.228: " IP Multimedia Subsystem (IMS); Stage 2".
[5]	IETF RFC 5763: "Framework for Establishing a Secure Real-time Transport Protocol (SRTP) Security Context Using Datagram Transport Layer Security (DTLS)".
[6]	IETF RFC 5764: "Datagram Transport Layer Security (DTLS) Extension to Establish Keys for the Secure Real-time Transport Protocol (SRTP)".
[7]	3GPP TS 22.173: "IP Multimedia Core Network Subsystem (IMS) Multimedia Telephony Service and supplementary services; Stage 1".
[8]	3GPP TS 24.173: "IMS multimedia telephony communication service and supplementary services; Stage 3".
[9]	3GPP TS 33.203: "Access security for IP based services".
[10]	RFC 6750 (October 2012): "The OAuth 2.0 Authorization Framework: Bearer Token Usage".
[11]	3GPP TS 23.292: "IP Multimedia Subsystem (IMS) Centralized Services; Stage 2".
[12]	RFC 5009 (September 2007): "Private Header (P-Header) Extension to the Session Initiation Protocol (SIP) for Authorization of Early Media".
[13]	3GPP TS 23.334: "IMS Application Level Gateway (IMS-ALG) – IMS Access Gateway (IMS-AGW) interface".
[14]	RFC 4145 (September 2005): "TCP-Based Media Transport in the Session Description Protocol (SDP)".
[15]	RFC 8122 (March 2017): "Connection-Oriented Media Transport over the Transport Layer Security (TLS) Protocol in the Session Description Protocol (SDP)".
[bookmark: _Hlk63718254][16]	draft-ietf-rtcweb-data-channel-13RFC 8831 (January 20152021): "WebRTC Data Channels".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[17]	draft-ietf-rtcweb-data-protocolRFC 8832-09 (January 20152021): "WebRTC Data Channel Establishment Protocol".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[18]	draft-ietf-mmusic-sctp-sdp-25RFC 8841 (March 2017January 2021): "Stream Control Transmission Protocol (SCTP)-Based Media Transport in the Session Description Protocol (SDP)".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[19]	RFC 3261 (June 2002): "SIP: Session Initiation Protocol".
[20]	RFC 3264 (June 2002): "An Offer/Answer Model with the Session Description Protocol (SDP)".
[21]	RFC 7675 (October 2015): "STUN Usage for Consent Freshness".
[22]	RFC 5245 (April 2010): "Interactive Connectivity Establishment (ICE): A Protocol for Network Address Translator (NAT) Traversal for Offer/Answer Protocols".
[23]	RFC 8261 (November 2017): "Datagram Transport Layer Security (DTLS) Encapsulation of SCTP Packets".
[24]	RFC 6455 (December 2011): "The WebSocket Protocol".
[bookmark: _Hlk63749430][25]	draft-ietf-mmusic-sdp-bundle-negotiation-29RFC 8843 (April 2016January 2021): "Negotiating Media Multiplexing Using the Session Description Protocol (SDP)".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[26]	RFC 3581 (August 2003): "An Extension to the Session Initiation Protocol (SIP) for Symmetric Response Routing".
[27]	RFC 8898 (September 2020): "Third-Party Token-Based Authentication and Authorization for Session Initiation Protocol (SIP)".
[28]	RFC 6544 (March 2012): "TCP Candidates with Interactive Connectivity Establishment (ICE)".
[29]	Void.
[bookmark: _Hlk63719036][30]	draft-ietf-rtcweb-overview-18RFC 8825 (March 2017January 2021): "Overview: Real- Time Protocols for Brower-bBased Applications".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[31]	Void.
[32]	RFC 3310 (September 2002): "Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and Key Agreement (AKA)".
[33]	RFC 4169 (November 2005): "Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and Key Agreement (AKA) Version-2".
[34]	3GPP TS 26.114: "IP multimedia subsystem (IMS); Multimedia telephony, Media handling and interaction".
[35]	RFC 7519 (May 2015): "JSON Web Token (JWT)".
[36]	draft-ietf-mmusic-data-channel-sdpneg-28 (May 2019): "SDP-based Data Channel Negotiation".
Editor's note [WI: eWebRTCi_CT, CR#0044]: The above document cannot be formally referenced until it is published as an RFC.
[37]	draft-ietf-mmusic-msrp-usage-data-channel-24 (August 2020): "MSRP over Data Channels".
Editor's note [WI: eWebRTCi_CT, CR#0043]: The above document cannot be formally referenced until it is published as an RFC. 
[38]	RFC 5761 (April 2010): "Multiplexing RTP Data and Control Packets on a Single Port".
[39]	draft-ietf-mmusic-mux-exclusive-12 (May 2017): "Indicating Exclusive Support of RTP/RTCP Multiplexing using SDP".
Editor's note [WI: TEI14, CR#0050]: The above document cannot be formally referenced until it is published as an RFC.
[40]	draft-ietf-mmusic-t140-usage-data-channel-14 (April 2020): "T.140 Real-time Text Conversation over WebRTC Data Channels".
Editor's note [WI: TEI14, CR#0051]: The above document cannot be formally referenced until it is published as an RFC.
[41]	Void.
[42]	RFC 8035 (November 2016): "Session Description Protocol (SDP) Offer/Answer Clarifications for RTP/RTCP Multiplexing".
[bookmark: _Hlk63777442][43]	draft-ietf-ice-trickle-09RFC 8838 (April 2017January 2021): "Trickle ICE: Incremental Provisioning of Candidates for the Interactive Connectivity Establishment (ICE) Protocol".
[44]	RFC 5766 (April 2010): "Traversal Using Relays around NAT (TURN): Relay Extensions to Session Traversal Utilities for NAT (STUN)".
* * * Next Change * * * *
[bookmark: _Toc20155369][bookmark: _Toc27496936][bookmark: _Toc59200000]3.1	Definitions
For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.228 [4] annex U apply:
P-CSCF enhanced for WebRTC (eP-CSCF)
WebRTC Authorization Function (WAF)
WebRTC IMS Client (WIC)
WebRTC Web Server Function (WWSF)

For the purposes of the present document, the following terms and definitions given in RFC 5245 [22] apply:
ICE Lite
Full ICE
Host ICE candidates
[bookmark: _Hlk63719317]
For the purposes of the present document, the following terms and definitions given in RFC 8825 [30] apply:
WebRTC endpoint
WebRTC non-browser
Editor's note: Terminology from draft-ietf-rtcweb-overview needs to be endorsed as part of the terminology of this document. This document uses the terms "WebRTC device" which it is understood will be changed to "non-WebRTC browser".
* * * Next Change * * * *
[bookmark: _Toc20155382][bookmark: _Toc27496949][bookmark: _Toc59200013]5A.2	UE
A UE supporting WebRTC shall support the WebRTC devicenon-browser functionality as specified in draft-ietf-rtcweb-overviewRFC 8825 [30] clause 4, excluding requirements, if any, relating to specific audio and video codecs that are indirectly referenced within the draft-ietf-rtcweb-overviewRFC 8825 [30] clause 4.
Editor's note: This clause references draft-ietf-rtcweb-transports-06 which uses the terminology "WebRTC browser", "WebRTC endpoint" and "WebRTC device" for both ends of the transport. STUN and TURN introduce further "server" and "client" terminology that has to be allowed for.
* * * Next Change * * * *
[bookmark: _Toc20155383][bookmark: _Toc27496950][bookmark: _Toc59200014]5A.3	WWSF (WebRTC Web Server Function)
There are no data transport requirements for the WWSF.
NOTE:	Any application downloaded from the WWSF that requires data transport is expected to use it in accordance with WebRTC devicenon-browser support of data transport.
* * * Next Change * * * *
[bookmark: _Toc20155384][bookmark: _Toc27496951][bookmark: _Toc59200015]5A.4	eP-CSCF (P-CSCF enhanced for WebRTC)
The eP-CSCF and eIMS-AGW in conjunction shall support the WebRTC gateway functionality as specified in draft-ietf-rtcweb-overviewRFC 8825 [30] clause 4, excluding requirements, if any, relating to specific audio and video codecs that are indirectly referenced within the draft-ietf-rtcweb-overviewRFC 8825 [30] clause 4.
The eP-CSCF and eIMS-AGW in conjunction which is expected to be deployed where it can be reached with a static IP address (as seen from the client) do not need to support full ICE; and therefore the eP-CSCF and eIMS-AGW in conjunction may implement ICE-Lite only (specified in RFC 5245 [22]). ICE-Lite implementations do not send consent checks, so the eP-CSCF and eIMS-AGW in conjunction may choose not to send consent checks too, but shall respond to the received consent checks. The eP-CSCF and eIMS-AGW in conjunction with a static IP address is expected to not need to hide its location, so the eP-CSCF and eIMS-AGW in conjunction do not need to support functionality for operating only via a TURN server (specified in RFC 5766 [44]); instead the eP-CSCF and eIMS-AGW in conjunction may choose to produce Host ICE candidates only.
If the eP-CSCF and eIMS-AGW in conjunction serve as a media relay into another RTP domain, the eP-CSCF and eIMS-AGW may choose to support only features available in that network. The eP-CSCF and eIMS-AGW in conjunction do not need to support Trickle Ice (specified in draft-ietf-ice-trickleRFC 8838 [43]). However, the eP-CSCF and eIMS-AGW in conjunction shall support DTLS-SRTP (specified in RFC 5764 [6]), since this is required for interworking with WebRTC endpoints.
* * * Next Change * * * *
[bookmark: _Toc20155387][bookmark: _Toc27496954][bookmark: _Toc59200018]5B.2	UE
[bookmark: _Hlk63710591]A UE supporting WebRTC shall support the WebRTC endpoint functionality as specified in draft-ietf-rtcweb-overviewRFC 8825 [30] clause 5, excluding requirements, if any, relating to specific audio and video codecs that are indirectly referenced within the draft-ietf-rtcweb-overviewRFC 8825 [30] clause 5.
Editor's note: This clause references RFC 3550 which uses the terminology " implementation" for both ends of the . This clause references draft-ietf-rtcweb-rtp-usage which uses the terminology "WebRTC endpoint" for both ends of the , but also uses other terms e.g. " endpoint". 
* * * Next Change * * * *
[bookmark: _Toc20155388][bookmark: _Toc27496955][bookmark: _Toc59200019]5B.3	WWSF (WebRTC Web Server Function)
There are no data framing requirements for the WWSF.
NOTE:	Any application downloaded from the WWSF that requires data framing is expected to use it in accordance with WebRTC devicenon-browser support of data framing.
* * * Next Change * * * *
[bookmark: _Toc20155389][bookmark: _Toc27496956][bookmark: _Toc59200020]5B.4	eP-CSCF (P-CSCF enhanced for WebRTC)
The eP-CSCF and eIMS-AGW in conjunction shall support the WebRTC gateway functionality as specified in draft-ietf-rtcweb-overviewRFC 8825 [30] clause 5 excluding requirements, if any, relating to specific audio and video codecs that are indirectly referenced within the draft-ietf-rtcweb-overviewRFC 8825 [30] clause 5.
The eP-CSCF and eIMS-AGW in conjunction do not need to not support Bundle (specified in draft-ietf-mmusic-sdp-bundle-negotiationRFC 8843 [25]) and RTCP multiplexing (specified in RFC 5761 [38]) and any of the related RTP/ RTCP extensions.
The eP-CSCF and eIMS-AGW in conjunction may choose to not support the Datachannel (specified ind draft-ietf-rtcweb-data-channelrfc 8831 [16]).
* * * Next Change * * * *
[bookmark: _Toc20155392][bookmark: _Toc27496959][bookmark: _Toc59200023]5C.2	UE
A UE supporting WebRTC shall support the WebRTC devicenon-browser functionality as specified in draft-ietf-rtcweb-overviewRFC 8825 [30] clause 6, excluding requirements to implement specific audio and video codecs.
A UE offering WebRTC access to the IMS via GPRS IP-CAN (as described in 3GPP TS 24.229 [3], annex B), EPS IP-CAN (as described in 3GPP TS 24.229 [3], annex L), or EPC via WLAN IP-CAN (as described in 3GPP TS 24.229 [3], annex R) shall support the speech codecs according to 3GPP TS 26.114 [34] clause 5 and the front-end handling as specified in 3GPP TS 26.114 [34] clause 11. 
A UE offering WebRTC access to the IMS via xDSL, Fiber or Ethernet IP-CAN (as described in 3GPP TS 24.229 [3], annex E) shall support the speech codecs according to 3GPP TS 26.114 [34] clause 18.
A UE supporting WebRTC access to the IMS via GPRS IP-CAN (as described in 3GPP TS 24.229 [3], annex B), EPS IP-CAN (as described in 3GPP TS 24.229 [3], annex L), or EPC via WLAN IP-CAN (as described in 3GPP TS 24.229 [3], annex R) and supporting video communication shall support the video codecs according to 3GPP TS 26.114 [34].
A UE supporting WebRTC access to the IMS via xDSL, Fiber or Ethernet IP-CAN (as described in 3GPP TS 24.229 [3], annex E) and supporting video communication shall support the video codecs according to 3GPP TS 26.114 [34] clause 18.
Editor's note: This clause references draft-ietf-rtcweb-audio which uses the terminology "WebRTC clients" for both ends of the RTP. The terminology used here needs to be aligned to cater for these inconsistencies.
NOTE:	Media related requirements related to specific codecs, if any, to be supported by a UE supporting WebRTC access to the IMS via IP-CAN other than GPRS IP-CAN, other than EPS IP-CAN, other than EPC via WLAN IP-CAN and other than xDSL, Fiber or Ethernet IP-CAN are out of scope of this specification.
* * * Next Change * * * *
[bookmark: _Toc20155393][bookmark: _Toc27496960][bookmark: _Toc59200024]5C.3	WWSF (WebRTC Web Server Function)
There are no data format requirements for the WWSF.
NOTE:	Any application downloaded from the WWSF that requires data formats is expected to use it in accordance with WebRTC devicenon-browser support of data formats.
* * * Next Change * * * *
[bookmark: _Toc20155394][bookmark: _Toc27496961][bookmark: _Toc59200025]5C.4	eP-CSCF (P-CSCF enhanced for WebRTC)
The eP-CSCF and eIMS-AGW in conjunction shall support the WebRTC gateway functionality as specified in draft-ietf-rtcweb-overviewRFC 8825 [30] clause 6, excluding requirements to implement specific audio and video codecs.
An eP-CSCF and eIMS-AGW supporting UEs offering WebRTC access to the IMS via GPRS IP-CAN (as described in 3GPP TS 24.229 [3], annex B), EPS IP-CAN (as described in 3GPP TS 24.229 [3], annex L), or EPC via WLAN IP-CAN (as described in 3GPP TS 24.229 [3], annex R) shall support the codecs according to 3GPP TS 26.114 [34] clause 5.
An eP-CSCF and eIMS-AGW supporting UEs offering WebRTC access to the IMS via xDSL, Fiber or Ethernet IP-CAN (as described in 3GPP TS 24.229 [3], annex E) shall support the codecs according to 3GPP TS 26.114 [34] clause 18.
An eP-CSCF receiving an SDP offer from the IMS core network should retain the received codecs in the SDP offer it sends towards the UE to avoid transcoding.
NOTE:	Media related requirements related to specific codecs, if any, to be supported by a eP-CSCF supporting WebRTC access to the IMS via IP-CAN other than GPRS IP-CAN, other than EPS IP-CAN, other than EPC via WLAN IP-CAN, and other than xDSL, Fiber or Ethernet IP-CAN are out of scope of this specification.
* * * Next Change * * * *
[bookmark: _Toc20155397][bookmark: _Toc27496964][bookmark: _Toc59200028]5D.2	UE
[bookmark: _Hlk63719517]A UE supporting WebRTC shall support the WebRTC browser or WebRTC endpointdevice functionality as specified in draft-ietf-rtcweb-overviewRFC 8825 [30] clause 7 as appropriate, excluding requirements, if any, relating to specific audio and video codecs that are indirectly referenced within the draft-ietf-rtcweb-overviewRFC 8825 [30] clause 7.
Editor's note: This clause references draft-ietf-rtcweb-jsep which uses the terminology "browser". The terminology used here needs to be aligned to cater for these inconsistencies.
* * * Next Change * * * *
[bookmark: _Toc20155398][bookmark: _Toc27496965][bookmark: _Toc59200029]5D.3	WWSF (WebRTC Web Server Function)
There are no connection management requirements for the WWSF.
NOTE:	Any application downloaded from the WWSF that requires connection management is expected to use it in accordance with WebRTC devicenon-browser support of connection management.
* * * Next Change * * * *
[bookmark: _Toc20155399][bookmark: _Toc27496966][bookmark: _Toc59200030]5D.4	eP-CSCF (P-CSCF enhanced for WebRTC)
The eP-CSCF and eIMS-AGW in conjunction shall support the WebRTC gateway functionality as specified in draft-ietf-rtcweb-overviewRFC 8825 [30] clause 7 excluding requirements, if any, relating to specific audio and video codecs that are indirectly referenced within the draft-ietf-rtcweb-overviewRFC 8825 [30] clause 7.
The eP-CSCF and eIMS-AGW in conjunction do not need to support Trickle Ice, Bundle (specified in draft-ietf-mmusic-sdp-bundle-negotiationRFC 8843 [25]) and RTCP multiplexing (specified in RFC 5761 [38]).
* * * Next Change * * * *
[bookmark: _Toc20155402][bookmark: _Toc27496969][bookmark: _Toc59200033]5E.2	UE
A UE supporting WebRTC as a WebRTC browser shall support the WebRTC browser functionality as specified in draft-ietf-rtcweb-overviewRFC 8825 [30] clause 8.
Editor's note: This clause only references APIs produced by W3C. 
* * * Next Change * * * *
[bookmark: _Toc20155407][bookmark: _Toc27496974][bookmark: _Toc59200038]5F.2	UE
Editor's note (WID:IMS-WebRTC, CR#0003): reference to the draft-ietf-rtcweb-overview [30], clause 9 is FFS. The current version of the draft-ietf-rtcweb-overview [30], clause 9 does not contain any requirements that need to be referenced.
* * * Next Change * * * *
[bookmark: _Toc20155408][bookmark: _Toc27496975][bookmark: _Toc59200039]5F.3	WWSF (WebRTC Web Server Function)
Editor's note (WID:IMS-WebRTC, CR#0003): reference to the draft-ietf-rtcweb-overview [30], clause 9 is FFS. The current version of the draft-ietf-rtcweb-overview [30], clause 9 does not contain any requirements that need to be referenced.
There are no local system support requirements for the WWSF.
* * * Next Change * * * *
[bookmark: _Toc20155443][bookmark: _Toc27497010][bookmark: _Toc59200074]7.4.2	WIC originating call
Upon receipt of an SDP offer, the eP-CSCF shall:
a)	perform ICE procedures as defined in 3GPP TS 24.229 [3];
b)	not perform OMR procedures; and
c)	generate an SDP offer based on the SDP offer received from the WIC and forward it using the appropriate signalling protocol as described in subclause 7.4.1. The eP-CSCF shall replace the SDP offer with updated SDP provided by eIMS-AGW, which contains the eIMS-AGW IP addresses and ports. The eP-CSCF shall not use bundled media as described in draft-ietf-mmusic-sdp-bundle-negotiationRFC 8843 [25], i.e. the eP-CSCF shall remove the SDP group attribute BUNDLE value, and any m- line that in the received SDP offer contained an SDP "bundle-only" attribute, from the SDP offer. The eP-CSCF shall remove every instance of the SDP "rtcp-mux-only" attribute from the SDP offer.
NOTE:	At this point, the eP-CSCF interacts with eIMS-AGW to reserve resources and provide the information needed for media handling. The details of the interaction between eP-CSCF and eIMS-AGW are out of scope of this document.
Upon receiving an SDP offer from the served WIC containing an DTLS-SRTP based media stream with end-to-access-edge protection, i.e. an "m=" line:
-	with the proto field containing the "UDP/TLS/RTP/SAVPF" value as specified in RFC 5764 [6]; and
-	with the SDP "a=3ge2ae:requested" attribute or, if permitted by operator policy, without the SDP "a=3ge2ae:requested" attribute;
the eP-CSCF shall invoke IMS-ALG procedures, shall remove the SDP "a=3ge2ae:requested" attribute, if included, and the SDP fingerprint attribute (defined in RFC 8122 [15]) and shall act as defined in 3GPP TS 24.229 [3] as far as SDP and RTP is concerned.
Upon receiving an SDP answer over the Mw interface, for each DTLS-SRTP based media stream with end-to-access-edge protection of the SDP offer from the served WIC which is accepted in the received SDP answer, the eP-CSCF shall invoke IMS-ALG procedures. In the SDP answer to served WIC, the eP-CSCF
a)	shall use RFC 5763 [5] and shall provide the proto field in the "m=" line with the "UDP/TLS/RTP/SAVPF" value according to RFC 5764 [6]; and
b)	may additionally, within the same "m=" line, offer TCP transport protocol with appropriate ICE candidates according to RFC 6544 [28].
If the SDP offer contained bundled media as described in draft-ietf-mmusic-sdp-bundle-negotiationRFC 8843 [25], the eP-CSCF shall reject the bundling of media, i.e. the eP-CSCF shall not add a SDP group BUNDLE attribute to the SDP answer, and the eP-CSCF shall assign a zero port value to any m- line that in the SDP offer contained an SDP "bundle-only" attribute.
NOTE:	Stage 2 has specified that the architecture does not support media multiplexing that is defined for WebRTC, so the SDP answer sent to the served WIC will not contain bundled media. 
If one or more "m=" lines related to the RTP based media in the received SDP answer did not contain an SDP "rtcp-mux" attribute, the corresponding "m=" lines in the SDP offer from the served WIC contained an SDP "rtcp-mux" attribute, and the eP-CSCF desires to receive multiplexed RTP and RTCP on the same port, then the eP-CSCF shall add the SDP "rtcp-mux" attribute to the corresponding "m=" lines in the SDP answer, as described in RFC 5761 [38] as updated by RFC 8035 [42]. If one or more "m=" lines in the SDP offer contained an SDP "rtcp-mux-only" attribute, the eP-CSCF shall add an SDP "rtcp-mux" attribute to the corresponding "m=" lines in the answer, as described in draft-ietf-mmusic-mux-exclusive [39].
* * * Next Change * * * *
[bookmark: _Toc20155450][bookmark: _Toc27497017][bookmark: _Toc59200081]8.1	General
[bookmark: _MailEndCompose]This clause specifies the procedures for negotiating usage of, and opening and closing of, a WebRTC data channel between the WIC and the eP-CSCF.
WebRTC data channels are realized using an SCTP association running on top of DTLS, as described in RFC 8261 [23] and draft-ietf-rtcweb-data-channelrfc 8831 [16].
If WebRTC data channels are supported, UDP transport of DTLS shall be supported and TCP transport of DTLS may be supported to enable traversal of UDP-blocking NATs/firewalls. ICE procedures as defined in 3GPP TS 24.229 [3] shall be used to negotiate the transport protocol. UDP shall be offered as ICE default candidate and TCP may be offered as additional ICE candidate.
Once the SCTP association has been negotiated (using draft-ietf-mmusic-sctp-sdpRFC 8841 [18]) and established, the WIC and eIMS-AGW (controlled by the eP-CSCF) either use the Data Channel Establishment Protocol (DCEP) for opening data channels, as described in draft-ietf-rtcweb-data-protocolRFC 8832 [17], or they use the SDP negotiation based on draft-ietf-mmusic-data-channel-sdpneg [36].
Closing of a data channel is signalled via SCTP and, if SDP negotiation was used for the data channel establishment, also using draft-ietf-mmusic-data-channel-sdpneg [36].
* * * Next Change * * * *
[bookmark: _Toc20155453][bookmark: _Toc27497020][bookmark: _Toc59200084]8.2.2	WIC originating call
Upon generating an SDP offer, the WIC shall insert an "m=" line with the proto value set to "UDP/DTLS/SCTP", and the fmt value set to "webrtc-datachannel" according to draft-ietf-mmusic-sctp-sdpRFC 8841 [18], in the SDP offer. The WIC may additionally, within the same "m=" line, offer TCP transport protocol with appropriate ICE candidates according to RFC 6544 [28]. In addition, the WIC shall insert an SDP sctp-port attribute according to draft-ietf-mmusic-sctp-sdpRFC 8841 [18].
The procedures of draft-ietf-mmusic-data-channel-sdpneg [36] should be used as follows:
a)	If MSRP is transported over the data channel, the WIC shall follow the procedures of draft-ietf-mmusic-msrp-usage-data-channel [37].
b)	If T.140 is transported over the data channel, the WIC shall follow the procedures of draft-ietf-mmusic-t140-usage-data-channel [40].
NOTE:	Alternatively, if a single data channel is to be used, then knowledge of the usage of the data channel could be based on configuration, or could be implicitly determined based on proprietary information carried in the signalling protocol. Such mechanisms are outside the scope of this specification.
* * * Next Change * * * *
[bookmark: _Toc20155454][bookmark: _Toc27497021][bookmark: _Toc59200085]8.2.3	WIC terminating call
Upon receiving an SDP offer, with an "m=" line with the proto value set to "UDP/DTLS/SCTP", and the "m=" line fmt value set to "webrtc-datachannel", the WIC shall follow the procedures in draft-ietf-mmusic-sctp-sdpRFC 8841 [18] for generating the associated SDP answer. In addition, the WIC shall insert an SDP sctp-port attribute according to draft-ietf-mmusic-sctp-sdpRFC 8841 [18].
NOTE 1:	As specified in subclause 7.2.3, the WIC will perform the ICE procedures as defined in RFC 5245 [22] and possibly RFC 6544 [28], and determines the appropriate transport protocol (UDP or TCP) for the data channel in that manner.
The procedures of draft-ietf-mmusic-data-channel-sdpneg [36] should be used as follows:
a)	If MSRP is transported over the data channel, the WIC shall follow the procedures of draft-ietf-mmusic-msrp-usage-data-channel [37].
b)	If T.140 is transported over the data channel, the WIC shall follow the procedures of draft-schwarz-mmusic-t140-usage-data-channel [40].
NOTE 2:	Alternatively, if a single data channel is to be used, then knowledge of the usage of the data channel could be based on configuration, or could be implicitly determined based on proprietary information carried in the signalling protocol. Such mechanisms are outside the scope of this specification.
* * * Next Change * * * *
[bookmark: _Toc20155458][bookmark: _Toc27497025][bookmark: _Toc59200089]8.4.2	WIC originating call
Upon receiving an SDP offer from the served WIC, with an "m=" line with the proto value set to "UDP/DTLS/SCTP", and the fmt value set to "webrtc-datachannel", according to draft-ietf-mmusic-sctp-sdpRFC 8841 [18], the eP-CSCF shall:
-	remove the "m=" line from the SDP offer; and
-	for each media transported between the WIC and the eIMS-AGW using a data channel, and for which the eIMS-AGW is able to perform transport protocol interworking between a data channel and another transport protocol, insert an "m=" line describing the media and the transport protocol used for the media in the SDP offer;
before forwarding the SDP offer towards the remote user.
NOTE 1:	As specified in subclause 7.4.2, the eP-CSCF will perform the ICE procedures as defined in 3GPP TS 24.229 [3], and determines the appropriate transport protocol (UDP or TCP) for the data channel in that manner.
Upon receiving an SDP answer to the SDP offer, the eP-CSCF shall:
-	remove each "m=" line associated with an "m=" line that the eP-CSCF inserted in the associated SDP offer from the SDP answer;
-	insert an "m=" line with the proto value set to "UDP/DTLS/SCTP", and the fmt value set to "webrtc-datachannel" according to draft-ietf-mmusic-sctp-sdpRFC 8841 [18], in the SDP answer;
-	insert an SDP sctp-port attribute according to draft-ietf-mmusic-sctp-sdpRFC 8841 [18], in the SDP answer; and
-	for each media accepted by the remote user, for which the eIMS-AGW can perform transport protocol interworking between a data channel and another transport protocol, instruct the eIMS-AGW to perform the transport protocol interworking;
before forwarding the SDP answer towards the served WIC.
The procedures of draft-ietf-mmusic-data-channel-sdpneg [36] should be used as follows:
a)	If MSRP is transported over the data channel, the eP-CSCF shall follow the procedures of draft-ietf-mmusic-msrp-usage-data-channel [37].
b)	If T.140 is transported over the data channel, the eP-CSCF shall follow the procedures of draft-ietf-mmusic-t140-usage-data-channel [40].
NOTE 2:	Alternatively, if a single data channel is to be used, then knowledge of the usage of the data channel could be based on configuration, or could be implicitly determined based on proprietary information carried in the signalling protocol. Such mechanisms are outside the scope of this specification.
* * * Next Change * * * *
[bookmark: _Toc20155459][bookmark: _Toc27497026][bookmark: _Toc59200090]8.4.3	WIC terminating call
Upon receiving an SDP offer from the remote user, the eP-CSCF shall:
-	remove each "m=" line that describes media which is transported between the WIC and the eIMS-AGW using a data channel from the SDP offer;
-	insert an "m=" line with the proto value set to "UDP/DTLS/SCTP", and the fmt value set to "webrtc-datachannel" according to draft-ietf-mmusic-sctp-sdpRFC 8841 [18], in the SDP offer; and
-	insert an SDP sctp-port attribute according to draft-ietf-mmusic-sctp-sdpRFC 8841 [18], in the SDP offer;
before forwarding the SDP offer towards the served WIC.
NOTE 1:	As specified in subclause 7.4.2, the eP-CSCF will perform the ICE procedures as defined in 3GPP TS 24.229 [3], and determines the appropriate transport protocol (UDP or TCP) for the data channel in that manner.
Upon receiving an SDP answer to the SDP offer, with an "m=" line with the proto value set to "UDP/DTLS/SCTP", and the fmt value set to "webrtc-datachannel", according to draft-ietf-mmusic-sctp-sdpRFC 8841 [18], the eP-CSCF shall:
-	remove the "m=" line from the SDP answer;
-	for each media which the eIMS-AGW is able to perform transport protocol interworking between a data channel and another transport protocol, and for which the SDP offer contained an "m=" line, insert an "m=" line describing the media and the transport protocol used for the media in the SDP answer; and
-	for each media accepted by the remote user, for which the eIMS-AGW can perform transport protocol interworking between a data channel and another transport protocol, instruct the eIMS-AGW to perform the transport protocol interworking;
before forwarding the SDP answer towards the remote user.
The procedures of draft-ietf-mmusic-data-channel-sdpneg [36] should be used as follows:
a)	If MSRP is transported over the data channel, the eP-CSCF shall follow the procedures of draft-ietf-mmusic-msrp-usage-data-channel [37].
b)	If T.140 is transported over the data channel, the eP-CSCF shall follow the procedures of draft-ietf-mmusic-t140-usage-data-channel [40].
NOTE 2:	Alternatively, if a single data channel is to be used, then knowledge of the usage of the data channel could be based on configuration, or could be implicitly determined based on proprietary information carried in the signalling protocol. Such mechanisms are outside the scope of this specification.
* * * End of Changes * * * *

