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	Reason for change:
	The dataToEncrypt attribute in DataToIntegrityProtectAndCipherBlock is defined as an "array of free form objects", with each entry containing either a HTTP header value or the value of a JSON payload IE, in Table 6.2.5.2.4-1 and in OpenAPI.

    DataToIntegrityProtectAndCipherBlock:
      type: object
      required:
        - dataToEncrypt
      properties:
        dataToEncrypt:
          type: array
          items:
            type: object
          minItems: 1

Free-form objects are defined as JSON objects with arbitrary property/value pairs (see https://swagger.io/docs/specification/data-models/data-types/#object).

However, Figure 5.3.2.3-1 shows the input to JWE Cipher Text, where the array entries (e.g. “hdr1val” or “payload 2”) are not JSON objects. 

Examples in Annexes B2 and B3 describe arrays of invalid JSON objects: 

The DataToIntegrityProtectAndCipherBlock for this example looks like
{
  "dataToEncrypt":
    [
      {<value of HTTP header 2>},
      {<value of payload 2>}
    ]
}

The DataToIntegrityProtectAndCipherBlock for this example looks like
{
  "dataToEncrypt":
    [
      {<value of HTTP header 2>},
      {<byte array containing BASE 64 encoding of the binary part>}
    ]
}

JSON objects shall contain name/value pairs, see RFC 7159:
 
Objects
    An object structure is represented as a pair of curly brackets surrounding zero or more name/value pairs (or members). A name is a string.  A single colon comes after each name, separating the name from the value.  A single comma separates a value from a following name.  The names within an object SHOULD be unique.
The intention of the specification was actually to define an array of arbitrary types (see https://swagger.io/docs/specification/data-models/data-types/#array) since attributes of any type (e.g. string, object, integer, boolean, array etc) may need to be encrypted in the N32-f payload:

An array of arbitrary types can be defined as: 
type: array
items: {}
# [ "hello", -2, true, [5.7], {"id": 5} ]

See "Any Type” definition in TS 29.501: 

"If the data type is indicated as "Any Type", the attribute can either be "integer", "number", "string", "boolean", "array" or "object" (as defined in the OpenAPI specification [4]), or a data type defined in a 3GPP specification."


	
	

	Summary of change:
	dataToEncrypt attribute in DataToIntegrityProtectAndCipherBlock is defined as an array of arbitrary types (i.e. array of Any Type).


	
	

	Consequences if not approved:
	Data cannot be encrypted in N32-f payload
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	Other comments:
	This CR introduces backward compatible corrections to the OpenAPI file of the JOSE Protected Message Forwarding API.

Note: the existing specfication cannot be implemented since containing contradictory requirements and results in invalid JSON objects.


	
	

	This CR's revision history:
	




Page 1






* * * First Change * * * *
[bookmark: _Toc24986319][bookmark: _Toc34205747][bookmark: _Toc39061931][bookmark: _Toc43277173][bookmark: _Toc49847503][bookmark: _Toc56419478][bookmark: _Toc58588188][bookmark: _Toc20151058][bookmark: _Toc20151140]5.3.2.3	Message Reformatting
A SEPP on the sending side PLMN applies message reformatting in the following cases:
-	When it receives a HTTP/2 request message from an NF service consumer to a an NF service producer in another PLMN;
-	When it receives a response HTTP/2 response message from an NF service producer to an NF service consumer in another PLMN.
-	When it receives a HTTP/2 notification request message from an NF service producer to an NF service consumer in another PLMN;
-	When it receives a HTTP/2 notification response message from an NF service consumer to an NF service producer in another PLMN
The SEPP shall reformat the HTTP/2 message by encapsulating the whole message into the body of a new HTTP POST message. The body of the HTTP POST request / response message shall contain the reformatted original HTTP/2 request/response message respectively. The HTTP POST request/response body shall be encoded as the "N32fReformattedReqMsg"/"N32fReformattedRspMsg" JSON bodies respectively, as specified in clause 6.2.5.
The "N32fReformattedReqMsg"/"N32fReformattedRspMsg" are structured as given below:



Figure 5.3.2.3-1 JSON representation of a reformatted HTTP message

The "cipherText" part of the reformatted message in FlatJweJson shall be prepared as given below


Figure 5.3.2.3-2 Transformation of HTTP Header and Payload to Encrypt into CipherText
1.	Based on the protection policy exchanged between the SEPPs, the sending SEPP prepares an input for the JWE ciphering and integrity protection as an array of free form JSON objectsarbitrary types in the "DataToIntegrityProtectAndCipher" block with each entry containing either a HTTP header value or the value of a JSON payload IE of the API message being reformatted. The index value "encBlockIdx" in the payload part of DataToIntegrityProtectBlock shall point to the index of a header value or IE value in this input array.
2.	The input block is fed into an encryption function along with the other required inputs for JWE as specified in IETF RFC 7516 [14].
3.	The encryption function outputs the cipher text information. This cipher text is then subjected to BASE64URL transformation as specified in IETF RFC 4648 [15] clause 5.
4. The output of the BASE64URL transform is them encoded as the ciphertext part of FlatJweJson IE specified in clause 6.2.5.2.11.


* * * Next Change * * * *
6.2.5.2.4	Type: DataToIntegrityProtectAndCipherBlock
Table 6.2.5.2.4-1: Definition of type DataToIntegrityProtectBlock
	Attribute name
	Data type
	P
	Cardinality
	Description

	dataToEncrypt
	array(objectAny Type)
	M
	1..N
	This IE shall contain the input for ciphering as a JSON object block containing an array of values with arbitrary types.free form objects with eEach entry of the array shall containing the value of a HTTP header to be encrypted or the value of a JSON attribute to be encrypted.




* * * Next Change * * * *
[bookmark: _Toc24986460][bookmark: _Toc34205888][bookmark: _Toc39062072][bookmark: _Toc43277314][bookmark: _Toc49847644][bookmark: _Toc56419625][bookmark: _Toc58588335]A.3	JOSE Protected Message Forwarding API on N32-f
openapi: 3.0.0

info:
  version: '1.1.1'
  title: 'JOSE Protected Message Forwarding API'
  description: |
    N32-f Message Forwarding Service.
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

[…]

    DataToIntegrityProtectAndCipherBlock:
      type: object
      required:
        - dataToEncrypt
      properties:
        dataToEncrypt:
          type: array
          items: {}
            type: object
          minItems: 1

[…]

* * * Next Change * * * *
[bookmark: _Toc24986464][bookmark: _Toc34205892][bookmark: _Toc39062076][bookmark: _Toc43277318][bookmark: _Toc49847648][bookmark: _Toc56419629][bookmark: _Toc58588339][bookmark: _Toc20151166]B.2	Input Message Containing No Binary Part
Consider the following example:
-	Some headers of the input HTTP/2 message need to be integrity protected and ciphered.
-	Some payload part of the input HTTP/2 message need to be integrity protected and ciphered.
-	The input HTTP/2 message has no multipart/related binary content.
-	The headers and payload that are not required to be integrity protected and ciphered in the input HTTP/2 message need to be only integrity protected.

The N32fReformattedReqMessage for this example looks like
"reformattedData": {
  "protected": BASE64URL(UTF8(JWE Protected Header),
  "unprotected": <non integrity protected shared JOSE headers>,
  "header": <non integrity protected recipient specific JOSE headers>,
  "encrypted_key": BASE64URL(JWE Encrypted Key),
  "aad": BASE64URL(DataToIntegrityProtectBlock),
  "iv": BASE64URL(JWE Initialization Vector),
  "ciphertext": BASE64URL(JWE CipherText(DataToIntegrityProtectAndCipherBlock),
  "tag": BASE64URL(JWE Authentication Tag)
}
The DataToIntegrityProtectBlock for this example looks like
{
  "metaData":
    {
      "n32fContextId": <the n32fcontext Id of receiving SEPP>,
      "messageId": <Id of the message>,
      "authorizedIpxId": <FQDN of the IPX>
    },
  "requestLine":
    {
      "method": <http method of the NF service API>,
      "scheme": <http scheme of the NF service API>,
      "authority": <authority part of the NF service API URI>,
      "path": <path part of the NF service API URI>,
      "protocolVersion": <HTTP protocol version>,
      "queryFragment": <query fragment of the NF service API, if available>
    },
  "headers":
    [
      {
        "header": <name of HTTP header 1>,
        "value": {"headerval": <string carrying value of the header>}
      },
      {
        "header": <name of HTTP header 2>,
        "value": {"encBlockIndex": 1}
      }
    ],
  "payload":
    [
      {
        "iePath": <JSON Pointer of IE 1>,
        "ieValueLocation": "BODY",
        "value": <value of IE>
      },
      {
        "iePath": <JSON Pointer of IE 2>,
        "ieValueLocation": "BODY",
        "value": {"encBlockIndex": 2}
      }
    ]
}

The DataToIntegrityProtectAndCipherBlock for this example looks like
{
  "dataToEncrypt":
    [
      {<value of HTTP header 2>},
      {<value of payload 2>}
    ]
}


* * * Next Change * * * *
[bookmark: _Toc24986465][bookmark: _Toc34205893][bookmark: _Toc39062077][bookmark: _Toc43277319][bookmark: _Toc49847649][bookmark: _Toc56419630][bookmark: _Toc58588340][bookmark: _Toc20151167]B.3	Input Message Containing Multipart Binary Part
Consider the following example:
-	Some headers of the input HTTP/2 message need to be integrity protected and ciphered.
-	Some payload part of the input HTTP/2 message need to be integrity protected and ciphered.
-	The input HTTP/2 message has two multipart/related binary content out of which one binary content needs to be integrity protected and ciphered while the other is only required to be integrity protected.
-	The headers and payload that are not required to be integrity protected and ciphered in the input HTTP/2 message need to be only integrity protected.

The N32fReformattedReqMessage for this example looks like
"reformattedData": {
  "protected": BASE64URL(UTF8(JWE Protected Header),
  "unprotected": <non integrity protected shared JOSE headers>,
  "header": <non integrity protected recipient specific JOSE headers>,
  "encrypted_key": BASE64URL(JWE Encrypted Key),
  "aad": BASE64URL(DataToIntegrityProtectBlock),
  "iv": BASE64URL(JWE Initialization Vector),
  "ciphertext": BASE64URL(JWE CipherText(DataToIntegrityProtectAndCipherBlock),
  "tag": BASE64URL(JWE Authentication Tag)
}
The DataToIntegrityProtectBlock for this example looks like
{
  "metaData":
    {
      "n32fContextId": <the n32fcontext Id of receiving SEPP>,
      "messageId": <Id of the message>,
      "authorizedIpxId": <FQDN of the IPX>
    },
  "requestLine":
    {
      "method": <http method of the NF service API>,
      "scheme": <http scheme of the NF service API>,
      "authority": <authority part of the NF service API URI>,
      "path": <path part of the NF service API URI>,
      "protocolVersion": <HTTP protocol version>,
      "queryFragment": <query fragment of the NF service API, if available>
    },
  "headers":
    [
      {
        "header": <name of HTTP header 1>,
        "value": {"headerval": <string carrying value of the header>}
      },
      {
        "header": <name of HTTP header 2>,
        "value": {"encBlockIndex": 1}
      }
    ],
  "payload":
    [
      {
        "iePath": <JSON Pointer of IE 1>,
        "ieValueLocation": "BODY",
        "value": <value of IE>
      },
      {
        "iePath": <JSON Pointer of IE 2 - which is a RefToBinary type IE>,
        "ieValueLocation": "BODY",
        "value": <value of the Content ID>
      },
      {
        "iePath": <JSON Pointer of IE 2 - which is a RefToBinary type IE>/contenttype,
        "ieValueLocation": "MULTIPART_BINARY",
        "value": <value of the Content Type>
      },
      {
        "iePath": <JSON Pointer of IE 2 - which is a RefToBinary type IE>/data,
        "ieValueLocation": "MULTIPART_BINARY",
        "value": <BASE 64 encoded byte array of the binary part>
      }
      {
        "iePath": <JSON Pointer of IE 3 - which is a RefToBinary type IE>,
        "ieValueLocation": "BODY",
        "value": <value of the Content ID>
      },
      {
        "iePath": <JSON Pointer of IE 2 - which is a RefToBinary type IE>/contenttype,
        "ieValueLocation": "MULTIPART_BINARY",
        "value": <value of the Content Type>
      },
      {
        "iePath": <JSON Pointer of IE 3 - which is a RefToBinary type IE>/data,
        "ieValueLocation": "MULTIPART_BINARY",
        "value": {"encBlockIndex": 2}
      }
    ]
}

The DataToIntegrityProtectAndCipherBlock for this example looks like
{
  "dataToEncrypt":
    [
      {<value of HTTP header 2>},
      {<byte array containing BASE 64 encoding of the binary part>}
    ]
}


* * * End of Changes * * * *

image1.emf
 [ “hdr1val”, {payload 1}, 

“payload 2”, …]

N32fReformattedReqMsg / 

N32fReformattedRspMsg

reformattedData

modificationsBlock

FlatJweJson

Unprotected, 

headers

payload

JWS signature

FlatJwsJson

Operations (array of 

PatchItem)

identity

nexthopid

BASE64URL

(Modifications)

Headers, protected, 

unprotected

iv

ciphertext = 

BASE64URL(JWE 

CipherText)

aad

Input to JWE Cipher Text

(

DataToIntegrityProtecAnd 

CiphertBlock

)

requestLine / 

statusLine

Headers =

array{”header”: <header name>,

“value”: {free form obj}”

JsonPayload = 

[{

“ieName”: <iename>,

“value”: {free form obj

},

]

BASE64URL

(

DataToIntegrityProtectBlock

)

metaData(n32fContextId)


Microsoft_Visio_Drawing.vsdx

[ “hdr1val”, {payload 1}, “payload 2”, …]
N32fReformattedReqMsg / N32fReformattedRspMsg

reformattedData
modificationsBlock
FlatJweJson

Unprotected, headers
payload
JWS signature
FlatJwsJson

Operations (array of PatchItem)
identity
nexthopid
BASE64URL
(Modifications)

Headers, protected, unprotected
iv
ciphertext = BASE64URL(JWE CipherText)
aad
Input to JWE Cipher Text
(DataToIntegrityProtecAnd CiphertBlock)

requestLine / statusLine
Headers =
array{”header”: <header name>,
“value”: {free form obj}”
JsonPayload = 
[{
“ieName”: <iename>,
“value”: {free form obj
},
]
BASE64URL
(DataToIntegrityProtectBlock)
metaData(n32fContextId)



image2.emf
{“hdr1value”, {payload1 

obj}, 

“payload2 val”,…}

Input for Cipher Text

BASE64UR

L(JWE 

Ciphertext)

Ciphertext part of 

FlatJweJson

Φ(Input)

Encryption 

Function

BASE64URL

Transform


Microsoft_Visio_Drawing1.vsdx
{“hdr1value”, {payload1 obj},  “payload2 val”,…}
Input for Cipher Text

BASE64URL(JWE Ciphertext)
Ciphertext part of FlatJweJson
Φ(Input)
Encryption 
Function
BASE64URL
Transform





