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Additional discussion(if needed):
…
Proposed changes:
*** 1st Change ***
[bookmark: _Toc20395857][bookmark: _Toc36041189][bookmark: _Toc49955266][bookmark: _Toc56609962][bookmark: _Toc59019526][bookmark: _Toc20395864][bookmark: _Toc36041196][bookmark: _Toc49955273][bookmark: _Toc56609969][bookmark: _Toc59019533][bookmark: _Toc56609979][bookmark: _Toc59019543]1	Scope
The present document provides the stage 3 specification of the PFD Management Service of the 5G system.
The stage 2 definition and related procedures of the PFD Management Service are contained in 3GPP TS 23.502 [3] and 3GPP TS 23.503 [4]. The 5G System Architecture is defined in 3GPP TS 23.501 [2].
The Technical Realization of the Service Based Architecture and the Principles and Guidelines for Services Definition of the 5G System are specified in 3GPP TS 29.500 [5] and 3GPP TS 29.501 [6].
The Packet Flow Description Function (PFDF) provides the PFD Management Service to NF service consumers (e.g. Session Management Function). The PFDF is functionality within the NEF.
*** 2nd Change ***
4.1.1	Overview
The PFD Management Service, as defined as defined in 3GPP TS 23.501 [2], 3GPP TS 23.502 [3] and 3GPP TS 23.503 [4], is provided by the Packet Flow Description Function (PFDF).
The only known NF Service service Consumer consumer is the SMF.
This service:
-	allows an SMF to subscribe to and unsubscribe from PFD changes;
-	notifies an SMF about changes of PFDs; and
-	allows an SMF to retrieve PFDs.
*** 3rd Change ***
[bookmark: _Toc20395867][bookmark: _Toc36041199][bookmark: _Toc49955276][bookmark: _Toc56609972][bookmark: _Toc59019536]4.1.3.1	Packet Flow Description Function (PFDF)
The Packet Flow Description Function (PFDF):
-	provides PFDs associated with one or more Application Identifiers; and
-	allows NF service consumers to subscribe to and unsubscribe from notifications on changes of PFDs for Application Identifier.

*** 4th Change ***
[bookmark: _Toc20395870][bookmark: _Toc36041202][bookmark: _Toc49955279][bookmark: _Toc56609975][bookmark: _Toc59019539]4.2.1	Introduction
Service operations defined for the Nnef_PFDmanagement Service are shown in table 4.2.1-1.
Table 4.2.1-1: Nnef_PFDmanagement Service Operations
	Service Operation Name
	Description
	Initiated by

	Nnef_PFDmanagement_Fetch
	Provides the PFDs for application identifier(s) to the NF service consumer by the full pull or partial pull.
	NF service consumer
(e.g. SMF)

	Nnef_PFDmanagement_Subscribe
	Allows NF service consumers to subscribe to notifications on events when the PFDs for application identifier(s) change.
	NF service consumer
(e.g. SMF)

	Nnef_PFDmanagement_Notify
	Notifies NF service consumers to update and/or delete the PFDs for application identifier(s) or notifies NF service consumer to retrieve the PFDs for application identifier(s).
	PFDF

	Nnef_PFDmanagement_Unsubscribe
	Allows NF service consumers to unsubscribe from notifications on PFDs change events.
	NF service consumer
(e.g. SMF)



*** 5th Change ***
[bookmark: _Toc20395873][bookmark: _Toc36041205][bookmark: _Toc49955282][bookmark: _Toc56609978][bookmark: _Toc59019542]4.2.2.2	Retrieval of PFDs by the full pull
This procedure, as shown in Figure 4.2.2.2-1, is used to retrieve PFDs for an application identifier from the PFDF by the full pull for requested application identifier(s). This procedure enables the NF service consumer to retrieve PFDs for an Application Identifier(s) from the PFDF:
-	when a PCC rule with this application identifier is provided/activated by the PCF and the PFDs provided by the PFDF are not available at the NF service consumer;
-	when the caching timer for an application identifier elapses and a PCC rule for this application identifier is still active.
When the SMF removes the last PCC rule that refers to the corresponding application identifier, or when the caching timer expires and no PCC rule refers to the application identifier, the SMF may remove the PFD(s) related with the application identifier.
The PFDs retrieved from PFDF take precedence over any PFDs pre-configured in the SMF. If all PFDs retrieved from the PFDF are removed for an application identifier, the pre-configured PFDs shall be applied again for the application identifier.



Figure 4.2.2.2-1: Retrieval of PFDs by the full pull
1.	The NF service consumer (e.g. SMF) shall send a GET request to the resource representing the PFDs for the requested application identifier(s):
-	for PFDs of an individual application identifier, the request URI shall be set to "{apiRoot}/nnef‑pfdmanagement/v1/applications/{appId}"; and
-	for PFD of a collection of application identifiers, the request URI shall be set to "{apiRoot}/nnef‑pfdmanagement/v1/applications/" with query parameters indicating the requested application identifier(s).
2.	On success, an HTTP "200 OK" response shall be returned, with the payload body containing a representation of an "Individual application PFD" resource or a "PFD of applications" resource for the requested application identifier(s). The NF service consumer shall replace the stored PFD(s) retrieved from the PFDF with the new received PFD(s) for the requested application identifier(s). If the PFD(s) of one or more requested application identifier(s) are not provided in the response, the NF service consumer shall remove the PFD(s) of these requested application identifier(s) and re-apply the pre-configured PFDs.

On failure, one of the HTTP status codes listed in table 5.3.2.3.1-3 or table 5.3.3.3.1-3 shall be returned. For "404 Not Found", the NF service consumer shall remove the PFD(s) of the requested application identifier(s) in the NF service consumer and re-apply the pre-configured PFDs.

*** 6th Change ***
4.2.2.3	Retrieval of PFDs by the partial pull
This procedure, as shown in Figure 4.2.2.3-1, is used to retrieve PFDs for an application identifier from the PFDF by the partial pull for requested application identifier(s) if the "PartialPull" feature defined in subclause 5.8 is supported both by NF service consumer and PFDF. This procedure enables the NF service consumer to retrieve PFDs for an Application Identifier(s) from the PFDF when the caching timer for an application identifier elapses and a PCC rule for this application identifier is still active.



Figure 4.2.2.3-1: Retrieval of PFDs by the partial pull
1.	The NF service consumer (e.g. SMF) shall send an HTTP POST message to the resource "{apiRoot}/nnef‑pfdmanagement/v1/applications/partial-pull". The NF service consumerSMF shall include one or more ApplicationForPfdRequest data structure in the payload body of the HTTP POST. With the ApplicationForPfdReqeust data structure, the NF service consumer shall include the application identifier within the "applicationId" attribute and the timestamp of the PFDs received in the last provisioning for the application identifier within the "pfdTimestamp" attribute.
2.	If the PFDF accepted the HTTP POST request, the PFDF shall send to the NF service consumer:
-	the HTTP "200 OK" response (as shown in figure 4.2.2.3-1, step 2a) including one or more PfdDataForApp data structure if the PFDF determines that PFD(s) corresponding to one or more application identifier is changed since the last request based on the timestamp received in the request for the application identifier. Within the PfdDataForApp data type, the PFDF shall include the application identifier within the "applicationId" attribute, the new timestamp within the "pfdTimestamp" attirbute and create/update/remove the PFDs as follows:
-	include the new PFD(s) with new PFD identifier(s) within the "pfds" attribute if the new PFD(s) is added for the application identifier; 
-	include the new PFD(s) with existing PFD identifier(s) within the "pfds" attribute if the existing PFD(s) is updated for the application identifier;
-	include the existing PFD identifier(s) without any content within the "pfds" attribute if the existing PFD(s) is removed for the application identifier;
-	not include the "pfds" attribute if the PFD(s) is removed for the application identifier.
NOTE 1:	The PFDF does not include the PfdDataForApp data type for the application identifier whose PFD(s) is not updated since last request.
NOTE 2	If the PFDF determines that the PFDs are changed since the last request but cannot determine what changes have been applied to the individual PFD(s) for an application identifier, the PFDF can include the full list of the PFD(s) in the PfdDataForApp data type.
-	the HTTP "204 No Content" response (as shown in figure 4.2.2.3-1, step 2b) if the PFD(s) for all the requested application identifier(s) are not changed since last request.
When the NF service consumer receives the response with "200 OK" status code, the NF service consumer shall
-	install all the new provided PDF(s) for an application identifier if full list of PFD(s) is received;
-	delete the existing PFD(s) for an application identifier(s) where no PFD(s) is received;
-		install a new PFD(s) if the new PFD(s) with a new PFD identifier(s) is received;
-	update an existing PFD(s) if a new PFD(s) with the same PFD identifier(s) is received;
-	delete an existing PFD(s) if the same PFD identifier(s) without any content is received.
*** 7th Change ***
[bookmark: _Toc20395876][bookmark: _Toc36041208][bookmark: _Toc49955285][bookmark: _Toc56609982][bookmark: _Toc59019546]4.2.3.2	Subscription for event notifications on PFDs change
This procedure, as shown in Figure 4.2.3.2-1, is used to subscribe to notifications on events when the PFDs for application identifier(s) change.

[image: ]
Figure 4.2.3.2-1: Creation of a subscription for event notifications on PFDs change
1.	The NF service consumer (e.g. SMF) shall send a POST request to the request URI representing the collection of PFD subscriptions resource "{apiRoot}/nnef‑pfdmanagement/v1/subscriptions". The request payload body shall include:
-	subscribed application identifier(s) optionally, and;
-	an URI where to receive the requested notifications as "notifyUri" attribute.
2.	If the request is accepted, the PFDF shall: 
-	create a new subscription;
-	assign a subscriptionId;
-	store the subscription; and
-	send an HTTP "201 Created" response, with the payload body containing a representation of the created subscription, and the Location header containing the resource URI of the created subscription "{apiRoot}/nnef-pfdmanagement/v1/subscriptions/{subscriptionId}".
	Otherwise, one of the HTTP status codes listed in table 5.3.4.3.1-3 shall be returned.
*** 8th Change ***
[bookmark: _Toc20395877][bookmark: _Toc36041209][bookmark: _Toc49955286][bookmark: _Toc56609983][bookmark: _Toc59019547]4.2.3.3	Subscription update for event notifications on PFDs change
This procedure, as shown in Figure 4.2.3.3-1, is used to update an existing subscription to notifications on events when the PFDs for application identifier(s) change.



Figure 4.2.3.3-1: Update of a subscription for event notifications on PFDs change
1.	If the feature PfdChgSubsUpdate is supported, the NF service consumer (i.ee.g. SMF) shall send a PUT request to the resource URI representing the targeted PFD subscription resource "{apiRoot}/nnef‑pfdmanagement/v1/subscriptions/{subscriptionId}". The request payload body shall include:
-	subscribed application identifier(s) optionally; and;
-	an URI where to receive the requested notifications as "notifyUri" attribute.
2.	If the feature PfdChgSubsUpdate is supported and the request is accepted, the PFDF shall: 
-	update the subscription; and
-	send an HTTP "200 OK" response with the payload body containing a representation of the updated subscription.
	Otherwise, one of the HTTP status codes listed in table 5.3.5.3.2-3 shall be returned.
*** 9th Change ***
[bookmark: _Toc20395880][bookmark: _Toc36041212][bookmark: _Toc49955289][bookmark: _Toc56609986][bookmark: _Toc59019550]4.2.4.2	Notification of PFD change



Figure 4.2.4.2-1: Notification of PFD change
1.	The PFDF shall send a POST request to the NF service consumer (e.g. SMF) targeting the URI "{notifyUri}, where {notifyUri} is the notification URI provided during the creation of the subscription resource as specified in subclause 4.2.3.2. The payload body of the POST request shall contain one or more PfdChangeNotification data structure(s).
2	If the notification is accepted, the NF service consumer shall reply with:
-	"204 No Content" indicating the successful provisioning of all PFDs; or
-	"200 OK" and the payload body of the response shall contain "PfdChangeReport" data structure with detailed information of failed application(s).
	Otherwise, one of the HTTP status codes listed in table 5.5.2.3.1-3 shall be returned.
*** 10th Change ***
[bookmark: _Toc49955290][bookmark: _Toc56609987][bookmark: _Toc59019551]4.2.4.3	Notification PUSH



[bookmark: _Hlk49333119]Figure 4.2.4.3-1: Notification PUSH
[bookmark: _Hlk49495636]1.	If the NotificationPush feature defined in subclause 5.8 is supported, and when the PFDF only notifies the NF service consumer to retrieve or remove the PFDs for application identifier(s), then the PFDF shall send a POST request to the NF service consumer (e.g. SMF) with "{notifyUri}/notifypush" as URI (where the "notifyUri" was previously supplied by the NF service consumer) and one or more NotificationPush data structure as request body. Each NotificationPush data structure shall include the application identifier(s) within the "appIds" attribute, the "pfdOp" attribute set to the value "RETRIEVE" or "REMOVE" and may include the "allowedDelay" attribute containing the allowed delay time if received when the "pfdOp" attribute is set to "RETRIEVE". 
2	If the NF service consumer (e.g. SMF) accepts the received POST request, the NF service consumer shall send an HTTP "204 No Content" response.
[bookmark: _Hlk55499212]After the successful processing of the HTTP POST request, if the PFDF requests the NF service consumerSMF to retrieve the PFD(s) with the "pfdOp" attribute set to the value "RETRIEVE", the NF service consumer (e.g. SMF) shall invoke the Nnef_PFDmanagement_Fetch Service Operation defined in subclause 4.2.2 to retrieve the PFD(s) for the application identifier(s). If the "allowedDelay" attribute is provided for one or more application(s), the NF service consumer (e.g  SMF) shall retrieve the PFD within the allowed delay time, if the PFDF requests the NF service consumerSMF to remove the PFD(s) with the "pfdOp" attribute set to the value "REMOVE", the NF service consumerSMF shall remove the PFD(s) for the application identifier(s) and re-apply the pre-configured PFDs.
If errors occur when processing the HTTP POST request, the NF service consumer shall apply error handling procedures as specified in subclause 5.7.
Editor’s Note:	Whether the PFDF needs to indicate the SMF how to retrieve the PFD(s) (i.e. by invoking full pull or partial pull procedure) in the notificaito push is FFS.
*** 11th Change ***
[bookmark: _Toc20395883][bookmark: _Toc36041215][bookmark: _Toc49955293][bookmark: _Toc56609990][bookmark: _Toc59019554]4.2.5.2	Unsubscribe from event notifications on PFDs change



Figure 4.2.5.2-1: Unsubscribe from event notifications on PFDs change
1.	The NF Service service Consumer consumer (e.g. SMF) shall send a DELETE request to the resource URI representing the individual PFD subscription. The request body shall be empty.
2.	If the request is accepted, an HTTP "204 No Content" response shall be returned. The response body shall be empty.

Otherwise, one of the HTTP status codes listed in table 5.3.5.3.1-3 shall be returned.
*** 12th Change ***
[bookmark: _Toc20395926][bookmark: _Toc36041258][bookmark: _Toc49955336][bookmark: _Toc56610037][bookmark: _Toc59019601]5.5.2.3.1	POST
This method shall support the URI query parameters specified in table 5.5.2.3.1-1.
Table 5.5.2.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 5.5.2.3.1-2 and the response data structures and response codes specified in table 5.5.2.3.1-3.
Table 5.5.2.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	array(PfdChangeNotification)
	M
	1..N
	Provides PFD change information.



Table 5.5.2.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response codes
	Description

	n/a
	
	
	204 No Content
	The PFD operation in the notification is performed successfully, i.e. all PFD changes are accepted by the NF service consumerSMF.

	array(PfdChangeReport)
	M
	1..N
	200 OK
	The PFD operation in the notification is performed and the PfdChangeReport indicates failure reason for each failed application in the partial success.

	ProblemDetails
	O
	0..1
	500 Internal Server Error
	The server encountered an unexpected condition that prevented it from fulfilling the request. PFDs for all applications are not accepted by the NF service consumerSMF. (NOTE 2)

	NOTE 1:	In addition, the HTTP status codes which are specified as mandatory in table 5.2.7.1-1 of 3GPP TS 29.500 [5] for the POST method shall also apply.
NOTE 2:	Failure cases are described in subclause 5.7.



*** 13th Change ***
[bookmark: _Toc49955351][bookmark: _Toc56610052][bookmark: _Toc59019616][bookmark: _GoBack]5.6.2.7	Type: NotificationPush
Table 5.6.2.7-1: Definition of type NotificationPush
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	appIds
	array(ApplicationId)
	M
	1..N
	Identifiers of one or more applications.
	

	allowedDelay
	DurationSec
	O
	0..1
	Indicates the time limit that the NF service consumerSMF shall retrieve the PFD(s).
	

	pfdOp
	PfdOperation
	O
	0..1
	Indication the operation of the PFDs.
	



*** 14th Change ***
[bookmark: _Toc20395943][bookmark: _Toc36041275][bookmark: _Toc49955359][bookmark: _Toc56610062][bookmark: _Toc59019626]5.8	Feature negotiation
The optional features in table 5.8-1 are defined for the Nnef_PFDmanagement API. They shall be negotiated using the extensibility mechanism defined in subclause 6.6 of 3GPP TS 29.500 [5].
Table 5.8-1: Supported Features
	Feature number
	Feature Name
	Description

	1
	PartialUpdate
	The PFDF can use this feature for partial update of PFDs.

	2
	DomainNameProtocol
	This feature supports the additional protocol matching condition for the domain name in PFD data.

	3
	PfdChgSubsUpdate
	The NF service consumerSMF can use this feature for updating the PFD change subscription.

	4
	NotificationPush
	[bookmark: _Hlk49496150]The PFDF can use this feature to notify the NF service consumerSMF to retrieve the PFDs.

	5
	PartialPull
	The NF service consumerSMF can use this feature to retrieve the PFDs by the partial update.



*** 15th Change ***
[bookmark: _Toc20395944][bookmark: _Toc36041276][bookmark: _Toc49955360][bookmark: _Toc56610063][bookmark: _Toc59019627][bookmark: _Hlk525137310]5.9	Security
As indicated in 3GPP TS 33.501 [14] and 3GPP TS 29.500 [5], the access to the Nnef_PFDmanagement API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [15]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [13]) plays the role of the authorization server.
If OAuth2 is used, an NF Service service Consumerconsumer, prior to consuming services offered by the Nnef_PFDmanagement API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [13], subclause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service service Consumer consumer used for discovering the Nnef_PFDmanagement service.
[bookmark: _Hlk530142087]The Nnef_PFDmanagement API defines a single scope "nnef-pfdmanagement" for OAuth2 authorization (as specified in 3GPP TS 33.501 [14]) for the entire service, and it does not define any additional scopes at resource or operation level.

*** End of Changes ***
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