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	Reason for change:
	[bookmark: _Toc58404577][bookmark: _Toc51245745][bookmark: _Toc42246810][bookmark: _Toc42179537][bookmark: _Toc42177185]About generating KAKMA and A-KID at the UE, as per specified in stage 2 SA3 TS 33.535 subclause "6.2	Deriving AKMA Application Key for a specific AF" as below (yellow text):
[bookmark: OLE_LINK62]"1.	The UE shall generate the AKMA Anchor Key (KAKMA) and the A-KID from the KAUSF before initiating communication with an AKMA Application Function. When the UE initiates communication with the AKMA AF, it shall include the derived A-KID (see clause 6.1) in the Application Session Establishment Request message. UE may derive KAF before sending the message or afterwards."
Then at stage 3 CT1, about deriving KAKMA and A-KID at the UE, as per specified in TS 24.501 as below (green text):
"Upon receiving a request from upper layers to obtain AKMA Anchor Key (KAKMA) and AKMA Key Identifier (A-KID), the UE shall derive the KAKMA and the AKMA Temporary Identifier (A-TID) from the KAUSF if available as specified in 3GPP TS 33.535 [24A], shall further derive the A-KID from the A-TID as specified in 3GPP TS 33.535 [24A] and shall provide KAKMA and A-KID to the upper layers."
From stage 3 implementation perspective, “The UE” in above SA3 yellow text actually covers both the UE upper layers and the UE NAS layer (that is to say, the inter-layer interaction inside the UE was hidded in SA3), while “the UE” in above CT1 green text only refers to the UE NAS layer.

Hence, when linking above SA3 yellow text and above CT1 green text, in order to implement above SA3 yellow text in stage 3, one can see that whenever the UE upper layers need to initiate the communication with an AKMA Application Function, the UE upper layers shall request the UE NAS layer to obtain KAKMA and A-KID. 

However, currently this is missing in stage 3 protocol. As this enforces requirement at the UE upper layers, not at the UE NAS layer, then it is proposed to add a NOTE to capture this in TS 24.501, similar as below existing NOTE 1 done for AKMA, to capture UE upper layer handling:
"NOTE 1:	The upper layers derive the AKMA Application Key (KAF) from KAKMA as specified in 3GPP TS 33.535 [24A]."


	
	

	Summary of change:
	It is proposed to add a NOTE in TS 24.501 that the upper layers request from the UE NAS layer to provide KAKMA and A-KID before upper layers initiate the communication with an AKMA application function..

	
	

	Consequences if not approved:
	The stage 2 requirements on obtaining KAKMA and A-KID at the UE was not fully implemented in stage 3.
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* * * First Change * * * *
[bookmark: _Toc59215166]4.21	Authentication and Key Management for Applications (AKMA)
The purpose of AKMA is to provide authentication and key management to applications based on 3GPP credentials used for 5GS access as specified in 3GPP TS 33.535 [24A], which allows the UE to securely exchange data with an application server.
Upon receiving a request from upper layers to obtain AKMA Anchor Key (KAKMA) and AKMA Key Identifier (A-KID), the UE shall derive the KAKMA and the AKMA Temporary Identifier (A-TID) from the KAUSF if available as specified in 3GPP TS 33.535 [24A], shall further derive the A-KID from the A-TID as specified in 3GPP TS 33.535 [24A] and shall provide KAKMA and A-KID to the upper layers.
NOTE 1:	The upper layers derive the AKMA Application Key (KAF) from KAKMA as specified in 3GPP TS 33.535 [24A].
NOTE 2:	The knowledge of whether a certain application needs to use AKMA or not is application specific and is out of the scope of 3GPP.
NOTE 3:	The exact method of securing the data exchange at upper layers using KAF is application specific and is out of the scope of 3GPP.
NOTE x:	The upper layers request the UE NAS layer to provide KAKMA and A-KID before the upper layers initiate communication with an AKMA application function.
* * * End of Change * * * *

