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	Reason for change:
	According to a note in subclause 3.8,

When the UE is registering or registered to the HPLMN, a PLMN equivalent to the HPLMN or EHPLMN then the HPLMN or EHPLMN may send CAG subscription information related to any PLMN in the "CAG information list".
There are 2 issues with this sentence:

1) The term "a PLMN equivalent to the HPLMN" is ambiguous, because SA1 is using the term “equivalent to the HPLMN” in the context of EHPLMN, see TS 22.011, subclause 3.2.2.1:
It shall be possible for the home network operator to identify alternative Network IDs as the HPLMN. It shall be possible for the home network operator to store in the USIM an indication to the UE that a group of PLMNs are treated as the HPLMN regarding PLMN selection. Any PLMN to be declared as an equivalent to the HPLMN shall be present within the EHPLMN list and is called an EHPLMN. The EHPLMN list replaces the HPLMN derived from the IMSI. When the EHPLMN list is present, any PLMN in this list shall be treated as the HPLMN in all the network and cell selection procedures.
Due to this ambiguity, CT1 has tried to avoid this term in its specifications and has either used "EHPLMN", where applicable, or referred to "a PLMN from the list of equivalent PLMNs" in other places.  

2) As "EHPLMN" is listed as a separate item in the above sentence, the term "a PLMN equivalent to HPLMN" is obviously referring to a PLMN which has the HPLMN included in its list of equivalent PLMNs.

The 2nd issue is, whether it is technically correct to include such a PLMN in the sentence above, i.e. whether such a PLMN should be allowed to provide the UE with CAG subscription information related to any other PLMN.

According to stage 2 (TS 23.501, subclause 5.30.3.3) the answer is "no":
When the UE is roaming and the Serving PLMN provides CAG information, the UE shall update only the CAG information provided for the Serving PLMN while the stored CAG information for other PLMNs are not updated. When the UE is not roaming and the HPLMN provides CAG information, the UE shall update the CAG information stored in the UE with the received CAG information for all the PLMNs.

because the UE is certainly roaming when it is an PLMN different from the HPLMN and different from an EHPLMN. So the current stage 3 text is in contradiction to stage 2.

From security point of view, it should be noted that in principle any VPLMN can include the HPLMN in the Equivalent PLMN list in the Registration Accept message. So, if we allow "a PLMN equivalent to the HPLMN" to provide this UE with CAG subscription information related to other PLMNs, the security gap (C1-202617) is kept wide open. I.e., for security reasons, these PLMNs should be removed from the sentence.

Additional issue: The note in subclause 3.8 contains a normative statement ("may") for the HPLMN/EHPLMN. With the exception of annex C, TS 23.122 is generally applicable for the MS only; therefore, it is proposed to replace the "may" with a "can".

Interoperability analysis

A) A UE implemented according to the present CR operating in a legacy network will ignore CAG subscription information related to PLMNs different from the serving PLMN when it is not in its HPLMN or EHPLMN. This is the intended behaviour.

B) A legacy UE operating in a network implemented according to the present CR will not receive CAG subscription information related to PLMNs different from the serving PLMN when it is not in its HPLMN or EHPLMN. So there is no interoperability issue.

	
	

	Summary of change:
	Providing the UE with CAG subscription information related to PLMNs different from the serving PLMN is only allowed in the HPLMN and EHPLMN, if any, but not in "a PLMN equivalent to the HPLMN" (i.e. a PLMN which has the HPLMN included in its list of equivalent PLMNs).

	
	

	Consequences if not approved:
	Security issue remains unsolved. I.e. any VPLMN which has a roaming agreement with the HPLMN can include the HPLMN in the equivalent PLMN list and manipulate the CAG information stored in the ME for any other PLMN.
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3.8
CAG selection (N1 mode only)

The MS may support CAG.

If the MS supports CAG, the MS can be provisioned with a "CAG information list", consisting of zero or more entries, each containing:

a)
a PLMN ID;

b)
an "Allowed CAG list". The "Allowed CAG list" contains zero or more CAG-IDs; and

c)
an optional "indication that the MS is only allowed to access 5GS via CAG cells".
The "CAG information list" is stored in the ME. 
NOTE: 
When the UE is registering or registered to a PLMN other than the HPLMN or EHPLMN, then the HPLMN will send a "CAG information list" consisting of CAG subscription information related to the serving PLMN only. When the UE is registering or registered to the HPLMN or EHPLMN then the HPLMN or EHPLMN can send CAG subscription information related to any PLMN in the "CAG information list".
If the MS supports CAG and a PLMN is selected as described in subclause 4.4.3.1.1, the automatic CAG selection is performed as part of subclause 4.4.3.1.1.

If the MS supports CAG and a PLMN is selected as described in subclause 4.4.3.1.2, the manual CAG selection is performed as part of subclause 4.4.3.1.2.
The NAS shall provide the AS with a "CAG information list", if available. If the contents of the "CAG information list" have changed, the NAS shall provide an updated "CAG information list" to the AS.
