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	Reason for change:
	Currently there is no description when the Rejection Cause "UE security capabilities mismatch" can be sent from the target UE in the DIRECT LINK SECURITY MODE REJECT. 

And it is not clear when this cause shall be used for PC5 unicast link security mode control procedure, which also causes confusion with the other causes carrying similar names such as " UE PC5 unicast signalling security policy mismatch" and "Security policy not aligned".

The same for the rejection cause "LSBs of KNRP-sess ID conflict" where it is not mentioned when it shall be used.

This is clarified in this CR, by adding descriptions to the causes "UE security capabilities mismatch" and "LSBs of KNRP-sess ID conflict".

	
	

	Summary of change:
	It is clarified in which situations the Rejection Causes " UE security capabilities mismatch" and "LSBs of KNRP-sess ID conflict" are sent by the target UE.

Also, another correction is made in subclause 6.1.2.7.5 which is, the message SECURITY MODE REJECT is renamed to the correct name which is DIRECT LINK SECURITY MODE REJECT

	
	

	Consequences if not approved:
	Ambiguity remains in the spec, regarding the Rejection Causes and their usage, which can lead to wrong implementation.
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[bookmark: _Hlk50363045]***** First change *****
[bookmark: _Toc34388641][bookmark: _Toc34404412][bookmark: _Toc45282241][bookmark: _Toc45882627][bookmark: _Toc51951177]6.1.2.7.5	PC5 unicast link security mode control procedure not accepted by the target UE
If the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted, the target UE shall send a DIRECT LINK SECURITY MODE REJECT message and abort the ongoing procedure that triggered the initiation of the PC5 unicast link security mode control procedure. The DIRECT LINK SECURITY MODE REJECT message contains a PC5 signalling protocol cause IE indicating one of the following cause values:
#a:	authentication failure;
#b:	integrity failure;
#c:	UE security capabilities mismatch; 
#d:	LSBs of KNRP-sess ID conflict;
#e:	UE PC5 unicast signalling security policy mismatch; or
#111:	protocol error, unspecified.
If the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, that the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message included the null integrity protection algorithm and the target UE’s PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required", the target UE shall include PC5 signalling protocol cause #e "UE PC5 unicast signalling security policy mismatch" in the DIRECT LINK SECURITY MODE REJECT message.
If the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link re-keying procedure, the integrity protection algorithm currently in use for the PC5 unicast link is different from the null integrity protection algorithm and the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message include the null integrity protection algorithm, the target UE, the target UE shall include PC5 signalling protocol cause #e "UE PC5 unicast signalling security policy mismatch" in the DIRECT LINK SECURITY MODE REJECT message.
If the target UE detects that the received UE security capabilities IE in the DIRECT LINK SECURITY MODE COMMAND message has been altered compared to the latest values that the target UE sent to the initiating UE in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message, the target UE shall include PC5 signalling protocol cause #8 "UE security capabilities mismatch" in the DIRECT LINK SECURITY MODE REJECT message.
If the target UE detects that the 8 LSBs of KNRP-sess ID included in the DIRECT LINK SECURITY MODE COMMAND message are set to the same value as those received from another UE in response to the target UE’s DIRECT LINK ESTABLISHMENT REQUEST message, the target UE shall include PC5 signalling protocol cause #9 "LSBs of KNRP-sess ID conflict" in the DIRECT LINK SECURITY MODE REJECT message.
Upon receipt of the DIRECT LINK SECURITY MODE REJECT message, the initiating UE shall stop timer T5007 and:
a)	if the PC5 signalling protocol cause IE in the DIRECT LINK SECURITY MODE REJECT message is set to #d, retransmit the DIRECT LINK SECURITY MODE COMMAND message with a different value for the 8 LSBs of KNRP-sess ID; and
***** End of changes *****
