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	Reason for change:
	IETF draft-ietf-sipcore-sip-token-authnz has now been published as RFC 8898, and therefore the specification requires updating to the published version.

Changes between the referenced version draft-ietf-sipcore-sip-token-authnz-02 and RFC 8898:
-	new media feature tag "sip.token" removed from RFC 8898;
-	added description of token types and formats;
-	removed section defining a confidential UA and a public UA;
-	registration flows modified due to the removal of media feature tag "sip.token";
-	specified SIP procedures that apply to the "Bearer" authentication mechanism: in addition to UAC behaviour specified UAS and Registrar behaviour, and proxy behaviour;
	specified that when the UAC sends a request, it must include an Authorization header field with a "Bearer" scheme carrying a valid access token obtained from the AS indicated in the challenge in the request and added that based on local policy, the UAC may include an access token that has been used for another dialog, or for another stand-alone request, if the target of the new request is the same;
-	added access token claims description;
-	"Bearer" scheme syntax modified i.e. in RFC 8898 the syntax changed as follows:
· names of the "scope" and "error" parameters are changed to "scope-param" and "error-param";
· value of the authz-server defined in draft as quoted-string changed in RFC 8898 to be https-URI defined in RFC 7230);
· in RFC 8898 added that "scope" and "error" parameters are defined in RFC 6749;
· added that the UAC will use the scope provided by the registrar to contact the AS and obtain a proper token with the requested scope;
-	security considerations updated;
-	IANA Considerations:
· added new Proxy-Authenticate header field parameters "authz_server", "error" and "scope";
· added new WWW-Authenticate header field parameters "authz_server", "error" and "scope".

However, these changes are not impacting the current text in TS 24.371.
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*** First Change ***
[bookmark: _Toc20155025]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[bookmark: ref21905][1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	IETF RFC 7118: "The WebSocket Protocol as a Transport for the Session Initiation Protocol (SIP)".
[3]	3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".
[4]	3GPP TS 23.228: " IP Multimedia Subsystem (IMS); Stage 2".
[5]	IETF RFC 5763: "Framework for Establishing a Secure Real-time Transport Protocol (SRTP) Security Context Using Datagram Transport Layer Security (DTLS)".
[6]	IETF RFC 5764: "Datagram Transport Layer Security (DTLS) Extension to Establish Keys for the Secure Real-time Transport Protocol (SRTP)".
[7]	3GPP TS 22.173: "IP Multimedia Core Network Subsystem (IMS) Multimedia Telephony Service and supplementary services; Stage 1".
[8]	3GPP TS 24.173: "IMS multimedia telephony communication service and supplementary services; Stage 3".
[9]	3GPP TS 33.203: "Access security for IP based services".
[10]	RFC 6750 (October 2012): "The OAuth 2.0 Authorization Framework: Bearer Token Usage".
[11]	3GPP TS 23.292: "IP Multimedia Subsystem (IMS) Centralized Services; Stage 2".
[12]	RFC 5009 (September 2007): "Private Header (P-Header) Extension to the Session Initiation Protocol (SIP) for Authorization of Early Media".
[13]	3GPP TS 23.334: "IMS Application Level Gateway (IMS-ALG) – IMS Access Gateway (IMS-AGW) interface".
[14]	RFC 4145 (September 2005): "TCP-Based Media Transport in the Session Description Protocol (SDP)".
[15]	RFC 4572 (July 2006): "Connection-Oriented Media Transport over the Transport Layer Security (TLS) Protocol in the Session Description Protocol (SDP)".
[16]	draft-ietf-rtcweb-data-channel-13 (January 2015): "WebRTC Data Channels".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[17]	draft-ietf-rtcweb-data-protocol-09 (January 2015): "WebRTC Data Channel Establishment Protocol".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[18]	draft-ietf-mmusic-sctp-sdp-25 (March 2017): "Stream Control Transmission Protocol (SCTP)-Based Media Transport in the Session Description Protocol (SDP)".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[19]	RFC 3261 (June 2002): "SIP: Session Initiation Protocol".
[20]	RFC 3264 (June 2002): "An Offer/Answer Model with the Session Description Protocol (SDP)".
[21]	RFC 7675 (October 2015): "STUN Usage for Consent Freshness".
[22]	RFC 5245 (April 2010): "Interactive Connectivity Establishment (ICE): A Protocol for Network Address Translator (NAT) Traversal for Offer/Answer Protocols".
[bookmark: _Hlk505849451][23]	RFC 8261 (November 2017): "Datagram Transport Layer Security (DTLS) Encapsulation of SCTP Packets".[24]	RFC 6455 (December 2011): "The WebSocket Protocol".
[25]	draft-ietf-mmusic-sdp-bundle-negotiation-29 (April 2016): "Negotiating Media Multiplexing Using the Session Description Protocol (SDP)".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[26]	RFC 3581 (August 2003): "An Extension to the Session Initiation Protocol (SIP) for Symmetric Response Routing".
[bookmark: _Hlk13829901][27]	RFC 8898draft-ietf-sipcore-sip-token-authnz-02 (SeptemberJuly 202019): "Third-Party Token-bBased Authentication and Authorization for Session Initiation Protocol (SIP)".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[28]	RFC 6544 (March 2012): "TCP Candidates with Interactive Connectivity Establishment (ICE)".
[29]	Void.
[30]	draft-ietf-rtcweb-overview-18 (March 2017): "Overview: Real Time Protocols for Brower-based Applications".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[31]	Void.
[32]	RFC 3310 (September 2002): "Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and Key Agreement (AKA)".
[33]	RFC 4169 (November 2005): "Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and Key Agreement (AKA) Version-2".
[34]	3GPP TS 26.114: "IP multimedia subsystem (IMS); Multimedia telephony, Media handling and interaction".
[35]	RFC 7519 (May 2015): "JSON Web Token (JWT)".
[36]	Void.
[37]	Void.
[38]	RFC 5761 (April 2010): "Multiplexing RTP Data and Control Packets on a Single Port".
[39]	draft-ietf-ice-trickle-09 (April 2017): "Trickle ICE: Incremental Provisioning of Candidates for the Interactive Connectivity Establishment (ICE) Protocol".
[40]	RFC 5766 (April 2010): "Traversal Using Relays around NAT (TURN): Relay Extensions to Session Traversal Utilities for NAT (STUN)".

*** Next Change ***
[bookmark: _Toc20155075]6.2.2	WIC registration of individual public user identity based on web authentication
In this subclause it is assumed that SIP over Websockets is used as the signalling protocol on the W2 interface and the user has a subscription with an individual IMPU, but uses a web identity and authentication scheme, e.g. OAuth 2.0, to authenticate with the WWSF or the WAF. 
As specified in 3GPP TS 33.203 [9], after receiving the access token from WWSF, which is issued by WAF, the WIC shall:
-	send a SIP REGISTER request to the eP-CSCF via the Websockets connection, which includes:
i)	the Authorization header field with the Bearer scheme containing the access token as described in RFC 8898draft-ietf-sipcore-sip-token-authnz [27]; and
ii)	values for the To header field and the From header field decided by the UE implementation.
NOTE:	The WIC can use the access token to form the values of the To header field and the From header field.
The WIC shall obtain a new access token from the WWSF/WAF before the access token expiry period to continue to get an access to IMS core network.

*** Next Change ***
[bookmark: _Toc20155094]7.2.1	General
The WIC shall support RFC 5763 [5] and RFC 5764 [6].
The WIC using Gm shall follow the procedures as described in 3GPP TS 24.229 [3]. For the WIC using Gm, the appropriate signalling protocol is defined in 3GPP TS 24.229 [3]. The WIC using Gm shall include the Authorization header field with the Bearer scheme containing the valid access token in all SIP requests, as specified in RFC 8898draft-ietf-sipcore-sip-token-authnz [27].
The WIC using non-Gm SIP shall support RFC 3261 [19]. For the WIC using non-Gm, the appropriate signalling protocol is defined in RFC 3261 [19].
The WIC using non-SIP shall support RFC 3264 [20]. For the WIC using non-SIP, the appropriate signalling protocol is out of scope of this specification.

*** End of Changes ***

