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[bookmark: _Toc20129598][bookmark: _Toc27584225]* * * First Change * * * *
5.4.2.2.2	Authentication Information Retrieval
Figure 5.4.2.2.2-1 shows a scenario where the NF service consumer (S-CSCF) retrieves authentication information for the UE from the HSS. The request contains the UE's identity (IMS Private Identity) and the SIP authentication scheme and may contain resynchronization info.


Figure 5.4.2.2.2-1: NF service consumer requesting authentication information
1.	The NF service consumer sends a POST request (custom method: generate-sip-auth-data) to the resource representing the UE's security information. The payload shall contain the S-CSCF name, SIP authentication scheme and the  resynchronization info.
2a.	The HSS responds with "200 OK" with the message body containing the authentication data information. 
2b.	If the operation cannot be authorized due to e.g UE does not have required subcription data, HTTP status code "403 Forbidden" should be returned including additional error information in the response body (in "ProblemDetails" element). 
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.
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Table 6.3.6.2.3-1: Definition of type AuthenticationInfoRequest
	Attribute name
	Data type
	P
	Cardinality
	Description

	cscfServerName
	string
	M
	1
	S-CSCF name in SIP URI format

	sipAuthenticationScheme
	SipAuthenticationScheme
	M
	1
	SIP Authentication Scheme requested by service consumer (S-CSCF)

	sipNumberAuthItems
	SipNumberAuthItems
	O
	0..1
	Number of authentication items (AVs).
Absence indicates that only one AV is requested.
This attribute shall be absent for authentication schemes other than IMS AKA.

	resynchronizationInfo
	ResynchronizationInfo
	O
	0..1
	Contains RAND and AUTS; see 3GPP TS 33.203 [14]. 
This attribute shall be included only if a resynchronization procedure needs to be triggered.
This attribute shall be absent for authentication schemes other than IMS AKA.
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openapi: 3.0.0

************text not shown for clarity*************

# COMPLEX TYPES:

    SipAuthenticationInfoRequest:
      type: object
      required:
        - cscfServerName
        - sipAuthenticationScheme
      properties:
        cscfServerName:
          type: string
        sipAuthenticationScheme:
          $ref: '#/components/schemas/SipAuthenticationScheme'
        sipNumberAuthItems:
          $ref: '#/components/schemas/SipNumberAuthItems'
        resynchronizationInfo:
          $ref: '#/components/schemas/ResynchronizationInfo'


************text not shown for clarity*************

* * * End Of Change * * * *
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