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	Based on the LS on Reply LS on N32-f Protection Policy IE Data-Type Mapping from SA3 in C4-205029, it is indicated the default encryption policies as below:
· UEID: SUPI, charging ID and GPSI;
· Location: cell-id and TAI;
· KEY_MATERIAL: KSEAF and UPU related information;
· AUTHENTICATION_MATERIAL: authentication vectors and EAP payload
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[bookmark: _Toc24986283][bookmark: _Toc34205711][bookmark: _Toc39061895][bookmark: _Toc43277137][bookmark: _Toc49847467][bookmark: _Toc51873487]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[6]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[7]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[8]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[9]	IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content".
[10]	IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".
[11]	IETF RFC 793: "Transmission Control Protocol".
[12]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".
[13]	IETF RFC 7518: "JSON Web Algorithms (JWA)". 
[14]	IETF RFC 7516: "JSON Web Encryption (JWE)".
[15]	IETF RFC 4648: "The Base16, Base32, and Base64 Data Encodings".
[16]	IETF RFC 7515: "JSON Web Signature (JWS)".
[17]	IETF RFC 6901: "JavaScript Object Notation (JSON) Pointer".
[18]	3GPP TS 29.510: "Network Function Repository Services; Stage 3".
[19]	3GPP TS 23.003: "Numbering, addressing and identification".
[20]	3GPP TR 21.900: "Technical Specification Group working methods".
[21]	IETF RFC 7468: "Textual Encodings of PKIX, PKCS, and CMS Structures".
[22]	IETF RFC 7807: "Problem Details for HTTP APIs".
[a]	3GPP TS 29.518: "5G System; Access and Mobility Management Service; Stage 3".
[b]	3GPP TS 29.503: "5G System; Unified Data Management Services; Stage 3".
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[bookmark: _Toc24986286][bookmark: _Toc34205714][bookmark: _Toc39061898][bookmark: _Toc43277140][bookmark: _Toc49847470][bookmark: _Toc51873490]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
IPX	IP Exchange Service
JOSE	Javascript Object Signing and Encryption
JWE	JSON Web Encryption
JWS	JSON Web Signature
PRINS	PRotocol for N32 INterconnect Security
SEPP	Security and Edge Protection Proxy
TLS	Transport Layer Security
UPU	UE Parameters Update

* * * Next Change * * * *

[bookmark: _Toc24986375][bookmark: _Toc34205803][bookmark: _Toc39061987][bookmark: _Toc43277229][bookmark: _Toc49847559][bookmark: _Toc51873579]6.1.5.3.5	Enumeration: IeType
Table 6.1.5.3.5-1: Enumeration IeType
	Enumeration value
	Description

	"UEID"
	These are IEs which carry the of type UE identity (e.gi.e. SUPI and GPSI). This also includes the long-lasting identity Charging ID.
An example of a UEID IE is gpsi IE defined in 3GPP TS 29.518 [a].

	"LOCATION"
	These are IEs which carrying location information (i.e. cell-id and TAI).
An example of a LOCATION IE is ncgi IE defined in 3GPP TS 29.571 [12].

	"KEY_MATERIAL"
	These are IEs which carrying keying material as KSEAF and UPU related information.
An example of a KEY_MATERIAL IE is upuInfo IE defined in 3GPP TS 29.503 [b].

	"AUTHENTICATION_MATERIAL"
	These are IEs which carrying authentication material like authentication vectors and EAP payload.
An example of an AUTHENTICATION_MATERIAL IE is authenticationVector IE defined in 3GPP TS 29.503 [b].

	"AUTHORIZATION_TOKEN"
	These are IEs which carrying authorization Token. The oauth2 access_token would be of this type.
An example of an AUTHORIZATION_TOKEN IE is access_token IE defined in 3GPP TS 29.510 [18].

	"OTHER"
	[bookmark: _GoBack]These are IEs which do not fall into one of the above types, but they would be considered sensitive, and which protection policies may wish to apply confidentiality protectionIE carrying other data requiring encryption.

	"NONSENSITIVE"
	These are IEs which carrying information that are not sensitive. A protection policy would not normally encrypt (confidentiality protect) these.
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