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7
Tunnel management procedures
7.1
General

The purpose of tunnel management procedures is to define the procedures for establishment or disconnection of an end-to-end tunnel between the UE and the ePDG. The tunnel establishment procedure is always initiated by the UE, whereas the tunnel disconnection procedure can be initiated by the UE or the ePDG.

The tunnel is an IPsec tunnel (see IETF RFC 4301 [30]) established via an IKEv2 protocol exchange IETF RFC 7296 [28] between the UE and the ePDG. The UE may indicate support for IETF RFC 4555 [31]. The security mechanisms for tunnel setup using IPsec and IKEv2 are specified in 3GPP TS 33.402 [15].
***** Next change *****
7.2.2
Tunnel establishment

7.2.2.1
Tunnel establishment accepted by the network

Once the ePDG has been selected, the UE shall initiate the IPsec tunnel establishment procedure using the IKEv2 protocol as defined in IETF RFC 7296 [28] and 3GPP TS 33.402 [15].

The UE shall send an IKE_SA_INIT request message to the selected ePDG in order to setup an IKEv2 security association. Upon receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message to the ePDG, including:

-
The type of IP address (IPv4 address or IPv6 prefix or both) that needs to be configured in an IKEv2 CFG_REQUEST Configuration Payload. If the UE requests for both IPv4 address and IPv6 prefix, the UE shall send two configuration attributes in the CFG_REQUEST Configuration Payload: one for the IPv4 address and the other for the IPv6 prefix;

-
The "IDr" payload, containing the APN in the Identification Data, for non-emergency session establishment. For emergency session establishment, the UE shall format the "IDr" payload according to subclause 7.2.5. The UE shall set the ID Type field of the "IDr" payload to ID_FQDN as defined in IETF RFC 7296 [28]. The UE indicates a request for the default APN by omitting the "IDr" payload, which is in accordance with IKEv2 protocol as defined in IETF RFC 7296 [28]; and
-
The "IDi" payload containing the NAI.

The IKE_AUTH request message may also contain:

-
An indication in a notify payload that MOBIKE is supported by the UE;

-
The INTERNAL_IP6_DNS or the INTERNAL_IP4_DNS attribute in the CFG_REQUEST Configuration Payload. The UE can obtain zero or more DNS server addressed in the CFG_REPLY payload within the IKE_AUTH response message as specified in IETF RFC 7296 [28]; or

-
The P_CSCF_IP6_ADDRESS attribute, the P_CSCF_IP4_ADDRESS attribute or both in the CFG_REQUEST Configuration Payload. The UE can obtain zero or more P-CSCF server addresses in the CFG_REPLY Configuration Payload within the IKE_AUTH response message as specified in IETF RFC 7651 [64].
The UE may support the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in subclause 8.2.4.2. If the UE supports the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute, the UE shall include the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute indicating support of receiving timeout period for liveness check in the CFG_REQUEST configuration payload within the IKE_AUTH request message. If the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in subclause 8.2.4.2 indicating the timeout period for the liveness check is included in the CFG_REPLY configuration payload within the IKE_AUTH response message or if the UE has a pre-configured timeout period, the UE shall perform the tunnel liveness checks as described in subclause 7.2.2A.
NOTE:
The timeout period for liveness check is pre-configured in the UE in implementation-specific way.

If the UE supports N1 mode, the UE shall include the N1_MODE_CAPABILITY Notify payload as defined in subclause 8.2.9.15 in the IKE_AUTH request message and shall:

-
if the UE is establishing a PDN connection not related to any existing PDU session or any existing PDN connection, allocate a PDU session ID which is not currently being used by another PDU session over either 3GPP access or non-3GPP access, set the PDU Session ID field of the N1_MODE_CAPABILITY Notify payload to the allocated PDU session ID, and associate the allocated PDU session ID with the PDN connection that is being established;

-
if the UE is transferring an existing PDU session from 5GS, set the PDU Session ID field of the N1_MODE_CAPABILITY Notify payload to the PDU session ID of the existing PDU session that is being transferred and associate the PDU session ID with the PDN connection that is being established; or
-
if the UE is transferring an existing PDN connection from EPS and a PDU session ID is associated with the PDN connection that is being transferred, set the PDU Session ID field of the N1_MODE_CAPABILITY Notify payload to the PDU session ID associated with the existing PDN connection.
During the IKEv2 authentication and security association establishment, if the UE supports explicit indication about the supported mobility protocols, it shall provide the indication as described in subclause 6.3.

During the IKEv2 authentication and tunnel establishment for initial attach, the UE shall provide an indication about Attach Type, which indicates Initial Attach. To indicate attach due to initial attach, the UE shall include either the INTERNAL_IP4_ADDRESS or the INTERNAL_IP6_ADDRESS attribute or both in the CFG_REQUEST Configuration Payload within the IKE_AUTH request message. The INTERNAL_IP4_ADDRESS shall contain no value and the length field shall be set to 0. The INTERNAL_IP6_ADDRESS shall contain no value and the length field shall be set to 0.

During the IKEv2 authentication and tunnel establishment for handover, the UE not supporting IP address preservation for NBM shall indicate Initial Attach as described in the previous paragraph.
During the IKEv2 authentication and security association establishment for handover, the UE supporting IP address preservation for NBM, shall provide an indication about Attach Type, which indicates Handover Attach. During the IKEv2 authentication and security association establishment for transfer of an existing PDU session from 5GS, the UE shall provide an indication about Attach Type, which indicates Handover Attach. To indicate attach due to handover, the UE shall include the previously allocated home address information during the IPSec tunnel establishment. Depending on the IP version, the UE shall include either the INTERNAL_IP4_ADDRESS or the INTERNAL_IP6_ADDRESS attribute or both in the CFG_REQUEST Configuration Payload within the IKE_AUTH request message to indicate the home address information which is in accordance with IKEv2 protocol as defined in IETF RFC 7296 [28]. If the previously allocated home address information consists of both an IPv4 address and an IPv6 prefix, then the UE shall include the INTERNAL_IP4_ADDRESS attribute and the INTERNAL_IP6_ADDRESS attribute in the CFG_REQUEST configuration payload within the IKE_AUTH request message. If the previously allocated home address information consists of an IPv4 address only, then the UE shall include the INTERNAL_IP4_ADDRESS attribute and shall not include the INTERNAL_IP6_ADDRESS attribute in the CFG_REQUEST configuration payload within the IKE_AUTH request message. If the previously allocated home address information consists of an IPv6 prefix only, then the UE shall include the INTERNAL_IP6_ADDRESS attribute and shall not include the INTERNAL_IP4_ADDRESS attribute in the CFG_REQUEST configuration payload within the IKE_AUTH request message. The UE shall support IPSec ESP (see IETF RFC 4303 [32]) in order to provide secure tunnels between the UE and the ePDG as specified in 3GPP TS 33.402 [15].
The UE may support multiple authentication exchanges in the IKEv2 protocol as specified in IETF RFC 4739 [49] in order to support authentication and authorization with an external AAA server allowing the UE to support PAP authentication procedure, or CHAP authentication procedure, or both, as described in 3GPP TS 33.402 [15].
If NBM is used and the UE wishes to access an external PDN and therefore needs to perform authentication and authorization with an external AAA server, the UE shall:

-
If the IKE_SA_INIT response contains a "MULTIPLE_AUTH_SUPPORTED" Notify payload, then include a "MULTIPLE_AUTH_SUPPORTED" Notify payload in the IKE_AUTH request as described in IETF RFC 4739 [49] and perform the additional authentication steps as specified in 3GPP TS 33.402 [15]; and

-
If the IKE_SA_INIT response does not contain a "MULTIPLE_AUTH_SUPPORTED" Notify payload, then perform the UE initiated disconnection as defined in subclause 7.2.4.1. The subsequent UE action is implementation dependent (e.g. select a new ePDG).

After the successful authentication with the 3GPP AAA server, the UE receives from the ePDG an IKE_AUTH response message containing a single CFG_REPLY Configuration Payload including the assigned remote IP address information (IPv4 address or IPv6 prefix) as described in subclause 7.4.1. Depending on the used IP mobility management mechanism the following cases can be differentiated:
-
If DSMIPv6 is used for IP mobility management, the UE configures a remote IP address based on the IP address information contained in the INTERNAL_IP4_ADDRESS or INTERNAL_IP6_SUBNET attribute of the CFG_REPLY Configuration Payload. The UE uses the remote IP address as Care-of-Address to contact the HA.

-
If NBM is used for IP mobility management and the UE performs an initial attach, the UE configures a home address based on the address information from the CFG_REPLY Configuration Payload. Otherwise, if NBM is used and the UE performs a handover attach, the UE continues to use its IP address configured before the handover, if the address information provided in the CFG_REPLY Configuration Payload does match with the UE's IP address configured before the handover. If the UE's IP address (IPv4 address or IPv6 prefix) does not match with the address information of the CFG_REPLY Configuration Payload, the UE shall configure a new home address based on the IP address information contained in the INTERNAL_IP4_ADDRESS, INTERNAL_IP6_SUBNET or INTERNAL_IP6_ADDRESS attribute of the CFG_REPLY Configuration Payload. In the latter case, the IP address preservation is not possible.
NOTE:
In case of IPv6 address, the UE performs the match only on the IPv6 prefix provided within the CFG_REPLY Configuration Payload contained in the INTERNAL_IP6_SUBNET or INTERNAL_IP6_ADDRESS.
If the UE receives a PDN_TYPE_IPv4_ONLY_ALLOWED Notify payload or a PDN_TYPE_IPv6_ONLY_ALLOWED Notify payload, then the UE shall not subsequently initiate another UE requested PDN connectivity procedure specific to the non-3GPP access to the same APN to obtain a PDN type different from the one allowed by the network until:

-
the UE is switched off;

-
the UICC containing the USIM is removed; or

-
the network initiated the deactivation of the PDN connectivity to the given APN.

If the UE supports DSMIPv6, the UE may request the HA IP address(es), by including a corresponding CFG_REQUEST Configuration Payload containing a HOME_AGENT_ADDRESS attribute within the IKE_AUTH request message. The HOME_AGENT_ADDRESS attribute content is defined in subclause 8.2.4.1. The HA IP address(es) requested in this attribute are for the APN for which the IPsec tunnel with the ePDG is set-up. In the CFG_REQUEST within the IKE_AUTH request message, the UE sets respectively the IPv6 address field and the optional IPv4 address field of the HOME_AGENT_ADDRESS attribute to 0::0 and to 0.0.0.0. If the UE can not obtain the IP addresses of the HA via IKEv2 signalling, it uses the home agent address discovery as specified in 3GPP TS 24.303 [11].
In case the UE wants to establish multiple PDN connections and if the UE uses DSMIPv6 for mobility management, the UE shall use DNS as defined in 3GPP TS 24.303 [11] to discover the HA IP address(es) for the additional PDN connections after IKEv2 security association was established to the ePDG.
During the IKEv2 authentication and security association establishment, following the UE's initial IKE_AUTH request message to the ePDG, if the UE subsequently receives an IKE_AUTH response message from the ePDG containing the EAP-Request/AKA-Challenge, after verifying the received authentication parameters and successfully authenticating the ePDG as specified in 3GPP TS 33.402 [15], the UE shall send a new IKE_AUTH request message to the ePDG including the EAP-Response/AKA-Challenge. In addition, the UE shall provide the requested mobile device identity if available, as specified in subclause 7.2.6.

If the UE supports P-CSCF restoration extension for untrusted WLAN as specified in 3GPP TS 23.380 [66], the UE shall send its capability indication of the support of P-CSCF restoration to the ePDG by including the P-CSCF_RESELECTION_SUPPORT Notify payload within an IKE_AUTH request message. The content of the P-CSCF_RESELECTION_SUPPORT Notify payload is described in subclause 8.2.9.4.
If the UE supports N1 mode and the UE receives the N1_MODE_INFORMATION Notify payload as defined in subclause 8.2.9.16 in the IKE_AUTH response message, the UE shall associate the S-NSSAI in the S-NSSAI Value field of the N1_MODE_INFORMATION Notify payload with the PDU session associated with the IKEv2 security association that was established, and if the UE receives the N1_MODE_S_NSSAI_PLMN_ID Notify payload as defined in subclause 8.2.9.17 in the IKE_AUTH response message, the UE shall associate the PLMN ID that the S-NSSAI relates to in the S-NSSAI PLMN ID field of the N1_MODE_S_NSSAI_PLMN_ID Notify payload with the PDU session associated with the IKEv2 security association that was established.
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7.2.2A
Liveness check procedure
If the UE supports the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in subclause 8.2.4.2 and the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in subclause 8.2.4.2 was included in the CFG_REPLY configuration payload within the IKE_AUTH response message received in subclause 7.2.2 the UE shall set the timeout period for the liveness check to the value of the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute.

If the UE does not support the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in subclause 8.2.4.2 or the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in subclause 8.2.4.2 was not included in the CFG_REPLY configuration payload within the IKE_AUTH response message received in subclause 7.2.2 then:

1)
if the LivenessCheckPeriod node as specified in 3GPP TS 24.312 [13] is configured, the UE shall use the timeout period for the liveness check indicated by the LivenessCheckPeriod node; and
2)
if the LivenessCheckPeriod node as specified in 3GPP TS 24.312 [13] is not configured, the UE shall use the pre-configured value of the timeout period for liveness check.

NOTE:
The timeout period is pre-configured in the UE in implementation-specific way.
If the UE has not received any cryptographically protected IKEv2 or IPSec message for the duration of the timeout period for liveness check, the UE shall send an INFORMATIONAL request with no payloads as per IETF RFC 7296 [28]. If an INFORMATIONAL response is not received, the UE shall deem the IKEv2 security association to have failed, and shall discard all states associated with the IKE SA and any child SAs that were negotiated using that IKE SA as specified in IETF RFC 7296 [28].
***** Next change *****
7.2.2C
Rekeying procedure

The UE may support rekeying as defined in IETF RFC 7296 [28].

To trigger rekeying, the UE shall use the rekeying time parameter (see IETF RFC 7296 [28]) if it is configured by the RekeyingTime node as specified in 3GPP TS 24.312 [13], If the rekeying time parameter is not configured, the UE shall use an implementation-specific rekeying time (e.g. 18 hours).

7.2.2D
NAT keep alive procedure
The UE may support NAT keep alive handling as defined in IETF RFC 7296 [28] and IETF RFC 3948 [72].

To control the NAT-keepalive packet sending, the UE shall use the parameter M (see IETF RFC 3948 [72]]) if it is configured by the NATKeepAliveTime node as specified in 3GPP TS 24.312 [13], If the parameter M is not configured, the UE shall use an implementation-specific time.
***** Next change *****
7.2.4
Tunnel disconnection

7.2.4.1
UE initiated disconnection

The UE shall use the procedures defined in the IKEv2 protocol (see IETF RFC 7296 [28]) to disconnect one or more IPsec tunnels to the ePDG. The UE shall close the incoming security associations associated with the tunnel and instruct the ePDG to do the same by sending the INFORMATIONAL request message including a "DELETE" payload. The DELETE payload shall contain either:

i)
Protocol ID set to "1" and no subsequent Security Parameters Indexes (SPIs) in the payload. This indicates closing of IKE security association, and implies the deletion of all IPsec ESP security associations that were negotiated within the IKE security association;
ii)
if the IKEv2 multiple bearer PDN connectivity is not supported or not used in the PDN connection as determined in subclause 7.2.7, Protocol ID set to "3" for ESP. The Security Parameters Indexes included in the payload shall correspond to the particular incoming ESP security associations at the UE for the given tunnel in question; or
iii)
if the IKEv2 multiple bearer PDN connectivity is used in the PDN connection as determined in subclause 7.2.7, the Protocol ID field of the DELETE payload is set to "3" for ESP and the SPI field of the DELETE payload includes UE's ESP SPIs of all bearer contexts of the PDN connection.
***** Next change *****
7.2.4.3
Local tunnel disconnection initiated from 3GPP access

A PDN connection over untrusted WLAN over S2b can be released locally in the UE, i.e. without any peer-to-peer signalling between the ePDG and the UE, based on the trigger received from the 3GPP access, e.g. during the P-CSCF restoration procedure for NBIFOM PDN connections (see 3GPP TS 23.380 [66]).

Upon receiving over the 3GPP access:

-
a DEACTIVATE EPS BEARER CONTEXT REQUEST message with the EPS bearer context of a default EPS bearer context and ESM cause #39 "reactivation requested" (see 3GPP TS 24.301 [10]); or

-
a DETACH REQUEST message with the detach type "re-attach required" (see 3GPP TS 24.301 [10])

to release the resources for a PDN connection over the 3GPP access, the UE shall: 

a)
close the related IKEv2 security association for the IPsec tunnel associated with this PDN connection; and

b)
consider that the ePDG is no longer responding (see RFC 7296 [28]) and not send any messages to the ePDG.
***** Next change *****
7.4
ePDG procedures

7.4.1
Tunnel establishment
7.4.1.1
Tunnel establishment accepted by the network
Upon receipt of an IKE_AUTH request message from the UE requesting the establishment of a tunnel, the ePDG shall proceed with authentication and authorization. The basic procedure described in 3GPP TS 33.402 [15], while further details are given below.
During the UE's authentication and authorization procedure, the 3GPP AAA server provides to the ePDG an indication about the selected IP mobility mechanism as specified in 3GPP TS 29.273 [17].

The ePDG shall proceed with IPsec tunnel setup completion and shall relay in the IKEv2 Configuration Payload (CFG_REPLY) of the final IKE_AUTH response message:

-
The remote IP address information to the UE as follows:

-
If NBM is used as IP mobility mechanism, the ePDG shall assign either an IPv4 address or an IPv6 Home Network Prefix or both to the UE via a single CFG_REPLY Configuration Payload. If the UE requests for both IPv4 address and IPv6 prefix, but the ePDG only assigns an IPv4 address or an IPv6 Home Network Prefix due to subscription restriction or network preference, the ePDG shall include the assigned remote IP address information (IPv4 address or IPv6 prefix) via a single CFG_REPLY Configuration Payload and should add the corresponding PDN_TYPE_IPv4_ONLY_ALLOWED Notify payload, or PDN TYPE_IPv6_ONLY_ALLOWED Notify payload. If the ePDG assigns an IPv4 address, the CFG_REPLY contains the INTERNAL_IP4_ADDRESS attribute. If the ePDG assigns an IPv6 Home Network Prefix, the CFG_REPLY contains the INTERNAL_IP6_SUBNET or INTERNAL_IP6_ADDRESS configuration attributes. The ePDG obtains the IPv4 address and/or the IPv6 Home Network Prefix from the PDN GW; or
NOTE:
In case of IPv6 address, if CFG_REPLY Configuration Payload contains the INTERNAL_IP6_SUBNET or INTERNAL_IP6_ADDRESS, the UE considers only IPv6 Home Network Prefix defined by the prefix length value.
-
If DSMIPv6 is used as IP mobility mechanism, depending on the information provided by the UE in the CFG_REQUEST payload the ePDG shall assign to the UE either a local IPv4 address or local IPv6 address (or a local IPv6 prefix) via a single CFG_REPLY Configuration Payload. If the ePDG assigns a local IPv4 address, the CFG_REPLY contains the INTERNAL_IP4_ADDRESS attribute and should add the corresponding PDN TYPE_IPv4_ONLY_ALLOWED Notify payload or PDN TYPE_IPv6_ONLY_ALLOWED Notify payload. If the ePDG assigns a local IPv6 address or a local IPv6 prefix the CFG_REPLY contains correspondingly the INTERNAL_IP6_ADDRESS or the INTERNAL_IP6_SUBNET attribute; and

-
If the UE included the INTERNAL_IP6_DNS or the INTERNAL_IP4_DNS in the CFG_REQUEST Configuration payload, the ePDG shall include the same attribute in the CFG_REPLY Configuration payload including zero or more DNS server addresses as specified in IETF RFC 7296 [28];

-
If the UE included the P_CSCF_IP6_ADDRESS attribute, the P_CSCF_IP4_ADDRESS attribute or both in the CFG_REQUEST configuration payload, the ePDG may include one or more instances of the same attribute in the CFG_REPLY configuration payload as specified in IETF RFC 7651 [64]; and
-
The ePDG may include the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in subclause 8.2.4.2 indicating the timeout period for liveness check in the CFG_REPLY configuration payload. Presence of the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute in the IKE_AUTH request can be used as input for decision on whether to include the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute.
If the UE does not provide an APN to the ePDG during the tunnel establishment of a non-emergency session, the ePDG shall include the default APN in the "IDr" payload of the IKE_AUTH response message. If the UE provided an APN to the ePDG during the tunnel establishment, the ePDG shall not change the provided APN and shall include the APN in the IDr payload of the IKE_AUTH response message. The ePDG shall set the ID Type field of the "IDr" payload to ID_FQDN as defined in IETF RFC 7296 [28]. Handling of "IDr" payload in case of an emergency session is specified in subclause 7.4.4. An IPsec tunnel is now established between the UE and the ePDG.
If the UE indicates Handover Attach by including the previously allocated home address information and the ePDG obtains one or more PDN GW identities from the 3GPP AAA server, the ePDG shall use these identified PDN GWs in the subsequent PDN GW selection process. If the UE indicates Initial Attach i.e. home address information not included:
-
if the PDN GW allocation type received from the 3GPP AAA server indicates the static allocation type, the received PDN GW identities shall be used to select PDN-GW; and 

-
if the PDN GW allocation type received from the 3GPP AAA server indicates the dynamic allocation type, the PDN GW is selected based on DNS query via the UE requested APN.

The ePDG shall support IPSec ESP (see IETF RFC 4303 [32]) in order to provide secure tunnels between the UE and the ePDG as specified in 3GPP TS 33.402 [15].
During the IKEv2 authentication and tunnel establishment, if the UE requested the HA IP address(es) and if DSMIPv6 was chosen and if the HA IP address(es) are available, the ePDG shall provide the HA IP address(es) (IPv6 address and optionally IPv4 address) for the corresponding APN as specified by the "IDr" payload in the IKE_AUTH request message by including in the CFG_REPLY Configuration Payload a HOME_AGENT_ADDRESS attribute. In the CFG_REPLY, the ePDG sets respectively the IPv6 Home Agent address field and optionally the IPv4 Home Agent address field of the HOME_AGENT_ADDRESS attribute to the IPv6 address of the HA and to the IPv4 address of the HA. If no IPv4 HA address is available at the ePDG or if it was not requested by the UE, the ePDG shall omit the IPv4 Home Agent Address field. If the ePDG is not able to provide an IPv6 HA address for the corresponding APN, then the ePDG shall not include a HOME_AGENT_ADDRESS attribute in the CFG_REPLY.
The ePDG may support multiple authentication exchanges in the IKEv2 protocol as specified in IETF RFC 4739 [49] in order to support additional authentication and authorization of the UE with an external AAA server.
If the ePDG supports authentication and authorization of the UE with an external AAA server, on receipt of an IKE_SA_INIT message the ePDG shall include a Notify payload of type "MULTIPLE_AUTH_SUPPORTED" in the IKE_SA_INIT response message to the UE.
On successful completion of authentication and authorization procedure of the UE accessing EPC and on receipt of an IKE_AUTH request containing a Notify payload of type "ANOTHER_AUTH_FOLLOWS", the ePDG shall send an IKE_AUTH response containing the "AUTH" payload.

Upon receipt of a subsequent IKE_AUTH request from the UE containing the user identity in the private network within the "IDi" payload, the ePDG shall:

-
if PAP authentication is required, then send an EAP-GTC request to the UE within an IKE_AUTH response message. Upon receipt of an EAP-GTC response from the UE, the ePDG shall use the procedures defined in 3GPP TS 29.275 [18] and 3GPP TS 29.274 [50] to authenticate the user with the external AAA server; and

-
if CHAP authentication is required, then send an EAP MD5-Challenge request to UE. Upon receipt of EAP MD5-Challenge response within an IKE_AUTH request message from the UE, the ePDG shall use the procedures defined in 3GPP TS 29.275 [18] and 3GPP TS 29.274 [50] to authenticate the user with the external AAA server. If the ePDG receives Legacy-Nak response containing EAP–GTC type from the UE (see IETF RFC 3748 [29]) the ePDG may change the authentication and authorization procedure. If the ePDG does not change the authentication and authorization procedure or if the ePDG receives a Legacy-Nak response not containing EAP-GTC, the ePDG shall send an EAP-Failure to the UE.
NOTE:
The signalling flows for authentication and authorization with an external AAA server are described in 3GPP TS 33.402 [15].
If the IKE_AUTH request message contains a P-CSCF_RESELECTION_SUPPORT Notify payload as described in subclause 8.2.9.4 and if the ePDG supports the P-CSCF restoration extension (see 3GPP TS 23.380 [66]), the ePDG shall send a P-CSCF_RESELECTION_SUPPORT indication to the PGW.

If the ePDG supports emergency service, the ePDG shall send its capability indication of support emergency service to the UE by including the EMERGENCY_SUPPORT Notify payload within an IKE_AUTH response message. The content of the EMERGENCY_SUPPORT Notify payload is described in subclause 8.2.9.7.
***** Next change *****
7.4.1A
Liveness check

If the ePDG has not received any cryptographically protected IKEv2 or IPSec message for the duration of the timeout period for liveness check selected according to the local policy, the ePDG shall send an INFORMATIONAL request with no payloads IETF RFC 7296 [28]. If an INFORMATIONAL response is not received, the ePDG shall deem the IKEv2 security association to have failed, shall discard all states associated with the IKE SA and any child SAs that were negotiated using that IKE SA as specified in IETF RFC 7296 [28] and shall inform the PGW and the 3GPP AAA Server that the connection has been released.
***** Next change *****
7.4.3
Tunnel disconnection

7.4.3.1
ePDG initiated disconnection

The ePDG shall use the procedures defined in the IKEv2 protocol (see IETF RFC 7296 [28]) to disconnect one or more IPsec tunnels to the UE. The ePDG shall close the incoming security associations associated with the tunnel and instruct the UE to do likewise by sending the INFORMATIONAL request message including a "DELETE" payload. The DELETE payload shall contain either:

i)
Protocol ID set to "1" and no subsequent Security Parameter Indexes in the payload. This indicates that the IKE security association, and all IPsec ESP security associations that were negotiated within it between ePDG and UE shall be deleted;
ii)
if the IKEv2 multiple bearer PDN connectivity is not supported or not used in the PDN connection as determined in subclause 7.4.6, the Protocol ID set to "3" for ESP. The SECURITY PARAMETERS INDEXES s included in the payload shall correspond to the particular incoming ESP SECURITY ASSOCIATION at the ePDG for the given tunnel in question; or
iii)
if the IKEv2 multiple bearer PDN connectivity is used in the PDN connection as determined in subclause 7.4.6, the Protocol ID field of the DELETE payload is set to "3" for ESP and the SPI field of the DELETE payload includes ePDG's ESP SPIs bound to each the S2b bearers of the PDN connection.

The INFORMATIONAL request message, in addition of the DELETE payload, may include the REACTIVATION_REQUESTED_CAUSE Notify payload.
If the ePDG receives the reactivation requested cause in a Delete Bearer Request over S2b, the ePDG shall include the REACTIVATION_REQUESTED_CAUSE Notify payload in the INFORMATIONAL request message containing a DELETE payload.
***** Next change *****
7.4.3.3
Local tunnel disconnection initiated by PGW

A PDN connection over untrusted WLAN over S2b can be released locally in the ePDG, i.e. without any peer-to-peer signalling between the ePDG and the UE, based on the trigger received from the PGW, e.g. during the P-CSCF restoration procedure for NBIFOM PDN connections (see 3GPP TS 23.380 [66]).

Upon receiving a request from PGW to release the resources for a PDN connection with cause "local release" (see 3GPP TS 29.274 [50]) the ePDG shall:

a)
close the related IKEv2 security association for the IPsec tunnel associated with this PDN connection; and

b)
consider that the UE is no longer responding (see RFC 7296 [28]) and not send any messages to the UE.
***** Next change *****
7.4.4
Emergency session establishment

If the "IDr" payload containing the string "EMERGENCY", using capital letters only, in the Identification Data is included in the IKE_AUTH request message from the UE, the ePDG shall:

a)
if:

1)
an INTERNAL_IP4_ADDRESS attribute with the length field set to zero;

2)
an INTERNAL_IP6_ADDRESS attribute with the length field set to zero; or

3)
both of the above;


are included in the CFG_REQUEST Configuration Payload within the IKE_AUTH request message, handle the session establishment as an emergency session establishment;

b)
if:

1)
an INTERNAL_IP4_ADDRESS attribute with the length field set to non-zero;

2)
an INTERNAL_IP6_ADDRESS attribute with the length field set to non-zero; or

3)
both of the above;


are included in the CFG_REQUEST Configuration Payload within the IKE_AUTH request message, handle the session establishment as a handover of an emergency session;

c)
in the IKE_AUTH response message, the ePDG shall not include the APN in the "IDr" payload; and

d)
ignore the fact that the "EMERGENCY" string does not comply with the ID_FQDN ID Type, as described in IETF RFC 7296 [28].
In addition, if the IKE tunnel establishment is initiated for emergency session:

1)
if IMSI is provided to the network but the ePDG receives from the AAA Server the Authentication and Authorization Answer message with the Result code IE indicating DIAMETER_ERROR_USER_UNKNOWN (see 3GPP TS 29.273 [17]), and thus the network considers the IMSI is unauthenticated:

-
if the ePDG is configured to support unauthenticated emergency session over WLAN and Mobile Equipment Identity signalling over untrusted WLAN, the ePDG shall request the IMEI from the UE using the Mobile Equipment Identity signalling procedure by including the DEVICE_IDENTITY Notify payload in the IKE_AUTH response message as specified in subclause 7.4.5; or

-
if the ePDG is not configured to support unauthenticated emergency session over WLAN or the ePDG is not configured to support Mobile Equipment Identity signalling over untrusted WLAN, the ePDG shall reject the requested PDN connection for emergency session. The ePDG shall include, in the IKE_AUTH response message, a Notify payload with a Private Notify Message Type "UNAUTHENTICATED_EMERGENCY_NOT_SUPPORTED" as specified in subclause 8.1.2; or

2)
if IMSI is not provided to the network and the UE's IMEI is used as the User Identity in the IDi payload of the IKE_AUTH request message:

-
if the ePDG is configured to support emergency services from unauthenticated UE and the local policies and regulations allow unauthenticated emergency sessions, the ePDG forwards the EAP payload received from the UE to the 3GPP AAA Server serving the specific domain indicated in the realm part of NAI in the IDr payload; or

-
if the ePDG is not configured to support emergency services from unauthenticated UE or if the local policies and regulations do not allow unauthenticated emergency sessions, the ePDG shall reject the emergency services request from the UE with the Notify Message Type IMEI_NOT_ACCEPTED as specified in subclause 8.1.2.2.
***** Next change *****
8.1.2
IKEv2 Notify Message Type value

8.1.2.1
Generic

The IKEv2 Notify Message Type is specified in IETF RFC 7296 [28].
The Notify Message Type with a value (in decimal) between 8192 and 16383 is reserved for private error usage.
The Notify Message Type with a value (in decimal) between 40960 and 65535 is reserved for private status usage.

Only the private IKEv2 Notify Message Types used for this specification are specified in this subclause.
***** Next change *****
8.2.4
IKEv2 Configuration Payloads attributes

8.2.4.1
HOME_AGENT_ADDRESS attribute

The HOME_AGENT_ADDRESS attribute is shown in figure 8.2.4.1-1. The length of the HOME_AGENT_ADDRESS attribute is 16 or 20 bytes. The IPv4 Home Agent Address field is optional. The HA's IPv6 and IPv4 addresses are laid out respectively in IPv6 Home Agent Address and IPv4 Home Agent Address fields in big endian order (aka most significant byte first, or network byte order), see IETF RFC 7296 [28].

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	R
	Attribute Type
	1

	Attribute Type
	2

	Length
	3, 4

	IPv6 Home Agent Address
	5 - 20

	IPv4 Home Agent Address 
	21 - 24


Figure 8.2.4.1-1: HOME_AGENT_ADDRESS attribute

The R bit in the first octet is defined in IETF RFC 7296 [28].

The Attribute Type indicating HOME_AGENT_ADDRESS is of the value 19.
***** Next change *****
8.2.4.2
TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute

The TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute is coded according to figure 8.2.4.2-1 and table 8.2.4.2-1. 

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	R
	Attribute Type
	1

	Attribute Type
	2

	Length
	3, 4

	Timeout Period
	5 - 8


Figure 8.2.4.2-1: TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute

Table 8.2.4.2-1: TIMEOUT_PERIOD_FOR_LIVENESS_CHECK value

	Bit 7 of Octet 1 is the R bit defined in IETF RFC 7296 [28]. The R bit is the reserved bit set to zero. 



	Bits 0 through 6 of Octet 1 and Octet 2 is the Attribute Type field. The Attribute Type field is set to value 24 to indicate the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK.

Octet 3 and Octet 4 is the Length field. This field indicates the length in octets of the Timeout Period field. This field is set to 0 or 4.



	Octets 5, 6, 7 and 8 are the Timeout Period field. If the Timeout Period field is included, it indicates the timeout period for liveness check in seconds encoded in the binary format. If the Timeout Period field is not included in the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK configuration attribute by the UE, the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK indicates the UE's support of receiving the timeout period for liveness check.

	


***** Next change *****
8.2.9
IKEv2 Notify payloads

8.2.9.1
BACKOFF_TIMER Notify payload

The BACKOFF_TIMER Notify payload is used to indicate the value of the backoff timer. The BACKOFF_TIMER Notify payload type is 41041 (see subclause 8.1.2.3). The length of the BACKOFF_TIMER Notify payload is 6 octets.

The BACKOFF_TIMER Notify payload is coded according to figure 8.2.9.1-1 and table 8.2.9.1-1. 

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3-4

	Length=1 
	5

	Backoff Timer Value
	6


Figure 8.2.9.1-1: BACKOFF_TIMER Notify payload format

Table 8.2.9.1-1: BACKOFF_TIMER Notify payload value

	Octet 1 is defined in IETF RFC 7296 [28]



	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.



	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 41041 to indicate the Backoff Timer.



	Octet 5 is the Length field. This field indicates the length in octets of the Backoff Timer Value field. This field is set to 1.



	Octet 6 is the Backoff Timer Value field. This field indicates the value of Backoff Timer. It is coded as the value part (as specified in 3GPP TS 24.007 [48] for type 4 IE) of the GPRS timer 3 information element defined in 3GPP TS 24.008 [46] subclause 10.5.7.4a (Note 1).



	NOTE 1:
The GPRS Timer 3 IEI field and the length of GPRS Timer 3 contents field of the GPRS timer 3 information element are not included in the value of the Backoff Timer.




***** Next change *****
8.2.9.2
DEVICE_IDENTITY Notify payload

The DEVICE_IDENTITY Notify payload is used to indicate the device identity. The DEVICE_IDENTITY Notify payload type is 41101 (see subclause 8.1.2.3). 

The DEVICE_IDENTITY Notify payload is coded according to figure 8.2.2.9-1 and table 8.2.2.9-1. 

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3-4

	Length 
	5-6

	Identity Type
	7

	Identity Value
	8-n


Figure 8.2.9.2-1: DEVICE_IDENTITY Notify payload format

Table 8.2.9.2-1: DEVICE_IDENTITY Notify payload value

	Octet 1 is defined in IETF RFC 7296 [28]



	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.



	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 41101to indicate the DEVICE_IDENTITY.



	Octet 5 and Octet 6 is the Length field. This field indicates the combined length in octets of the Identity Type and Identity Value fields. 



	Octet 7 is the Identity Type field. This field indicates the type of the device identity.

Identity Type (octet 7)

Bits

7

6

5

4

3

2

1

0

0

0

0

0

0

0

0

0

Reserved

0

0

0

0

0

0

0

1

IMEI

0

0

0

0

0

0

1

0

IMEISV

All other values are reserved.



	Octet 8-n is the Identity Value field indicating the value of the device identity. The Identity value field represents the device identity digits of the corresponding Identity type and is coded using BCD coding. The Identity Value field is optional.

For Identity Type 'IMEI' and 'IMEISV', Identity value digits are coded based on the IMEI and IMEISV structure defined in 3GPP TS 23.003 [3]. IMEI is 15 BCD digits and IMEISV is 16 BCD digits. Both IMEI and IMEISV are TBCD encoded. Bits 5 to 8 of octet i+5 (where i represents the octet of the IMEI(SV) being encoded) encodes digit 2i, bits 1 to 4 of octet i+5 encodes digit 2i-1 (i.e the order of digits is swapped in each octet compared to the digit order defined in 3GPP TS 23.003 [2]). Digits are packed contiguously with no internal padding. For IMEI, bits 5 to 8 of the last octet shall be filled with an end mark coded as '1111'.




***** Next change *****
8.2.9.3
NBIFOM_GENERIC_CONTAINER Notify payload
The NBIFOM_GENERIC_CONTAINER Notify payload is used to contain the NBIFOM parameters.

The NBIFOM_GENERIC_CONTAINER Notify payload is coded according to figure 8.2.9.3-1 and table 8.2.9.3-1.
	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4

	Length 
	5 - 6

	NBIFOM container contents
	7 - x


Figure 8.2.9.3-1: NBIFOM_GENERIC_CONTAINER Notify payload

Table 8.2.9.3-1: NBIFOM_GENERIC_CONTAINER Notify payload

	Octet 1 is defined in IETF RFC 7296 [28].



	Octet 2 is the SPI Size field. It is set to 0 and there is no Security Parameter Index field.


	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 41288 to indicate the NBIFOM_GENERIC_CONTAINER.



	Octet 5 and octet 6 is the Length field. The Length field indicates the length in octets of the NBIFOM container contents field.



	Octet 7 to octet x is the NBIFOM container contents field containing the NBIFOM parameter list as defined in 3GPP TS 24.161 [69], subclause 6.1.



***** Next change *****
8.2.9.4
P-CSCF_RESELECTION_SUPPORT Notify payload

The P-CSCF_RESELECTION_SUPPORT Notify payload is used to indicate the support by the UE of the P-CSCF restoration extension for untrusted WLAN.

The P-CSCF_RESELECTION_SUPPORT Notify payload is coded according to figure 8.2.9.4-1 and table 8.2.9.4-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3-4


Figure 8.2.9.4-1: P-CSCF_RESELECTION_SUPPORT Notify Payload format

Table 8.2.9.4-1: P-CSCF_RESELECTION_SUPPORT Notify Payload field values

	Octet 1 is defined in IETF RFC 7296 [28]



	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.



	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 41304 to indicate the P-CSCF_RESELECTION_SUPPORT (see subclause 8.1.2.3).




***** Next change *****
8.2.9.5
PTI Notify payload

The PTI Notify payload is used to indicate that an INFORMATIONAL request message of an ePDG-initiated modification procedure is initiated by another INFORMATIONAL request message of an UE-initiated modification procedure.

The PTI Notify payload is coded according to figure 8.2.9.5-1 and table 8.2.9.5-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4

	Length 
	5 - 6

	Related Message ID
	7 - 10


Figure 8.2.9.5-1: PTI Notify payload
Table 8.2.9.5-1: PTI Notify payload
	Octet 1 is defined in IETF RFC 7296 [28].



	Octet 2 is the SPI Size field. It is set to 0 and there is no Security Parameter Index field.


	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 41501 (see subclause 8.1.2.3) to indicate the PTI.



	Octet 5 and octet 6 is the Length field. The Length field is set to 4.



	Octet 7 to octet 10 is the Related Message ID field containing the Message ID field of the INFORMATIONAL request message of the UE-initiated modification procedure which initiated the ePDG-initiated modification procedure.


***** Next change *****
8.2.9.6
REACTIVATION_REQUESTED_CAUSE Notify payload

The REACTIVATION_REQUESTED_CAUSE Notify payload is used to indicate the UE to re-establish the IPSec tunnel for the corresponding PDN connection after its release.

The REACTIVATION_REQUESTED_CAUSE Notify payload is coded according to figure 8.2.9.6-1 and table 8.2.9.6-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3-4


Figure 8.2.9.6-1: REACTIVATION_REQUESTED_CAUSE Notify payload format

Table 8.2.9.6-1: REACTIVATION_REQUESTED_CAUSE Notify payload field values

	Octet 1 is defined in IETF RFC 7296 [28]



	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.



	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 40961 to indicate the REACTIVATION_REQUESTED_CAUSE (see subclause 8.1.2.3).




8.2.9.7
EMERGENCY_SUPPORT Notify payload

The EMERGENCY_SUPPORT Notify payload is used to indicate the ePDG support of emergency service.
The EMERGENCY_SUPPORT Notify payload is coded according to figure 8.2.9.7-1 and table 8.2.9.7-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3-4


Figure 8.2.9.7-1: EMERGENCY_SUPPORT Notify Payload format

Table 8.2.9.7-1: EMERGENCY_SUPPORT Notify Payload field value
	Octet 1 is defined in IETF RFC 7296 [28]



	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.



	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 41112 to indicate the EMERGENCY_SUPPORT (see subclause 8.1.2.3).




8.2.9.8
EMERGENCY_CALL_NUMBERS Notify payload

The EMERGENCY_CALL_NUMBERS Notify payload is used: 
a)
by the ePDG to provide local emergency call numbers for use within the country indicated by the MCC information; and
b)
by the UE to indicate support of retrieval of local emergency call numbers via IKEv2 procedures.
The EMERGENCY_CALL_NUMBERS Notify payload is coded according to figure 8.2.9.8-1 and table 8.2.9.8-1 with a minimum length of 4 octets and a maximum length of 55 octets.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4

	MCC information


	5

	
	6

	Length 
	7

	Local emergency numbers
	8 - x


Figure 8.2.9.8-1: EMERGENCY_CALL_NUMBERS Notify payload
Table 8.2.9.8-1: EMERGENCY_CALL_NUMBERS Notify payload
	Octet 1 is defined in IETF RFC 7296 [28].



	Octet 2 is the SPI Size field. It is set to 0 and there is no Security Parameter Index field.


	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 41134 to indicate the EMERGENCY_CALL_NUMBERS.



	Octet 5 to octet 6 contains the MCC information of the country for which the emergency numbers indicated in the local emergency numbers field are applicable. If the EMERGENCY_CALL_NUMBERS Notify payload is included in the IKE_AUTH response message, then the MCC information field shall be populated.



	Octet 7 is the Length field. The Length field indicates the length in octets of the Local emergency numbers field.



	Octet 8 to octet x is the Local emergency numbers field containing the emergency call numbers is in the same format as the Emergency Number List defined in subclause 10.5.3.13 of 3GPP TS 24.008 [46], starting with octet 3. The MCC information field, length field and Local emergency numbers field are omitted when the UE sends the EMERGENCY_CALL_NUMBERS Notify payload to the network to indicate support of retrieval of local emergency call numbers.



The format of the MCC information item is shown in figure 8.2.9.8-2. Table 8.2.9.8-2 shows the coding of the MCC in the MCC information item.

	7
	6
	5
	4
	3
	2
	1
	0
	

	MCC digit 2
	MCC digit 1
	5

	reserved
	MCC digit 3
	6


Figure 8.2.9.8-2: MCC information item

Table 8.2.9.8-2: MCC information item

	MCC, Mobile country code (octet 5, octet 6 bits 1 to 4)

The MCC field is coded as in ITU-T Rec. E212 [63], Annex A. 

Bits 5 to 8 of 6 shall be coded as "1111". Mobile equipment shall ignore bits 5 to 8 of octet 6.


8.2.9.9
IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY Notify payload

The IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY Notify payload is used to indicate UE's support of the IKEv2 multiple bearer PDN connectivity.
The IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY Notify payload is coded according to figure 8.2.9.9-1 and table 8.2.9.9-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4


Figure 8.2.9.9-1: IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY Notify Payload format

Table 8.2.9.9-1: IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY Notify Payload field value
	Octet 1 is defined in IETF RFC 7296 [28]



	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.



	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 42011 to indicate the IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY (see subclause 8.1.2.3).




8.2.9.10
EPS_QOS Notify payload

The EPS_QOS Notify payload is used to indicate EPS QoS. 

The EPS_QOS Notify payload is coded according to figure 8.2.9.10-1 and table 8.2.9.10-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4

	Length
	5

	EPS QoS Value
	6 - x


Figure 8.2.9.10-1: EPS_QOS Notify payload format

Table 8.2.9.10-1: EPS_QOS Notify payload value

	Octet 1 is defined in IETF RFC 7296 [28]



	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.



	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 42014 to indicate the EPS_QOS (see subclause 8.1.2.3).



	Octet 5 is the Length field. This field indicates the length in octets of the EPS QoS Value field.



	Octets 6 and later are the EPS QoS Value field. This field indicates the EPS QoS. It is coded as the value part (as specified in 3GPP TS 24.007 [48] for type 4 IE) of the EPS quality of service information element defined in 3GPP TS 24.301 [10] subclause 9.9.4.3 (Note 1).



	NOTE 1:
The EPS quality of service IEI field and the Length of EPS quality of service contents field of the EPS quality of service information element are not included in the value of the EPS QoS Value field.




8.2.9.10A
EXTENDED_EPS_QOS Notify payload

The EXTENDED_EPS_QOS Notify payload is used to indicate the extended EPS QoS. 

The EXTENDED_EPS_QOS Notify payload is coded according to figure 8.2.9.10A-1 and table 8.2.9.10A-1. 

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4

	Length
	5

	Extended EPS QoS Value
	6 - x


Figure 8.2.9.10A-1: EXTENDED_EPS_QOS Notify payload format

Table 8.2.9.10A-1: EXTENDED_EPS_QOS Notify payload value

	Octet 1 is defined in IETF RFC 7296 [28]



	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.



	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 42015 to indicate the EXTENDED_EPS_QOS (see subclause 8.1.2.3).



	Octet 5 is the Length field. This field indicates the length in octets of the Extended EPS QoS Value field.



	Octets 6 and later are the Extended EPS QoS Value field. This field indicates the extended EPS QoS. It is coded as the value part (as specified in 3GPP TS 24.007 [48] for type 4 IE) of the extended quality of service information element defined in 3GPP TS 24.301 [10] subclause 9.9.4.30 (Note 1).



	NOTE 1:
The Extended quality of service IEI field and the Length of extended quality of service contents field of the extended quality of service information element are not included in the value of the Extended EPS QoS Value field.


8.2.9.11
TFT Notify payload

The TFT Notify payload is used to indicate TFT. 

The TFT Notify payload is coded according to figure 8.2.9.11-1 and table 8.2.9.11-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4

	Length
	5

	TFT Value
	6 - x


Figure 8.2.9.11-1: TFT Notify payload format

Table 8.2.9.11-1: TFT Notify payload value

	Octet 1 is defined in IETF RFC 7296 [28]



	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.



	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 42017 to indicate the TFT (see subclause 8.1.2.3).



	Octet 5 is the Length field. This field indicates the length in octets of the TFT Value field.



	Octets 6 and later are the TFT Value field. This field indicates the TFT. It is coded as the value part (as specified in 3GPP TS 24.007 [48] for type 4 IE) of the traffic flow template information element defined in 3GPP TS 24.00 [46] subclause 10.5.6.12 (Note 1).



	NOTE 1:
The Traffic flow template IEI field and the Length of traffic flow template IE field of the traffic flow template information element are not included in the value of the TFT Value field.




8.2.9.12
MODIFIED_BEARER Notify payload

The MODIFIED_BEARER Notify payload is used to indicate ePDG's ESP SPI of the modified child SA.

The MODIFIED_BEARER Notify payload is coded according to figure 8.2.9.12-1 and table 8.2.9.12-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4

	Security Parameter Index
	5 - 8


Figure 8.2.9.12-1: MODIFIED_BEARER Notify payload format

Table 8.2.9.12-1: MODIFIED_BEARER Notify payload value

	Octet 1 is defined in IETF RFC 7296 [28] and is set to 3 to indicate ESP.



	Octet 2 is SPI Size field. It is set to 4 and there is one Security Parameter Index field.



	Octet 3 to Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 42020 to indicate the MODIFIED_BEARER (see subclause 8.1.2.3).



	Octet 5 to Octet 8 is the Security Parameter Index field. The Security Parameter Index field contains the ePDG's ESP SPI of the modified child SA.


8.2.9.13
APN_AMBR Notify payload

The APN_AMBR Notify payload is used to indicate the APN-AMBR.

The APN_AMBR Notify payload is coded according to figure 8.2.9.13-1 and table 8.2.9.13-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4

	Length
	5

	APN AMBR Value
	6 - x


Figure 8.2.9.13-1: APN_AMBR Notify payload format

Table 8.2.9.13-1: APN_AMBR Notify payload value

	Octet 1 is defined in IETF RFC 7296 [28]



	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.



	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 42094 to indicate the APN_AMBR (see subclause 8.1.2.3).



	Octet 5 is the Length field. This field indicates the length in octets of the APN AMBR Value field.



	Octets 6 and later are the APN AMBR Value field. This field indicates the APN-AMBR. It is coded as the value part (as specified in 3GPP TS 24.007 [48] for type 4 IE) of the APN aggregate maximum bit rate information element defined in 3GPP TS 24.301 [10] subclause 9.9.4.2 (Note 1).



	NOTE 1:
The APN aggregate maximum bit rate IEI field and the Length of APN aggregate maximum bit rate contents field of the APN aggregate maximum bit rate information element are not included in the value of the APN AMBR Value field.


8.2.9.14
EXTENDED_APN_AMBR Notify payload

The EXTENDED_APN_AMBR Notify payload is used to indicate the extended APN-AMBR.

The EXTENDED_APN_AMBR Notify payload is coded according to figure 8.2.9.14-1 and table 8.2.9.14-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4

	Length
	5

	Extended APN AMBR Value
	6 - x


Figure 8.2.9.14-1: EXTENDED_APN_AMBR Notify payload format

Table 8.2.9.14-1: EXTENDED_APN_AMBR Notify payload value

	Octet 1 is defined in IETF RFC 7296 [28]



	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.



	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 42095 to indicate the EXTENDED_APN_AMBR (see subclause 8.1.2.3).



	Octet 5 is the Length field. This field indicates the length in octets of the Extended APN AMBR Value field.



	Octets 6 and later are the Extended APN AMBR Value field. This field indicates the extended APN-AMBR. It is coded as the value part (as specified in 3GPP TS 24.007 [48] for type 4 IE) of the extended APN aggregate maximum bit rate information element defined in 3GPP TS 24.301 [10] subclause 9.9.4.29 (Note 1).



	NOTE 1:
The Extended APN aggregate maximum bit rate IEI field and the Length of extended APN aggregate maximum bit rate contents of the extended APN aggregate maximum bit rate are not included in the value of the Extended APN AMBR Value field.


8.2.9.15
N1_MODE_CAPABILITY Notify payload

The N1_MODE_CAPABILITY Notify payload is used to indicate support of N1 mode and to indicate the PDU session ID allocated to the PDU session associated with the IKEv2 security association being established by the IKEv2 message carrying the N1_MODE_CAPABILITY Notify payload.

The N1_MODE_CAPABILITY Notify payload is coded according to figure 8.2.9.15-1 and table 8.2.9.15-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4

	Length
	5

	PDU Session ID
	6


Figure 8.2.9.15-1: N1_MODE_CAPABILITY Notify payload format

Table 8.2.9.15-1: N1_MODE_CAPABILITY Notify payload value

	Octet 1 is defined in IETF RFC 7296 [28].



	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.



	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 51015 to indicate the N1_MODE_CAPABILITY (see subclause 8.1.2.3).



	Octet 5 is the Length field. This field indicates the length in octets of the PDU Session ID field.



	Octets 6 is the PDU Session ID field. This field indicates the PDU session ID. It is coded as the PDU session identity information element defined in 3GPP TS 24.007 [48] subclause 11.2.3.1b.




8.2.9.16
N1_MODE_INFORMATION Notify payload

The N1_MODE_INFORMATION Notify payload is used to indicate the S-NSSAI for the PDU session associated with the IKEv2 security association established by the IKEv2 message carrying the N1_MODE_INFORMATION Notify payload.

The N1_MODE_INFORMATION Notify payload is coded according to figure 8.2.9.16-1 and table 8.2.9.16-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4

	Length
	5

	S-NSSAI Value
	6 – x


Figure 8.2.9.16-1: N1_MODE_INFORMATION Notify payload format

Table 8.2.9.16-1: N1_MODE_INFORMATION Notify payload value

	Octet 1 is defined in IETF RFC 7296 [28].



	Octet 2 is the SPI Size field. It is set to 0 and there is no Security Parameter Index field.



	Octet 3 and Octet 4 are the Notify Message Type field. The Notify Message Type field is set to value 51115 to indicate the N1_MODE_INFORMATION (see subclause 8.1.2.3).



	Octet 5 is the Length field. This field indicates the length in octets of the S-NSSAI Value field.



	Octets 6 and later are the S-NSSAI Value field. This field indicates the S-NSSAI value. It is coded as the value part of the S-NSSAI information element defined in 3GPP TS 24.501 [76] subclause 9.11.2.8.




8.2.9.17
N1_MODE_S_NSSAI_PLMN_ID Notify payload

The N1_MODE_S_NSSAI_PLMN_ID Notify payload is used to indicate the PLMN ID that the S-NSSAI relates to for the PDU session associated with the IKEv2 security association established by the IKEv2 message carrying the N1_MODE_S_NSSAI_PLMN_ID Notify payload.

The N1_MODE_S_NSSAI_PLMN_ID Notify payload is coded according to figure 8.2.9.17-1 and table 8.2.9.17-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4

	Length
	5

	S-NSSAI PLMN ID
	6 – 8


Figure 8.2.9.17-1: N1_MODE_S_NSSAI_PLMN_ID Notify payload format

Table 8.2.9.17-1: N1_MODE_S_NSSAI_PLMN_ID Notify payload value

	Octet 1 is defined in IETF RFC 7296 [28].



	Octet 2 is the SPI Size field. It is set to 0 and there is no Security Parameter Index field.



	Octet 3 and Octet 4 are the Notify Message Type field. The Notify Message Type field is set to value 52216 to indicate the N1_MODE_S_NSSAI_PLMN_ID (see subclause 8.1.2.3).



	Octet 5 is the Length field. This field indicates the length in octets of the S-NSSAI PLMN ID field.



	Octets 6, 7 and 8 are the S-NSSAI PLMN ID field. This field indicates the PLMN ID that the S-NSSAI relates to. It is coded as the value part of the PLMN identity of the CN operator information element defined in 3GPP TS 24.008 [46] subclause 10.5.5.36.



***** Next change *****
F.2
UE – EPC network protocols

F.2.1
General

In order to access to EPC via restrictive non-3GPP access network, the UE and the ePDG shall establish a firewall traversal tunnel (FTT) using the UE requested FTT establishment procedure according to subclause F.2.2. Once the FTT is established, the UE shall initiate establishment of an IPSec tunnel via an IKEv2 protocol exchange according to IETF RFC 7296 [28].

The UE and the ePDG shall construct the IKEv2 messages according to clause 7 and according to subclause F.2.3.

The UE and the ePDG shall send the IKEv2 messages using the IKEv2 message transport procedure according to subclause F.2.2.3.

The UE and the ePDG shall send the encapsulating security payloads using the encapsulating security payload transport procedure according to subclause F.2.2.4.

If the UE has not sent a message over the FTT in the last FTT KAT seconds, the UE shall perform the UE requested keep-alive procedure according to subclause F.2.2.5.

When all IKEv2 security associations are closed, the UE shall perform the UE requested FTT release procedure according to subclause F.2.2.6.

When all IKEv2 security associations are closed, the network can perform the network requested FTT release procedure according to subclause F.2.2.7.
***** Next change *****
F.2.2.3.3
IKEv2 message transport procedure accepted

Upon receiving the IKEv2 envelope as TLS application data over the FTT, the ePDG or the UE shall extract the IKEv2 message from the IKEv2 envelope as described in subclause F.3.2.2 and shall handle it according to IETF RFC 7296 [28]. If the IKEv2 message is a validated IKEv2 packet, the ePDG shall associate the FTT with the IKEv2 security association of the validated packet (replacing any FTT previously associated with the IKEv2 security association). 
***** Next change *****
F.3.2.2
IKEv2 envelope

IKEv2 envelope is coded according to figure F.3.2.2-1 and table F.3.2.2-1.

	7
	6
	5
	4
	3
	2
	1
	0
	

	
Length
	octet 1

octet 2

	
Non-ESP marker
	octet 3

octet 6

	
IKEv2 message
	octet 7

octet n


Figure F.3.2.2-1: IKEv2 envelope
Table F.3.2.2-1: IKEv2 envelope
	Length field is described in subclause F.3.2.1. The Length field value is bigger than 6.



	Non-ESP marker field is in the octet 3, the octet 4, the octet 5 and the octet 6. The Non-ESP marker field value is zero.



	IKEv2 message field is in octets starting from octet 7. The IKEv2 message contains the IKEv2 message as defined in IETF RFC 7296 [28], section 3.1 in format as for transmission from UDP port 500. 


***** Next change *****
F.3.3
IKEv2 configuration attributes

F.3.3.1
FTT_KAT configuration attribute

The FTT_KAT configuration attribute is coded according to figure F.3.3.1-1 and table F.3.3.1-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	R
	Attribute type
	1

	Attribute type
	2

	Length
	3 - 4

	Keep alive time
	5 - 6


Figure F.3.3.1-1: FTT_KAT configuration attribute

Table F.3.3.1-1: FTT_KAT configuration attribute
	R field is defined in IETF RFC 7296 [28].



	Attribute type field has value 22.



	Length field is defined in IETF RFC 7296 [28].



	When FTT_KAT configuration attribute is included in the CFG_REQUEST configuration payload of IKEv2 security association, packets of which are transported via FTT, the Keep-alive time field indicates preferred maximum time in seconds between two envelopes (any of those described in subclause F.3.2) sent via FTT. When FTT_KAT configuration attribute is included in the CFG_REPLY configuration payload of IKEv2 security association, packets of which are transported via FTT, the Keep-alive time field indicates actual maximum time in seconds between two envelopes (any of those described in subclause F.3.2) sent via FTT.


***** Next change *****
G.3.2
TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute

In order to register the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK IKEv2 attribute, the following information will be inserted in form at http://www.iana.org/cgi-bin/assignments.pl:

Contact name: 

 <MCC Name>

Contact Email:

 <MCC email>

What type of assignment/registration are you requesting?

New item in the "IKEv2 Configuration Payload Attribute Types" of the "Internet Key Exchange Version 2 (IKEv2) Parameters" as shown at http://www.iana.org/assignments/ikev2-parameters/ikev2-parameters.xhtml#ikev2-parameters-21 and as specified in IETF RFC 4306 [70A] and updated by IETF RFC 7296 [28] and IETF RFC 7296 [70B].

Which registry are you requesting this assignment/registration be made in?

The "IKEv2 Configuration Payload Attribute Types" of the "Internet Key Exchange Version 2 (IKEv2) Parameters" as shown at http://www.iana.org/assignments/ikev2-parameters/ikev2-parameters.xhtml#ikev2-parameters-21 and as specified in IETF RFC 4306 [70A] and updated by IETF RFC 7296 [28] and IETF RFC 7296 [70B].

If possible, please give a brief description of why you need this assignment/registration:

This IKEv2 attribute is used to provide configuration for performing the liveness checks.
Additional Information. Please include a reference to the specification or RFC (if available) that defines this number or name space: 

IETF RFC 4306 [70A] defines the registry for the "IKEv2 Configuration Payload Attribute Types". IETF RFC 7296 [70B] and IETF RFC 7296 [28] refer to IETF RFC 4306 for the definition of the registry.

The following attribute is requested to be registered:

-
value: (number to be assigned by IANA)

-
attribute type: TIMEOUT_PERIOD_FOR_LIVENESS_CHECK

-
multi-valued: no

-
length: 4 octets
-
reference: http://www.3gpp.org/ftp/Specs/html-info/24302.htm
