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	Reason for change:
	There is an unsolved NOTE in TS 23.287 sub-clause 5.6.1.3 that:
NOTE:	The mechanism for converting the V2X application layer provided group identifier to the destination Layer-2 ID is defined in Stage 3.
And in SA3-99e meeting, SA3 has decided that there will be no additional procedures defined for privacy of destination Layer-2 ID for R-16, quote:
NOTE: There are no additional procedures defined for privacy of destination Layer-2 ID in this release.
Thus CT-1 needs to determine how to convert the group identifier to the destination Layer-2 ID, without any security-related input from SA3 on the conversion mechanism.
The mechanism shall guarantee that different UEs will get the same destination Layer-2 ID by applying the mechanism tos the same group identifier. Besides, the group identifier (e.g. Platoon ID) is an identifier provided by upper layers, thus the destination Layer-2 ID converted from the group identifier should not reveal any info of this group identifier. Hence, an irreversible hash function is proposed to derive the destination Layer-2 ID if group identifier is provided, to avoid the exposure of the group identifier. This hash function (e.g. SHA-256) is proposed as it is already used in TS 33.220 and in TS 33.536, and another hash function used in those two CRs is SHA-1 has not been considered secure against well-funded opponents since 2005. 

	
	

	Summary of change:
	Use hash function SHA-256 for converting the group identifier to the destination Layer-2 ID.

	
	

	Consequences if not approved:
	No mechanism for converting the group identifier to the destination Layer-2 ID.
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* * * First Change * * * *
[bookmark: _Toc22039946][bookmark: _Toc25070655][bookmark: _Toc34388570][bookmark: _Toc34404341]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.122: "Non-Access-Stratum (NAS) functions related to Mobile Station (MS) in idle mode".
[3]	3GPP TS 23.287: "Architecture enhancements for 5G System (5GS) to support Vehicle-to-Everything (V2X) services".
[4]	3GPP TS 23.502: "Procedures for the 5G System (5GS); Stage 2".
[5]	3GPP TS 24.386 "User Equipment (UE) to V2X control function; protocol aspects; Stage 3".
[6]	3GPP TS 24.501: "Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".
[7]	3GPP TS 24.588: "Vehicle-to-Everything (V2X) services in 5G System (5GS); User Equipment (UE) policies; Stage 3".
[8]	3GPP TS 38.300: "NR; NR and NG-RAN Overall Description; Stage 2".
[9]	3GPP TS 38.304: "User Equipment (UE) procedures in Idle mode and RRC Inactive state".
[10]	3GPP TS 38.323: "NR; Packet Data Convergence Protocol (PDCP) specification".
[11]	3GPP TS 38.331: "NR; Radio Resource Control (RRC) protocol specification".
[12]	ETSI EN 302 636-3 v1.2.1: "Intelligent Transport Systems (ITS); Vehicular Communications; GeoNetworking; Part 3: Network Architecture".
[13]	IEEE 1609.3 2016: "IEEE Standard for Wireless Access in Vehicular Environments (WAVE) -- Networking Services".
[14]	IETF RFC 768: "User Datagram Protocol".
[15]	IETF RFC 4291: "IP Version 6 Addressing Architecture".
[16]	IETF RFC 4862: "Neighbor Discovery for IP version 6 (IPv6)".
[17]	ISO 29281-1 2013: "Intelligent transport systems -- Communication access for land mobiles (CALM) -- Non-IP networking -- Part 1: Fast networking & transport layer protocol (FNTP)".
[18]	ISO TS 17419 ITS-AID AssignedNumbers: http://standards.iso.org/iso/ts/17419/TS17419%20Assigned%20Numbers/TS17419_ITS-AID_AssignedNumbers.pdf
[X]	ISO/IEC 10118-3:2018: "IT Security techniques – Hash-functions – Part 3: Dedicated hash-functions".

* * * Next Change * * * *
[bookmark: _Toc34388667][bookmark: _Toc34404438]6.1.4.2.1.2	PC5 QoS flow match and establishment
The PC5 QoS flow match and establishment for groupcast mode V2X communication over PC5 is same as described in clause 6.1.3.2.1.2, with the following modifications:
a)	The UE shall determine the destination layer-2 ID as:
1)	if no group identifier information is provided, then according to the mapping rules specified in clause 5.2.3, the UE shall use the destination layer-2 ID corresponding to the V2X service identifier;
2)	if group identifier information is provided and there is a context for the group identifier information, then UE shall use the destination layer-2 ID in the context for the group identifier information; and
3)	if group identifier information is provided and there is no context for the group identifier information, then the UE shall: 
i)	use the group identifier as the input to the SHA-256 hashing algorithm as specified in ISO/IEC 10118-3:2018 [X]; and
ii)	use the 24 least significant bits of the 256 bits of the output as destination Layer-2 ID; and use the destination layer-2 ID as specified in clause 6.1.4.2.1;
[bookmark: _GoBack]NOTE:	SHA-256 hashing algorithm is pre-configured in the ME.
b)	If there is no existing context for the destination layer-2 ID and optional group identifier, the UE shall proceed as:
1)	to establish a new context for the group identifier and optional group identifier;
2)	self-assign a new source layer-2 ID; and
3)	to pass the source/destination layer-2 IDs to lower layers.

