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	Reason for change:
	At introducing 5GS and interworking between EPS and 5GS, the UE integrity protects the TAU request with the current 5GS security context, as specified in 33.501 subclause 8.5.2:

1.
The UE initiates the TAU procedure by sending a TAU Request to the MME with a mapped EPS GUTI derived from the 5G GUTI and its EPS security capabilities. The mapped EPS GUTI contains the information of the AMF that has the latest UE context in the 5G network.

The UE integrity protects the TAU Request message using the current 5G NAS security context identified by the 5G GUTI used to derive the mapped EPS GUTI. More precisely, the UE shall compute the NAS MAC for the TAU request as it is done for a 5G NAS message over a 3GPP access. The NAS Uplink COUNT for integrity protection of the TAU request shall use the same value as the 5G NAS Uplink COUNT. Consequently, this results in an increase of the stored NAS Uplink COUNT value in the NAS COUNT pair associated with the 3GPP access. The corresponding ngKSI value of the 5G Security context is included in the eKSI parameter of the TAU Request message.
This is captured in 24.301, subclause 4.4.2.3 “Establishment of secure exchange of NAS messages“:
if the tracking area updating procedure is initiated as specified in 3GPP TS 24.501 [54], the UE shall transmit a TRACKING AREA UPDATE REQUEST message integrity protected with the current 5G NAS security context and the UE shall derive a mapped EPS security context (see subclause 8.6.1 of 3GPP TS 33.501 [56]). The UE shall set the uplink and downlink NAS COUNT counters to the uplink and downlink NAS COUNT counters of the current 5G NAS security context respectively. The UE shall include the eKSI indicating the 5G NAS security context value in the TRACKING AREA UPDATE REQUEST message.
The NAS key set identifier will in this case contain 5GS values from the ngKSI, thus KSIamf will be indicated. Further it is possible that the TSC value of the ngKSI is either native or mapped, where the latter occurs when the UE coming from EPS returns to EPS before the AMF has allocated a native 5GS security context.

The current NAS key set identifier definition in 24.301 only specifies the options KSIasme for native and KSIsgsn for mapped security context. Thus to avoid an interpretation that only these options are valid in EPS, it is proposed to add the option of KSIamf for both native and mapped security context.

	
	

	Summary of change:
	The option NASamf is added to the definition of NAS KSI
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	Wrong security context type can be interpreted at an indicated security context.
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*** First change ***
9.9.3.21
NAS key set identifier

The NAS key set identifier is allocated by the network.

The NAS key set identifier information element is coded as shown in figure 9.9.3.21.1 and table 9.9.3.21.1.

The NAS key set identifier is a type 1 information element.
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Figure 9.9.3.21.1: NAS key set identifier information element

Table 9.9.3.21.1: NAS key set identifier information element

	Type of security context flag (TSC) (octet 1)

	

	Bit

	4
	
	
	

	0
	
	
	native security context (for KSIASME or KSIAMF)

	1
	
	
	mapped security context (for KSISGSN or KSIAMF)

	

	TSC does not apply for NAS key set identifier value "111".

	

	NAS key set identifier (octet 1)

	

	Bits

	3
	2
	1
	

	
	
	
	

	0
	0
	0
	

	through
	possible values for the NAS key set identifier

	1
	1
	0
	

	
	
	
	

	1
	1
	1
	no key is available (UE to network);

	
	
	
	reserved (network to UE)


*** End of changes ***
