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* * * First Change * * * *
[bookmark: _Toc517367679][bookmark: _Toc20157571][bookmark: _Toc27502628][bookmark: _Toc20157574][bookmark: _Toc27502631]7.4.2	Group key transport payload structure
The group key transport payload is an I_MESSAGE as specified in IETF RFC 3830 [16] containing a GMK or an MKFC, with additional fields as specified in IETF RFC 6509 [18], composed with the following clarification:
a)	the common header payload specified in IETF RFC 3830 [16] is included and the CSB_ID field of the common header payload:
i)	for transport of the GMK, contains GUK-ID as specified in 3GPP TS 33.180 [29]; and
ii)	for transport of the MKFC, contains MKFC-ID as specified in 3GPP TS 33.180 [29];
b)	the timestamp payload specified in IETF RFC 3830 [16] is included and the TS type field of the timestamp payload is set to 'NTP-UTC';
c)	the RAND payload specified in IETF RFC 3830 [16] is included;
d)	if MCS identifiers are not protected, the IDRi payload specified in IETF RFC 6509 [18] is included and:
1)	the ID type field of the IDRi payload is set to the 'URI';
2)	if the originator of the I_MESSAGE is the GMS, the ID data field of the IDRi payload is set to the GMS's URI, consisting of the HTTP URI identifying the directory of the application unique ID as specified in subclause 7.2.3 under the XCAP root URI; and
3)	if the originator of the I_MESSAGE is an MCS server, the ID data field of the IDRi payload is set to the MCS server's URI;
e)	if MCS identifiers are protected, the ID payload with role indicator specified in IETF RFC 6043 [17] is included and:
1)	the ID role field of the ID payload is set to the 'IDRuidi' as specified in subclause 7.5.2;
2)	the ID type field of the ID payload is set to the 'Byte string';
3)	if the originator of the I_MESSAGE is the GMS, the ID data field of the ID payload is set to the UID generated from the GMS's URI as specified in 3GPP TS 33.180 [29], consisting of the HTTP URI identifying the directory of the application unique ID as specified in subclause 7.2.3 under the XCAP root URI; and
4)	if the originator of the I_MESSAGE is an MCS server, the ID data field of the ID payload is set to the MCS server's URI;
f)	if MCS identifiers are not protected, the IDRr payload specified in IETF RFC 6509 [18] is included and:
1)	the ID type field of the IDRr payload is set to the 'URI';
2)	if an MCS user is targeted, the ID data field of the IDRr payload is set to the MCS ID of the targeted MCS user;
3)	if an constituent MCS group is targeted, the ID data field of the IDRr payload is set to the MCS Group ID of the targeted constituent MCS group; and
4)	if an MCS server is targeted, the ID data field of the IDRr payload is set to the MCS server's URI;
g)	if MCS identifiers are protected, the ID payload with role indicator specified in IETF RFC 6043 [17] is included and:
1)	the ID role field of the ID payload is set to the 'IDRuidr' as specified in subclause 7.5.2;
2)	the ID type field of the ID payload is set to the 'Byte string';
3)	if an MCS user is targeted, the ID data field of the ID payload is set to the UID generated from the MCS ID of the targeted MCS user;
4)	if an constituent MCS group is targeted, the ID data field of the ID payload is set to the UID generated from the MCS Group ID of the targeted constituent MCS group; and
5)	if an MCS server is targeted, the ID data field of the ID payload is set to the MCS's server URI;
h)	the IDRkmsi payload specified in IETF RFC 6509 [18] is included and:
1)	the ID type field of the IDRkmsi payload is set to the 'URI';
2)	if the originator of the I_MESSAGE is the GMS, the ID data field of the IDRkmsi payload is set to the URI of the MCS KMS used by the group management server; and
3)	if the originator of the I_MESSAGE is an MCS server, the ID data field of the IDRkmsi payload is set to the URI of the MCS KMS used by MCS server;
i)	the IDRkmsr payload specified in IETF RFC 6509 [18] is included and:
1)	the ID type field of the IDRkmsr payload is set to the 'URI';
2)	if an MCS user is targeted, the ID data field of the IDRkmsr payload is set to the URI of the MCS KMS used by targeted MCS user;
NOTE:	The KMS URI is stored in the group configuration data.
Editor's Note:	The XML element(s) (or XML attribute(s)) in the MCPTT Group for carrying the KMS URI need to be defined.  
3)	if an constituent MCS group is targeted, the ID data field of the IDRkmsr payload is set to the URI of the MCS KMS used by targeted constituent MCS group; and
4)	if an MCS server is targeted, the ID data field of the IDRkmsr payload is set to the URI of the MCS KMS used by the MCS server;
j)	the SAKKE payload specified in IETF RFC 6509 [18] is included and:
1)	the SAKKE params field of the SAKKE payload is set to 'Parameter Set 1';
2)	the ID scheme field of the SAKKE payload is set to 'MCPTT-ID-scheme' or '3GPP MCX hashed UID' as specified in subclause 7.5.3; and
3)	the SAKKE data field of the SAKKE payload contains the GMK or MKFC specified in 3GPP TS 33.180 [29];
k)	the SIGN payload specified in IETF RFC 6509 [18] is included and the S type field of the SIGN payload is set to the 'ECCSI';
l)	the security policy payload specified in IETF RFC 3830 [16] can be included;
m)	the general extension payload specified in IETF RFC 3830 [16] with the type field set to the 'GMK-or-MKFC-associated-parameters' or to '3GPP key parameters' as specified in subcaluse 7.5.4 is included and the data field of the general extension payload contains the associated parameters of GMK or MKFC as specified in 3GPP TS 33.180 [29] figure E.6.1-1; and
n)	the General extension payload specified in IETF RFC 3830 [16] with the type field set to the 'SAKKE-to-self' as specified in subcaluse 7.5.4 can be included and the data field of the general extension payload contains a SAKKE payload specified in IETF RFC 6509 [18]. In the SAKKE payload included in the general extension payload:
1)	the SAKKE params field of the SAKKE payload is set to 'Parameter Set 1';
2)	the ID scheme field of the SAKKE payload is set to 'MCPTT-SAKKE-to-self-ID-scheme' or '3GPP MCX hashed UID' as specified in subclause 7.5.3; and
3)	the SAKKE data field of the SAKKE payload contains the GMK or MKFC specified in 3GPP TS 33.180 [29].
[bookmark: _Toc20157573][bookmark: _Toc27502630]7.5.1	General
The requirements in the remaining subclauses of the parent subclause of this subclause apply for: 
-	assignment of 'reserved for private use' values of parameters defined in IETF RFC 3830 [16], IETF RFC 6043 [17] and IETF RFC 6509 [18]; or.
-	IANA registered values in the Multimedia Internet KEYing (MIKEY) Payload Name Spaces.
* * * Next Change * * * *
7.5.2	ID role field assignment
NOTE:	A GMC can receive MKFC and MKFC-ID only from a GMS compliant only to Release 13 of the present document.
IETF RFC 6043 [17] defines some values of the ID role field of the ID payload with role indicator as 'reserved for private use'. The table 7.5.2-1 shows usage of the 'reserved for private use' values of the ID role field of the ID payload with role indicator for usage in MCS.
IANA registered values for the ID role field of the ID payload is shown in table 7.5.2-2.
The IANA registered values and the values 'reserved for private use' shall be supported.
NOTE:	Only the values 'reserved for private use' were specified in earlier versions of the present document. The continued support for these values is for backwards compatibility.
Table 7.5.2-1: Usage of 'reserved for private use' values of the ID role field of the ID payload with role indicator
	ID role name
	ID role value
	ID role descriptions

	IDRuidr
	240
	The ID data field of an ID payload with the ID role field set to 'IDRuidr' contains UID generated from the MCS ID of an MCS user or a UID generated from the MCS Group ID of an MCS group or a UID generated from the MCS server's URI, as specified in 3GPP TS 33.180 [29].

	IDRuidi
	241
	The ID data field of an ID payload with the ID role field set to 'IDRuidi' contains a UID generated from the GMS's URI or a UID generated from the MCS server's URI, as specified in 3GPP TS 33.180 [29].



[bookmark: _Toc20157575][bookmark: _Toc27502632]Table 7.5.2-2: Usage of IANA registered values values of the ID role field of the ID payload with role indicator
	ID role name
	ID role value
	ID role descriptions

	IDRuidr
	9
	The ID data field of an ID payload with the ID role field set to 'IDRuidr' contains UID generated from the MCS ID of an MCS user or a UID generated from the MCS Group ID of an MCS group or a UID generated from the MCS server's URI, as specified in 3GPP TS 33.180 [29].

	IDRuidi
	8
	The ID data field of an ID payload with the ID role field set to 'IDRuidi' contains a UID generated from the GMS's URI or a UID generated from the MCS server's URI, as specified in 3GPP TS 33.180 [29].



* * * Next Change * * * *
7.5.3	ID scheme field assignment
IETF RFC 6509 [18] defines some values of the ID scheme field of the SAKKE payload as 'reserved for private use'. The table 7.5.3-1 shows usage of the 'reserved for private use' values of the ID scheme field of the SAKKE payload for usage in MCS.
IANA registered values for the ID role field of the ID payload is shown in table 7.5.3-2.
The IANA registered values and the values 'reserved for private use' shall be supported.
NOTE:	Only the values 'reserved for private use' were specified in earlier versions of the present document. The continued support for these values is for backwards compatibility.
Table 7.5.3-1: Usage of 'reserved for private use' values of the ID scheme field of the SAKKE payload
	ID scheme name
	ID scheme value
	ID scheme descriptions

	MCPTT-ID-scheme
	240
	The SAKKE data field of a SAKKE payload with the ID scheme field set to 'MCPTT-ID-scheme' contains the GMK encapsulated to the UID generated from the IDRr payload or extracted from the IDRuidr payload according to 3GPP TS 33.180 [29] subclause F.2.1.

	MCPTT-SAKKE-to-self-ID-scheme
	241
	The SAKKE data field of a SAKKE payload with the ID scheme field set to 'MCPTT-SAKKE-to-self-ID-scheme' contains the GMK encapsulated to the UID generated from the IDRi payload or extracted from the IDRuidi payload according to 3GPP TS 33.180 [29] subclause F.2.1.



Table 7.5.3-2: Usage of IANA registered values of the ID scheme field of the SAKKE payload
	ID scheme name
	ID scheme value
	ID scheme descriptions

	3GPP MCX hashed UID
	2
	The SAKKE data field of a SAKKE payload with the ID scheme field set to '3GPP MCX hashed UID' contains the encapsulated GMK to the UID generated from the MC Service user ID of the group management client according to 3GPP TS 33.180 [29] subclause E.2.1.



[bookmark: _Toc20157576][bookmark: _Toc27502633]* * * Next Change * * * *
7.5.4	Type field assignment
IETF RFC 3830 [16] defines some values of the type field of the general extension payload as 'reserved for private use'. The table 7.5.4-1 shows usage of the 'reserved for private use' values of the type field of the general extension payload for usage in MCS.
IANA registered values for the ID role field of the ID payload is shown in table 7.5.4-2.
The IANA registered values and the values 'reserved for private use' shall be supported.
NOTE:	Only the values 'reserved for private use' were specified in earlier versions of the present document. The continued support for these values is for backwards compatibility.
Table 7.5.4-1: Usage of 'reserved for private use' values of the type field of the general extension payload
	ID role name
	ID role value
	Descriptions

	SAKKE-to-self
	241
	The data field of a general extension payload with the type field set to 'SAKKE-to-self' contains a SAKKE payload as specified in IETF RFC 6509 [18].

	GMK-or-MKFC-associated-parameters
	242
	The data field of a general extension payload with the type field set to 'GMK-or-MKFC-associated-parameters' contains the associated parameters of GMK or MKFC as specified in 3GPP TS 33.180 [29] figure table E.6.1-1.



Table 7.5.4-2: Usage of IANA registered values values of the type field of the general extension payload
	General extensions field nam
	ID role value
	Descriptions

	SAKKE-to-self
	6
	The data field of a general extension payload with the type field set to 'SAKKE-to-self' contains a SAKKE payload as specified in IETF RFC 6509 [18].

	3GPP key parameters
	7
	The data field of a general extension payload with the type field set to 'GMK-or-MKFC-associated-parameters' contains the associated parameters of GMK, MKFC or MuSiK as specified in 3GPP TS 33.180 [29] table E.6.1-1.



* * * End of Changes * * * *

