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	Reason for change:
	AuthenticationSubscription is a highly sensitive resource in the UDR API, so it is proposed to control the access to read or update this resource via additional authorization.

As agreed by SA3, this can be done with the use of resource-level scopes in the Oauth2 access token.


	
	

	Summary of change:
	List the new scopes applicable to the UDR API in the Security section of the API definition.


	
	

	Consequences if not approved:
	Access to highly sensitive AuthenticationSubscription resource data cannot be controlled via Oauth2 authorization.
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	This CR introduces backwards compatible corrections, with impacts on the following APIs:
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[bookmark: _Toc20120584][bookmark: _Toc21623462][bookmark: _Toc27587165][bookmark: _Toc36459228]6.1.7	Security
As indicated in 3GPP TS 33.501 [12], the access to the Nudr_DataRepository API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [13]), using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [14]) plays the role of the authorization server.
If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nudr_DataRepository API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [14], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nudr_DataRepository service.
The Nudr_DataRepository API defines scopes for OAuth2 authorization as specified in 3GPP TS 33.501 [12]; it defines a single scope consisting on the name of the service (i.e., "nudr-dr"), and it does not define any additional scopes at resource or operation level.
The Nudr_DataRepository API defines the following scopes for OAuth2 authorization:
Table 6.1.7-1: Oauth2 scopes defined in Nudr_DataRepository API
	Scope
	Description

	"nudr-dr"
	Access to the Nudr DataRepository API

	"nudr-dr:subscription-data:authentication-subscription:read"
	Access to read the AuthenticationSubscription resource of the SubscriptionData data set.

	"nudr-dr:subscription-data:authentication-subscription:modify"
	Access to update the AuthenticationSubscription resource of the SubscriptionData data set.
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