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[bookmark: _Toc483392404][bookmark: _Toc483392407][bookmark: _Toc483406628][bookmark: _Toc384334034]*** 1st Change ***
[bookmark: _Toc28009653][bookmark: _Toc34061771][bookmark: _Toc36036527][bookmark: _Toc22048904][bookmark: _Toc22048972]5.2.1.1	Overview
The CAPIF discover service APIs, as defined in 3GPP TS 23.222 [2], allow API invokers via CAPIF-1/1e and CAPIF-1e reference points to discover service API available at the CAPIF core function, and allow CAPIF core function via CAPIF-6 and CAPIF-6e reference points to discover service API available at other CAPIF core function.
*** Next Change ***
5.4.1.1	Overview
The CAPIF events APIs, as defined in 3GPP TS 23.222 [2], allow an API invoker via CAPIF-1/1e reference points, API exposure function via CAPIF-3 reference point, API publishing function via CAPIF-4 reference point and API management function via CAPIF-5 reference point to subscribe to and unsubscribe from CAPIF events and to receive notifications from CAPIF core function.
NOTE:	The functional elements listed above are referred to as Subscriber in the service operations described in the subclauses below.
*** Next Change ***
[bookmark: _Toc28009692][bookmark: _Toc34061811][bookmark: _Toc36036567]5.5.1.1	Overview
The CAPIF API invoker management APIs, as defined in 3GPP TS 23.222 [2], allow API invokers via CAPIF-1/1e and CAPIF-1e reference points to on-board and off-board itself as a recognized user of the CAPIF or update the API invoker’s details on the CAPIF core function.
*** Next Change ***
5.10.3	Related Events
The CAPIF_Access_Control_Policy_API supports the subscription and notification of the status of access control information via the CAPIF_Events_API. The related events are specified in subclause 8.3.64.3.3.
*** Next Change ***
[bookmark: _Toc28010096][bookmark: _Toc34062216][bookmark: _Toc36036974]10.21	CAPIF-1/1e security
Secure communication between API invoker and CAPIF core function over CAPIF-1 or CAPIF-/1e reference points, using a TLS protocol based connection is defined in 3GPP TS 33.122 [16].
For Onboard_API_Invoker service operation of the CAPIF_API_Invoker_Management_API, the TLS protocol based connection shall be established using server certificate as defined in 3GPP TS 33.122 [16].
For rest of the CAPIF APIs, the TLS protocol based connection shall be established with certificate based mutual authentication as defined in 3GPP TS 33.122 [16].
[bookmark: _Toc28010097][bookmark: _Toc34062217][bookmark: _Toc36036975]10.32	CAPIF-2/2e security and securely invoking service APIs
For secure communication between API invoker and API exposing function and ensuring secure invocations of service APIs, the API invoker: 
-	shall negotiate the security method with the CAPIF core function using the Obtain_Security_Method service operation of the CAPIF_Security_API; 
-	shall initiate the authentication with the API exposing function using the Initiate_Authentication service operation of the AEF_Security_API; and 
-	shall establish a secure connection with the API exposing function as defined in 3GPP TS 33.122 [16], using the method negotiated with the CAPIF core function.
*** End of Change ***

