

	
3GPP TSG-CT WG1 Meeting #123-e	C1-202137
Electronic meeting; 16-24 April 2020
	CR-Form-v12.0

	CHANGE REQUEST

	

	
	24.547
	CR
	[bookmark: _GoBack]0001
	rev
	-
	Current version:
	16.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	



	

	Title:	
	Updates to User Authentication Client (SIM-C) procedure

	
	

	Source to WG:
	Intel

	Source to TSG:
	C1

	
	

	Work item code:
	SEAL
	
	Date:
	2020-04-02

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	[bookmark: OLE_LINK1]Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
Rel-12	(Release 12)
Rel-13	(Release 13)
Rel-14	(Release 14)
Rel-15	(Release 15)
Rel-16	(Release 16)

	
	

	Reason for change:
	Clause 6.2.2.1 contains the following Editor’s Note:

Editor’s Note: This procedure may be updated once a more updated reference to 3GPP TS 33.434 is available.
An updated version of TS 33.434 (v 0.2.0) is available from SA3 which specifies the parameters in Authentication Request procedure (Table A.4.2.2-1) and Access token request procedure (Table A.4.2.4-1). 

The SIM-C procedure in 24.547 needs to be updated accordingly.

	
	

	Summary of change:
	Deleted the above Editor Note 
Added parameter “response_type” in Authentication request message
Added parameter “code” in Token request message

	
	

	Consequences if not approved:
	Unresolved Editor’s Note in specification

	
	

	Clauses affected:
	6.2.2.1

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	


Page 1


***** First change *****

[bookmark: _Toc24947844][bookmark: _Toc34041509]6.2.2.1	SIM-C procedure
Editor’s Note: This procedure may be updated once a more updated reference to 3GPP TS 33.434 is available.
Upon receiving a request from VAL user to initiate authentication for VAL services, the SIM-C shall: 
a)	establish a TLS tunnel to the authorisation endpoint of the SIM-S as specified in 3GPP TS 33.434 [7] using the URL of authorisation endpoint of the SIM-S as provided by the specific VAL service; and
b)	send an OIDC Authentication Request message as specified in the OpenID Connect 1.0 [11] and IETF RFC 6749 [9] using an HTTP GET request method towards the SIM-S according to IETF RFC 2616 [5]. The SIM-C shall include the following parameters as specified in 3GPP TS 33.434 [7] in the query component of the authorization endpoint's URI using the "application/x-www-form-urlencoded" format as specified in W3C.REC-html401-19991224 [6]:
-	response_type;
-	client_id;
-	scope;
-	redirect_uri;
-	state;
-	acr_values;
-	code_challenge; and
-	code_challenge_method.
Upon receiving an HTTP 200 (OK) response from the SIM-S, the SIM-C shall: 
a)	prompt the VAL service user for their username and password;
b)	generate an HTTP POST request method containing the VAL service user's username and password; and
c)	send the HTTP POST request method towards the SIM-S.
Upon receiving an OIDC Authentication Response message, the SIM-C shall: 
a)	establish a TLS tunnel to the token endpoint of the SIM-S as specified in 3GPP TS 33.434 [7]; and
b)	send an OIDC Token Request message as specified in OpenID Connect 1.0 [11] and IETF RFC 6749 [9] using an HTTP POST request method towards the SIM-S according to IETF RFC 2616 [5]. The SIM-C shall include the following parameters are included in the entity body of the HTTP POST request using the "application/x-www-form-urlencoded" format as specified in W3C.REC-html401-19991224 [6] as specified in 3GPP TS 33.434 [7]:
-	grant_type;
-	code;
-	client_id;
-	redirect_uri; and
-	code_verifier.
Upon receiving an OIDC Token response message from the SIM-S, the SIM-C shall: 
a)	validate the id_token, access_token and refresh token in the received OIDC Token Response message as specified in the OpenID Connect 1.0 [11] specification; and
b)	provide the id_token and access_token in the received OIDC Token Response message to the VAL user.
The SIM-C may repeat the entire procedure in this subclause as needed to obtain the necessary authorisation tokens for the VAL service clients, depending on the scope parameter in the Authentication Request message as specified in 3GPP TS 33.434 [7].

