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* * * * * FIRST CHANGE * * * * *
[bookmark: _Toc20215433][bookmark: _Toc27495898][bookmark: _Toc36107637]4.6	Protection of sensitive XML application data
In certain deployments, for example, in the case that the MCData operator uses the underlying SIP core infrastructure from the carrier operator, the MCData operator can prevent certain sensitive application data from being visible in the clear to the SIP layer. The following data are classed as sensitive application data:
-	MCData ID;
-	MCData group ID;
-	user location information;
-	alert indicator;
-	access token (containing the MCData ID); and
-	MCData client ID;. and
-	functional alias.
The above data is transported as XML content in SIP messages. in XML elements or XML attributes.
Data is transported in attributes in the following circumstances in the procedures in the present document:
-	an MCData ID, an MCData Group ID, and an MCData client ID in an XML document published in SIP PUBLISH request for affiliation according to IETF RFC 3856 [27];
-	an MCData ID or an MCData Group ID in XML document notified in a SIP NOTIFY request for affiliation according to IETF RFC 3856 [27]; and
-	an MCData ID in application/resource-lists+xml document included in a SIP MESSAGE or SIP INVITE request for one-to-one SDS or one-to-one FD, according to IETF RFC 5366 [18];
-	an MCData ID and functional alias in an XML document published in SIP PUBLISH request for functional alias management according to IETF RFC 3856 [39]; and
-	an MCData ID and functional alias in an XML document notified in a SIP NOTIFY request for functional alias management according to IETF RFC 3856 [39].
3GPP TS 33.180 [26] describes a method to provide confidentiality protection of sensitive application data in elements by using XML encryption (i.e. xmlenc) and in attributes by using an attribute confidentiality protection scheme described in subclause 6.6.2.3 of the present document. Integrity protection can also be provided by using XML signatures (i.e. xmlsig).
Protection of the data relies on a shared XML protection key (XPK) used to encrypt and sign data:
-	between the MCData client and the MCData server, the XPK is a client-server key (CSK); and
-	between MCData servers, the XPK is a signalling protection key (SPK).
The CSK (XPK) and a key-id CSK-ID (XPK-ID) are generated from keying material provided by the key management server. Identity based public key encryption based on MIKEY-SAKKE is used to transport the CSK between SIP end-points. The encrypted CSK is transported from the MCData client to the MCData server when the MCData client performs service authorisation as described in clause 7 and is also used during service authorisation to protect the access token.
The SPK (XPK) and a key-id SPK-ID (XPK-ID) are directly provisioned in the MCData servers.
Configuration in the MCData client and MCData server is used to determine whether one or both of confidentiality protection and integrity protection are required.
The following four examples give a brief overview of the how confidentiality and integrity protection is applied to application data in this specification.
EXAMPLE 1:	Pseudo code showing how confidentiality protection is represented in the procedures in the document for sensitive data sent by the originating client.
   IF configuration is set for confidentiality protection of sensitive data
   THEN
       Encrypt data element using the CSK (XPK;
       Include in an <EncryptedData> element of the XML MIME body:
         (1) the encryption method;
         (2) the key-id (XPK-ID);
         (3) the cipher data;
       Encrypt URIs in attribute using the CSK (XPK) by following subclause 6.6.2.3;
   ELSE
       include application data into XML MIME body in clear text;
   ENDIF;

EXAMPLE 2:	Pseudo code showing how integrity protection is represented in the procedures in the present document for data sent by the originating client.
   IF configuration is set for integrity protection of application data
   THEN
       Use a method to hash the content;
       Generate a signature for the hashed content using the CSK (XPK;
       Include within a <Signature> XML element of the XML MIME body:
          (1) a cannonicalisation method to be applied to the signed information;
          (2) the signature method used for generating the signature;
          (3) a reference to the content to be signed;
          (4) the hashing method used;
          (5) the hashed content;
          (6) the key-id (XPK-ID);
          (7) the signature value;
   ENDIF;

EXAMPLE 3:	Pseudo code showing how confidentiality protection is represented in the procedures in the present document at the server side when receiving encrypted content.
   IF configuration is set for confidentiality protection of sensitive data
   THEN
       Check that the XML content contains the <EncryptedData> element;
       Check that the XML document contains a URI with the domain name for MC Services confidentiality protection;
       Return an error if the <EncryptedData> element or domain name for MC Services confidentiality protection are not found;
       Otherwise:
          (1) obtain the CSK (XPK) using the CSK-ID (XPK-ID) in the received XML body;
          (2) for encrypted data in elements, decrypt the data elements using the CSK;
          (3) for encrypted URIs in attributes, decrypt the URIs using the CSK;
   ENDIF;

EXAMPLE 4:	Pseudo code showing how integrity protection is represented in the procedures in the present document at the server side when receiving signed content.
   IF configuration is set for integrity protection of application data 
   THEN
      Check that the XML content contains the <Signature> element;
      Return an error if the <Signature> element is not found;
      Otherwise:
          (1) obtain the CSK (XPK) using the CSK-ID (XPK-ID) in the received XML body;
          (2) verify the signature of the content using the CSK;
      Return an error if the validation of the signature fails;
      IF validation of the signature passes
      THEN 
         decrypt any data found in <EncryptedData> elements;
         decrypt any encrypted URIs found in attributes;
      ENDIF;
   ENDIF;

The content can be re-encrypted and signed again using the SPK between MCData servers.
The following examples show the difference between normal and encrypted data content. In this example consider the MCData client initiating a group standalone SDS message using the signalling control plane.
EXAMPLE 5:	<mcdata-info> MIME body represented with data elements in the clear:
   Content-Type: application/vnd.3gpp.mcdata-info+xml
   <?xml version="1.0"?>
   <mcdata-info>
     <mcdata-Params>
       <request-type>group-sds</request-type>
       <mcdata-request-uri type="Normal">
         <mcdataURI>sip:group123@mcdataoperator1.com></mcdataURI>
       </mcdata-request-uri>
     </mcdata-Params>
   </mcdata-info>

EXAMPLE 6:	<mcdata-info> MIME body represented with the <mcdata-request-uri> encrypted:
   Content-Type: application/vnd.3gpp.mcdata-info+xml
   <?xml version="1.0"?>
   <mcdata-info>
     <mcdata-Params>
       <request-type>group-sds</request-type>
       <mcdata-request-uri type="Encrypted">
         <EncryptedData xmlns='http://www.w3.org/2001/04/xmlenc#'
          Type='http://www.w3.org/2001/04/xmlenc#Content'>
            <EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>
            <ds:KeyInfo>
              <ds:KeyName>base64XpkId</KeyName>
            </ds:KeyInfo>
            <CipherData>
              <CipherValue>A23B45C5657689090</CipherValue>
            </CipherData>
         </EncryptedData>
       </mcdata-request-uri>
     </mcdata-Params>
   </mcdata-info>

EXAMPLE 7:	pidf+xml MIME body represented with clear URIs in attributes:
Content-Type: application/pidf+xml
<?xml version="1.0" encoding="UTF-8"?>
<presence entity="sip:somebody@mcdata.org">
  <tuple id="acD4rhU87bK">
    <status>
      <affiliation group="sip:thegroup@mcdata.org"/>
    </status>
  </tuple>
</presence>

EXAMPLE 8:	pidf+xml MIME body represented with encrypted URIs in attributes:
Content-Type: application/pidf+xml
<?xml version="1.0" encoding="UTF-8"?>
<presence entity="sip:c4Hrt45XG8IohRFT67vfdr3V;iv=45RtfVgHY23k8Ihy;xpk-id=b7UJv9;alg=128-aes-gcm@mc1-encryption.3gppnetwork.org">
  <tuple id="acD4rhU87bK">
    <status>
      <affiliation group="sip:98yudFG45tx_89TYGedb4ujF ;iv=FGD567kjhfH7d4-D;key-id=eV9kl7;alg=128-aes-gcm@mc1-encryption.3gppnetwork.org"/>
    </status>
  </tuple>
</presence>
* * * * * END CHANGES * * * * *


