

	
3GPP TSG-CT WG1 Meeting #124-e	C1-204101
Electronic meeting, 2-10 June 2020													(was C1-203124)
	CR-Form-v12.0

	CHANGE REQUEST

	

	
	24.587
	CR
	0004
	rev
	3
	Current version:
	16.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	[bookmark: _GoBack]Radio Access Network
	
	Core Network
	



	

	Title:	
	PC5 unicast link re-keying procedure

	
	

	Source to WG:
	Qualcomm Incorporated

	Source to TSG:
	C1

	
	

	Work item code:
	eV2XARC
	
	Date:
	2020-05-22

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	[bookmark: OLE_LINK1]Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
Rel-12	(Release 12)
Rel-13	(Release 13)
Rel-14	(Release 14)
Rel-15	(Release 15)
Rel-16	(Release 16)

	
	

	Reason for change:
	At SA3#98e, SA3 agreed S3-200507 to TS 33.536 which specifies security establishment during a PC5 unicast link re-keying procedure. Consequently, a PC5 unicast link re-keying procedure needs to be added to TS 24.587.

	
	

	Summary of change:
	A new procedure for PC5 unicast link re-keying was added to TS 24.587.

	
	

	Consequences if not approved:
	The PC5 unicast link re-keying procedure will not be supported in stage 3.

	
	

	Clauses affected:
	6.1.2.1, 6.1.2.x (New), 6.1.2.x.1 (New), 6.1.2.x.2 (New), 6.1.2.x.3 (New), 6.1.2.x.4 (New), 6.1.2.x.5 (New), 7.3.g (New), 7.3.g.1 (New), 7.3.g.2 (New), 7.3.g.3 (New), 7.3.g.4 (New), 7.3.g.5 (New), 7.3.h (New), 7.3.h.1 (New), 8.4.1, 8.4.x (New), 10.3

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ...

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	This CR refers to the Key establishment information container IE in subclause 8.4.a, the Nonce_1 IE in subclause 8.4.b, the UE security capabilities IE in subclause 8.4.c and the MSBs of KNRP-sess ID in subclause 8.4.e which are defined by CR 0002 to TS 24.587 (C1-202104).
This CR refers T5bbb which is defined by CR0002 to TS 24.587(C1-204099)

	
	

	This CR's revision history:
	Revision 2 (C1 124-e):
· According to SA3 agreement, some security realted IEs were made optional.
· Add NOTE not to trigger PC5 unicast link re-keying procedure when using the null integrity protection algorithm.
· Set the value of T5ccc to 15s.
Revision 3 (C1 124-e):
· Add initiating condition of re-keying procedure with regard to timers.




Page 1






*** First change ***
6.1.2.1	Overview
This clause describes the PC5 signalling protocol procedures between two UEs for unicast mode of V2X communication. The following PC5 signalling protocol procedures are defined:
a)	PC5 unicast link establishment;
b)	PC5 unicast link modification;
c)	PC5 unicast link release;
d)	PC5 unicast link identifier update;
e)	PC5 unicast link authentication;
f)	PC5 unicast link security mode control; and
g)	PC5 unicast link keep-alive; and
x)	PC5 unicast link re-keying procedure.

*** Next change ***
[bookmark: _Toc25070690][bookmark: _Toc34388605][bookmark: _Toc34404376]6.1.2.x	PC5 unicast link re-keying procedure
[bookmark: _Toc525231186][bookmark: _Toc22039978][bookmark: _Toc25070691][bookmark: _Toc34388606][bookmark: _Toc34404377]6.1.2.x.1	General
The purpose of the PC5 unicast link re-keying procedure is to derive a new KNRP-sess and, optionally, a new KNRP for an existing PC5 unicast link. The UE sending the DIRECT LINK REKEYING REQUEST message is called the "initiating UE" and the other UE is called the "target UE".
NOTE:	There is no benefit in performing the PC5 unicast link re-keying procedure when using the null integrity protection algorithm, hence it is recommended not to trigger it when using the null integrity protection algorithm.
[bookmark: _Toc525231187][bookmark: _Toc22039979][bookmark: _Toc25070692][bookmark: _Toc34388607][bookmark: _Toc34404378]6.1.2.x.2	PC5 unicast link re-keying procedure initiation by the initiating UE
The initiating UE shall meet the following pre-condition before initiating the PC5 unicast link re-keying procedure:
a)	there is a PC5 unicast link between the initiating UE and the target UE; and
1)	if the session key KNRP-sess used to protect PC5 unicast link needs to be refreshed and neither timer T5bbb nor T5ccc are running; or 
2)	if the UE wants to refresh KNRP and neither timer T5bbb nor T5ccc are running.
In order to initiate the PC5 unicast link re-keying procedure, the initiating UE shall create a DIRECT LINK REKEYING REQUEST message. In this message, the initiating UE:
a)	shall include the Key establishment information container if the null integrity protection algorithm is not in use;
NOTE 1:	The Key establishment information container is provided by upper layers.
b)	shall include a Nonce_1 set to the 128-bit nonce value generated by the initiating UE for the purpose of session key refresh over this PC5 unicast link if the null integrity protection algorithm is not in use;
c)	shall include its UE security capabilities indicating the list of algorithms that the initiating UE supports for the re-keying of this PC5 unicast link;
d)	shall include the 8 MSBs of KNRP-sess ID chosen by the initiating UE as specified in 3GPP TS 33.536 [yy] if the null integrity protection algorithm is not in use; and
e)	may include a Re-authentication indication if the initiating UE wants to derive a new KNRP.
After the DIRECT LINK REKEYING REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE’s layer-2 ID for unicast communication, and start timer T5ccc. The UE shall not send a new DIRECT LINK REKEYING REQUEST message to the same target UE while timer T5ccc is running.
NOTE 2:	In order to ensure successful PC5 unicast link re-keying, T5ccc should be set to a value larger than the sum of T5aaa and T5bbb.


Figure 6.1.2.x.2: PC5 unicast link re-keying procedure
[bookmark: _Toc22039980][bookmark: _Toc25070693][bookmark: _Toc34388608][bookmark: _Toc34404379]6.1.2.x.3	PC5 unicast link re-keying procedure accepted by the target UE
Upon receipt of a DIRECT LINK REKEYING REQUEST message, if the DIRECT LINK REKEYING REQUEST message includes a Re-authentication indication, the target UE shall derive a new KNRP. This may require performing one or more PC5 unicast link authentication procedures as specified in subclause 6.1.2.6.
NOTE:	How many times the PC5 unicast link authentication procedure needs to be performed to derive a new KNRP depends on the authentication method used.
Then the target UE shall initiate a PC5 unicast link security mode control procedure as specified in in subclause 6.1.2.7.
Upon successful completion of the PC5 unicast link security mode control procedure, the target UE shall create a DIRECT LINK REKEYING RESPONSE message. The target UE shall cipher and integrity protect the DIRECT LINK REKEYING RESPONSE message with the new security context.
After the DIRECT LINK REKEYING RESPONSE message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
[bookmark: _Toc22039981][bookmark: _Toc25070694][bookmark: _Toc34388609][bookmark: _Toc34404380]6.1.2.x.4	PC5 unicast link re-keying procedure completion by the initiating UE
Upon receipt of the DIRECT LINK REKEYING RESPONSE message, the initiating UE shall stop timer T5ccc and check the integrity of the DIRECT LINK REKEYING RESPONSE message using the new NRPIK.
[bookmark: _Toc25070696][bookmark: _Toc34388611][bookmark: _Toc34404382]6.1.2.x.5	Abnormal cases at the initiating UE
The following abnormal cases can be identified:
a)	Timer T5ccc expires.
	The initiating UE shall retransmit the DIRECT LINK REKEYING REQUEST message and restart timer T5ccc. After reaching the maximum number of allowed retransmissions, the initiating UE shall abort the PC5 unicast link re-keying procedure and may initiate the PC5 unicast link release procedure.
NOTE:	The maximum number of allowed retransmissions is UE implementation specific.
b)	The need to use this PC5 unicast link no longer exists before the PC5 unicast link re-keying procedure is completed.
	The initiating UE shall abort the procedure.

*** Next change ***
7.3.g	Direct link rekeying request
7.3.g.1	Message definition
This message is sent by a UE to another peer UE when a PC5 unicast link re-keying procedure is initiated. See table 7.3.g.1.1.
Message type:	DIRECT LINK REKEYING REQUEST
Significance:	dual
Direction:		UE to peer UE
Table 7.3.g.1.1: DIRECT LINK REKEYING REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT LINK REKEYING REQUEST message identity
	PC5 signalling message type
8.4.1.
	M
	V
	1

	
	Sequence number
	Sequence number
8.4.2
	M
	V
	1

	
	UE security capabilities
	UE security capabilities
8.4.c
	M
	LV
	3-9

	cc
	Key establishment information container
	Key establishment information container
8.4.a
	O
	TLV-E
	4-n

	aa
	Nonce_1
	Nonce
8.4.b
	O
	TV
	17

	bb
	MSBs of KNRP-sess ID
	MSBs of KNRP-sess ID
8.4.e
	O
	TV
	2

	xx
	Re-authentication indication
	Re-authentication indication
8.4.x
	O
	TV
	2



7.3.g.2	Key establishment information container
The UE shall include this IE if the null integrity protection algorithm is not in use.
7.3.g.3	Nonce_1
The UE shall include this IE if the null integrity protection algorithm is not in use.
7.3.g.4	MSBs of KNRP-sess ID
The UE shall include this IE if the null integrity protection algorithm is not in use.
7.3.g.5	Re-authentication indication
The UE shall include this IE if the UE wants to derive a new KNRP.
7.3.h	Direct link rekeying response
7.3.h.1	Message definition
This message is sent by a UE to another peer UE to respond to a DIRECT LINK REKEYING REQUEST message. See table 7.3.h.1.1.
Message type:	DIRECT LINK REKEYING RESPONSE
Significance:	dual
Direction:		UE to peer UE
Table 7.3.h.1.1: DIRECT LINK REKEYING RESPONSE message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT LINK REKEYING RESPONSE message identity
	PC5 signalling message type
8.4.1.
	M
	V
	1

	
	Sequence number
	Sequence number
8.4.2
	M
	V
	1




*** Next change ***
8.4.1	PC5 signalling message type
The purpose of the PC5 signalling message type information element is to indicate the type of messages used in PC5 signalling protocol.
The value part of the PC5 signalling message type information element used in the PC5 signalling messages is coded as shown in table 8.4.1.1.
The PC5 signalling message type is a type 3 information element, with the length of 1 octet.
Table 8.4.1.1: PC5 signalling message type
	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	DIRECT LINK ESTABLISHMENT REQUEST

	0
	0
	0
	0
	0
	0
	1
	0
	
	DIRECT LINK ESTABLISHMENT ACCEPT

	0
	0
	0
	0
	0
	0
	1
	1
	
	DIRECT LINK ESTABLISHMENT REJECT

	0
	0
	0
	0
	0
	1
	0
	0
	
	DIRECT LINK MODIFICATION REQUEST

	0
	0
	0
	0
	0
	1
	0
	1
	
	DIRECT LINK MODIFICATION ACCEPT

	0
	0
	0
	0
	0
	1
	1
	0
	
	DIRECT LINK MODIFICATION REJECT

	0
	0
	0
	0
	0
	1
	1
	1
	
	DIRECT LINK RELEASE REQUEST

	0
	0
	0
	0
	1
	0
	0
	0
	
	DIRECT LINK RELEASE ACCEPT

	0
	0
	0
	0
	1
	0
	0
	1
	
	DIRECT LINK KEEPALIVE REQUEST

	0
	0
	0
	0
	1
	0
	1
	0
	
	DIRECT LINK KEEPALIVE RESPONSE

	g
	g
	g
	g
	g
	g
	g
	g
	
	DIRECT LINK REKEYING REQUEST

	h
	h
	h
	h
	h
	h
	h
	h
	
	DIRECT LINK REKEYING RESPONSE

	
	
	
	
	
	
	
	
	
	

	



Editor's note:	The values of the other PC5 signalling messages are FFS.

*** Next change ***
8.4.x	Re-authentication indication
The purpose of the Re-authentication indication information element is to indication that KNRP needs to be refreshed.
The Re-authentication indication information element is a type 3 information element, with a length of 2 octets.
The Re-authentication indication information element is coded as shown in figure 8.4.x.1 and table 8.4.x.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Re-authentication indication IEI
	octet 1

	Re-authentication indication contents
	octet 2



Figure 8.4.x.1: Re-authentication indication information element
Table 8.4.x.1: Re-authentication indication information element
	Re-authentication indication contents (octet 2)

Bits
1
0  Reserved
1  KNRP is requested to be refreshed

Bits 2 to 8 of octet 2 are spare and shall be coded as zero.

	




*** Next change ***
10.3	Timers of PC5 unicast link management procedures
Table 10.3.1: PC5 unicast link management timers
	TIMER NUM.
	TIMER VALUE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	T5000
	
	Upon sending a DIRECT LINK ESTABLISHMENT REQUEST message
	Upon receiving a DIRECT LINK ESTABLISHMENT ACCEPT or DIRECT LINK ESTABLISHMENT REJECT message from the target UE
	Retransmission of DIRECT LINK ESTABLISHMENT REQUEST message

	T5001
	
	Upon sending a DIRECT LINK MODIFICATION REQUEST message
	Upon receiving a DIRECT LINK MODIFICATION ACCEPT or DIRECT LINK MODIFICATION REJECT or DIRECT LINK RELEASE REQUEST message from the target UE
	Retransmission of DIRECT LINK MODIFICATION REQUEST message

	T5002
	
	Upon sending a DIRECT LINK RELEASE REQUEST message
	Upon receiving a DIRECT LINK RELEASE ACCEPT message from the target UE
	Retransmission of DIRECT LINK RELEASE REQUEST message

	T5003
	
	Upon receiving a PC5 signalling message or PC5 user plane data
	Upon PC5 unicast link release or upon initiating the PC5 unicast link keep-alive procedure
	Initiate the PC5 unicast link keep-alive procedure

	T5004
	
	Upon sending a DIRECT LINK KEEPALIVE REQUEST message
	Upon receiving a PC5 signalling message or PC5 user plane data
	Retransmission of the DIRECT LINK KEEPALIVE REQUEST message

	T5005
	
	Upon receiving a Maximum inactivity period in a DIRECT LINK KEEPALIVE REQUEST message, receiving a PC5 signalling message or receiving PC5 user plane data
	Upon receiving a PC5 signalling message or PC5 user plane data
	Either initiate the PC5 unicast link keep-alive procedure or the PC5 unicast link release procedure

	T5ccc
	15s
	Upon sending a DIRECT LINK REKEYING REQUEST message
	Upon receiving a DIRECT LINK REKEYING RESPONSE message from the target UE
	Retransmission of DIRECT LINK REKEYING REQUEST message





*** End of changes ***
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