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* * * First Change * * * *
[bookmark: _Toc27585040][bookmark: _Toc36456993]5.4.2.4.2	HSS Authentication Vector Retrieval
Figure 5.4.2.4.2-1 shows a scenario where the NF service consumer (HSS) retrieves authentication vector(s) for the UE from the UDM (see also 3GPP TS 23.632 [32] clause 5.6.3). The request contains the UE's identity (SUPI), the authentication method, serving network id, and may contain resynchronization info.



Figure 5.4.2.4.2-1: NF service consumer requesting authentication vector(s)
1.	The NF service consumer sends a POST request (custom method: generate-av) to the resource representing the UE's HSS security information; the type of requested AV is included as part of the resource URI. 
2a.	The UDM responds with "200 OK" with the message body containing the authentication vector(s). 
2b.	If the operation cannot be authorized due to e.g UE does not have required subcription data, HTTP status code "404 Not Found" should be returned including additional error information in the response body (in "ProblemDetails" element). 
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.

[bookmark: _Toc24937797][bookmark: _Toc33962617]* * * Next Change * * * *
[bookmark: _Toc11338716][bookmark: _Toc27585398][bookmark: _Toc36457400]6.3.3.1	Overview
Figure 6.3.3.1-1 describes the resources supported by the Nudm_UEAU API.



Figure 6.3.3.1-1: Resource URI structure of the nudm_ueau API
Table 6.3.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.3.3.1-1: Resources and methods overview
	Resource name
(Archetype)
	Resource URI
	HTTP method or custom operation
	Description

	SecurityInformation
(Custom operation)
	/{supiOrSuci}/security-information/generate-auth-data
	generate-auth-data (POST)
	If the variable {supiOrSuci} takes the value of a SUCI, the UDM calculates the corresponding SUPI. The UDM calculates a fresh authentication vector based on the received information and the stored security information for the SUPI if 5G-AKA or EAP-AKA' is selected. Otherwise, UDM provides corresponding authentication information.

	SecurityInformationForRg
	/{supiOrSuci}/security-information-rg
	GET
	If the variable {supiOrSuci} takes the value of a SUCI, the UDM calculates the corresponding SUPI. The UDM decides, based on the received information and the stored authentication profile of the SUPI, that authentication by the home network is not required for the FN-RG.

	AuthEvents
(Collection)
	/{supi}/auth-events
	POST
	Create an Authentication Event

	Individual AuthEvent
(Document)
	/{supi}/auth-events/{authEventId}
	DELETE
	Delete an Authentication Event

	HssSecurityInformation
(Custom operation)
	/{supi}/hss-security-information/{hssAuthType}/generate-av
	generate-av (POST)
	The UDM generates the authentication vector(s) for EPS or IMS domain of the requested type based on stored security information for the SUPI.



[bookmark: _Toc24937798][bookmark: _Toc33962618]* * * Next Change * * * *
[bookmark: _Toc27585418][bookmark: _Toc36457420]6.3.3.5	Resource: HssSecurityInformation (Custom operation)
[bookmark: _Toc27585419][bookmark: _Toc36457421]6.3.3.5.1	Description
This resource represents the information that is needed together with the serving network id and requested authentication method to calculate authentication vector(s) for PS/EPS or IMS domain. See 3GPP TS 23.632 [32].
[bookmark: _Toc27585420][bookmark: _Toc36457422]6.3.3.5.2	Resource Definition
Resource URI: {apiRoot}/nudm-ueau/v1/{supi}/hss-security-information/{hssAuthType}
This resource shall support the resource URI variables defined in table 6.3.3.5.2-1.
Table 6.3.3.5.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See clause 6.3.1

	supi
	Represents the mobile subscription identity (see 3GPP TS 23.003 [8]).
On this resource, only the IMSI format of SUPI is used.

	hssAuthType
	Represents the type of AVs requested by the HSS.
It is defined as an enumeration of type "HssAuthTypeInUri".



[bookmark: _Toc24937799][bookmark: _Toc33962619]* * * Next Change * * * *
[bookmark: _Toc27585451][bookmark: _Toc36457457]6.3.6.3.x	Enumeration: HssAuthTypeInUri 
Table 6.3.6.3.x-1: Enumeration HssAuthTypeInUri
	Enumeration value
	Description

	"eps-aka"
	EPS-AKA authentication method

	"eap-aka"
	EAP-AKA authentication method

	"eap-aka-prime"
	EAP-AKA' authentication method

	"ims-aka"
	IMS-AKA authentication method

	"gba-aka"
	GBA-AKA authentication method



NOTE:	This enumeration is used as a variable part of resource URIs, and therefore it follows the naming convention used in URIs (lower case with hyphens); see 3GPP TS 29.501 [5], clause 5.1.

* * * Next Change * * * *
[bookmark: _Toc27585641][bookmark: _Toc36457664]A.4	Nudm_UEAU API

(… text not shown for clarity …)

  /{supi}/hss-security-information/{hssAuthType}/generate-av:
    post:
      summary: Generate authentication data for the UE in EPS or IMS domain
      operationId: GenerateAv
      tags:
        - Generate HSS Authentication Vectors 
      parameters:
        - name: supi
          in: path
          description: SUPI of the user
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        - name: hssAuthType
          in: path
          description: Type of AV requested by HSS
          required: true
          schema:
            $ref: '#/components/schemas/HssAuthTypeInUri'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/HssAuthenticationInfoRequest'
        required: true
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/HssAuthenticationInfoResult'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

(… text not shown for clarity …)

    HssAuthType:
      anyOf:
        - type: string
          enum:
          - EPS_AKA
          - EAP_AKA
          - EAP_AKA_PRIME
          - IMS_AKA
          - GBA_AKA
        - type: string

    HssAvType:
      anyOf:
        - type: string
          enum:
          - EPS_AKA
          - EAP_AKA
          - IMS_AKA
          - GBA_AKA
        - type: string

    HssAuthTypeInUri:
      anyOf:
        - type: string
          enum:
          - eps-aka
          - eap-aka
          - eap-aka-prime
          - ims-aka
          - gba-aka
        - type: string


* * * End of Changes * * * *
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