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* * * First Change * * * *
[bookmark: _Toc25270626][bookmark: _Toc34310279]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[6]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[7]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[8]	3GPP TS 33.501: "Security Architecture and Procedures for 5G System".
[9]	IETF RFC 5448: "Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')".
Editor's Note: This reference may be removed and references to it updated when the IETF publishes the corresponding update version.
[10]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3".
[11]	IETF RFC 7807: "Problem Details for HTTP APIs".
[12]	3GPP TS 29.503: "5G System; Unified Data Management Services; Stage 3".
[13]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[14]	3GPP TS 29.510: "Network Function Repository Services; Stage 3".
[15]	3GPP TS 31.102: "Characteristics of the Universal Subscriber Identity Module (USIM) application".
[16]	IETF RFC 5216: "The EAP-TLS Authentication Protocol".
[17]	Internet draft draft-ietf-emu-rfc5448bis: "Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')".
[18]	IETF RFC 3748: "Extensible Authentication Protocol (EAP)".
[19]	IETF RFC 4648: "The Base16, Base32 and Base64 Data Encodings".
[20]	3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".
[21]	3GPP TR 21.900: "Technical Specification Group working methods".
[22]	3GPP TS 29.544: "5G System; OTAF SP-AF Services; Stage 3".
[23]	3GPP TS 23.316: " Wireless and wireline convergence access support for the 5G System (5GS); Release 16".
[24]	3GPP TS 29.524: "5G System; Cause codes mapping between 5GC interfaces; Stage 3".

* * * Next Change * * * *
[bookmark: _Toc25270796][bookmark: _Toc34310453]6.3.6.2.4	Type: UpuData
Table 6.3.6.2.4-1: Definition of type UpuData
	Attribute name
	Data type
	P
	Cardinality
	Description

	secPacket
	SecuredPacket
	C
	0..1
	Presents if the Routing indicator update data is required to be updated, and contains a secured packet with the Routing indicator to be updated.

	defaultConfNssai
	array(Snssai)
	C
	0..N
	Presents if the Default configured NSSAI is required to be updated, and contains the Default configured NSSAI to be updated.

	RoutingId
	RoutingId
	C
	0..1
	May be present when sent from UDR to UDM. The UDM shall make use of Notaf Nspaf services (see 3GPP TS 29.544 [22] to encapsulate the routing id in a secured packet which is then conveyed to the AUSF and AMF.



* * * Next Change * * * *
[bookmark: _Toc25270810][bookmark: _Toc34310467]A.4	Nausf_UPUProtection API
openapi: 3.0.0
info:
  version: 1.1.0.alpha-2
  title: Nausf_UPUProtection Service
  description: |
    AUSF UPU Protection Service
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.509 V16.3.0; 5G System; Authentication Server Services
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.509'

servers:
  - url: '{apiRoot}/nausf-upuprotection/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501
security:
  - {}
  - oAuth2ClientCredentials:
      - nausf-upuprotection
paths:
  /{supi}/ue-upu:
    post:
      parameters:
        - name: supi
          in: path
          description: Identifier of the UE
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/UpuInfo'
        required: true
      responses:
        '200':
          description: UpuSecurityInfo
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/UpuSecurityInfo'
        '503':
          description: Service Unavailable
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nausf-upuprotection: Access to the Nausf_UPUProtection API
  schemas:
    UpuInfo:
      type: object
      properties:
        upuDataList:
          type: array
          items:
            $ref: '#/components/schemas/UpuData'
          minItems: 1
        upuAckInd:
          $ref: '#/components/schemas/UpuAckInd'
      required:
        - upuDataList
        - upuAckInd
    UpuSecurityInfo:
      type: object
      properties:
        upuMacIausf:
          $ref: '#/components/schemas/UpuMac'
        counterUpu:
          $ref: '#/components/schemas/CounterUpu'
        upuXmacIue:
          $ref: '#/components/schemas/UpuMac'
      required:
        - upuMacIausf
        - counterUpu
    UpuData:
      type: object
      properties:
        secPacket:
          $ref: 'TS29509_Nausf_SoRProtection.yaml#/components/schemas/SecuredPacket'
        defaultConfNssai:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'
          minItems: 1
        routingId:
          $ref: 'TS29544_NotafNspaf_SecuredPacket.yaml#/components/schemas/RoutingId'
      oneOf:
        - required: [secPacket]
        - required: [defaultConfNssai]
    UpuMac:
      type: string
      pattern: '^[A-Fa-f0-9]{32}$'
    CounterUpu:
      type: string
      pattern: '^[A-Fa-f0-9]{4}$'
    UpuAckInd:
      type: boolean

* * * End of Change * * * *

