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*** Next Change ***
10.3
3GPP Vendor-Specific Options

This clause describes 3GPP Vender-Specific Options that will be included in DHCP messages exchanged between SMF and DHCP Server. Other DHCP options may be used as defined in DHCP RFC(s). Unless otherwise stated, when the encoding scheme of an attribute is specified as UTF-8 encoding, this shall be interpreted as UTF-8 hexadecimal encoding.

The DHCPv4 vendor specific option is encoded as per IETF RFC 2132 [RFC2132] or IETF RFC 3925 [RFC3925]. The DHCPv6 vendor specific option is encoded as per IETF RFC 8415 [RFC8415]. For DHCP vendor specific option code 17 or 125, the Enterprise Number shall be set to value 10415.
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	

	
	
	

	
	
	
	

	
	
	


The table 10.3-1 lists the encapsulated 3GPP Vendor-Specific Options in DHCP vendor specific option (17/43/125).
Table 10.3-1: List of the encapsulated 3GPP Vendor-Specific sub-options
	Sub-opt #
	Sub-option Name
	Presence

	1
	3GPP-IP-Pool-Info
	Optional


1 – 3GPP-IP-Pool-Info

	DHCPv4
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	
	2
	1

	1
	
	VS option code = 1

	2
	
	VS option length

	3-m
	
	IP address pool ID


	DHCPv6
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	
	2
	1

	1-2
	
	VS option code = 1

	3-4
	
	VS option length

	
	
	
	

	
	
	

	5-m
	
	IP address pool ID


VS option code: 1

Length: m-2 or m-4
The IP address pool ID is of Octet String type.




The SMF may determine an IP address pool ID based on UPF ID, S-NSSAI, DNN, and IP version as described in subclause 5.8.2.2.1 in 3GPP TS 23.501 [2] and includes the IP address pool ID within 3GPP Vendor-Specific-Option and send it to the DHCP server. The DHCP server assigns IPv6 prefix or IPv4 address from the requested IP address pool. Multiple 3GPP-IP-Pool-Info sub-options may be sent in a DHCP request message. The DHCP server shall return the selected IP address pool ID within 3GPP Vendor-Specific-Option to the SMF in the DHCP successful response message (e.g. DHCPACK).

*** Next Change ***
11.3.1
General

RADIUS attributes as defined in subclause 16.4 of 3GPP TS 29.061 [5] are re-used in 5G with the following differences:

-
SMF replaces P-GW. GGSN and PPP PDP type related description are not applicable for 5G.

-
5G QoS flow replaces IP-CAN bearer and PDU session replaces IP-CAN session.

-
N6 replaces Gi/Sgi and UE replaces MS.

-
DNN replaces APN.

-
Detailed information needed for 5G compared to 3GPP TS 29.061 [5] is described below.

Table 11.3-1: Additional information needed for 5G compared to the RADIUS attributes defined in 3GPP TS 29.061 [5]

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement
	Applicable message

	79
	EAP-Message
	This attribute encapsulates EAP message (as defined in IETF RFC 3748 [6]) exchanged between the SMF and DN-AAA, see IETF RFC 3579 [7] for details.
	String
	Conditional

NOTE
	Access-Request,

Access-Accept,

Access-Challenge,

Access-Reject,

CoA-Request,

CoA-ACK,

Disconnect-Request,

Disconnect-ACK

	80
	Message-Authenticator
	This attribute includes the message authenticator, see IETF RFC 3579 [7] for details.
	String
	Conditional

NOTE
	Access-Request,

Access-Accept,

Access-Challenge,

Access-Reject,

CoA-Request,

CoA-ACK,

CoA-NAK

Disconnect-Request,

Disconnect-ACK,

Disconnect-NAK

	NOTE:
Shall be present if EAP is used.


Table 11.3-2: Different information needed for 5G compared to the RADIUS VSA defined in subclause 16.4.7 of 3GPP TS 29.061 [5]

	Sub-attr #
	Sub-attribute Name
	Differences

	1
	3GPP-IMSI
	Re-used.

	2
	3GPP-Charging-Id
	Re-used.

	3
	3GPP-PDP-Type
	Re-used. For SMF, this sub-attribute represents PDU session type and only the values "0", "2", "3", "5" and "6" are applicable.

	4
	3GPP-CG-Address
	Re-used.

	5
	3GPP-GPRS-Negotiated-QoS-Profile
	Re-used. For SMF, it uses the format for Release indicator value "15" as defined in 3GPP TS 29.061 [5].

	6
	3GPP-SGSN-Address
	Re-used. It includes AMF IPv4 address.

	7
	3GPP-GGSN-Address
	Re-used. It includes (home) SMF control plane IPv4 address.

	8
	3GPP-IMSI-MCC-MNC
	Re-used.

	9
	3GPP-GGSN-MCC-MNC
	Re-used. MCC and MNC of the network the (home) SMF belongs to.

	10
	3GPP-NSAPI
	Re-used. It identifies QFI with value range 0-255.

	11
	3GPP-Session-Stop-Indicator
	Re-used.

	12
	3GPP-Selection-Mode
	Re-used. SMF maps the selection mode value from the enumeration value of DnnSelectionMode in 3GPP TS 29.502 [40].

	13
	3GPP-Charging-Characteristics
	Re-used.

	14
	3GPP-CG-Ipv6-Address
	Re-used.

	15
	3GPP-SGSN-Ipv6-Address
	Re-used. It includes AMF IPv6 address.

	16
	3GPP-GGSN-Ipv6-Address
	Re-used. It includes (home) SMF control plane IPv6 address.

	17
	3GPP-Ipv6-DNS-Servers
	Re-used.

	18
	3GPP-SGSN-MCC-MNC
	Re-used. MCC and MNC of the network the AMF belongs to

	19
	3GPP-Teardown-Indicator
	Re-used.

	20
	3GPP-IMEISV
	Re-used.

	21
	3GPP-RAT-Type
	Re-used. For SMF, it uses the sub-attribute definition for P-GW and only the values "3", "7" and "51" are applicable.

	22
	3GPP-User-Location-Info
	Re-used. For SMF, only the values "128", "129", "130", "135" and "136" of Geographic Location Type are applicable.

	23
	3GPP-MS-TimeZone
	Re-used.

	24
	3GPP-CAMEL-Charging-Info
	Not applicable.

	25
	3GPP-Packet-Filter
	Re-used.

	26
	3GPP-Negotiated-DSCP
	Re-used.

	27
	3GPP-Allocate-IP-Type
	Re-used.

	28
	External-Identifier
	Re-used.

	29
	TWAN-Identifier
	Not applicable.

	30
	3GPP-User-Location-Info-Time
	Re-used.

	31
	3GPP-Secondary-RAT-Usage
	Not applicable.

	110
	3GPP-Notification
	Added.

	111
	3GPP-UE-MAC-Address
	Added.

	112
	3GPP-Authorization-Reference
	Added.

	113
	3GPP-Policy-Reference
	Added.

	114
	3GPP-Session-AMBR
	Added.

	115
	3GPP-NAI
	Added.

	116
	3GPP-Session-AMBR-v2
	Added.

	117
	3GPP-Supported-Features
	Added.

	118
	3GPP-IP-Address-Pool-Id
	Added.

	NOTE:
5G specific RADIUS VSAs are numbered from 110.


110 – 3GPP-Notification
	
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	
	2
	1

	1
	
	3GPP type = 110

	2
	
	3GPP Length= 3

	3
	
	Spare
	ACC
	AUTH


3GPP Type: 110

Length: 3

Octet 3 is Octet String type.

For bit 1 AUTH,

-
if the value of AUTH is set to "1", and there is IPv4 address and/or IPv6 prefix change (not allocated/de-allocated by the DN-AAA itself) and the PDU session is not terminated, the SMF shall send Access-Request message to the DN-AAA with  GPSI in Calling-Station-Id or External-Identifier attribute and IP address in:

1)
Framed-IP-Address and Framed-Ipv6-Prefix, if both IPv4 address and IPv6 prefix(es) exist for the PDU session; or

2)
Framed-IP-Address, if only IPv4 address exists for the PDU session; or

3)
Framed-Ipv6-Prefix, if only IPv6 prefix(es) exists for the PDU session.

For Ethernet PDU session, if there is UE MAC address change, the SMF shall send Access-Request message to the DN-AAA with GPSI in Calling-Station-Id or External-Identifier attribute and the complete list of used UE MAC addresses in the 3GPP-UE-MAC-Address attribute.

-
if the value is set to "0", the SMF may notify authentication DN-AAA with the UE address and GPSI based on local configuration.

For bit 2 ACC,

-
if the value is set to "1", and there is IPv4 address and/or IPv6 prefix change (not allocated/de-allocated by the DN-AAA itself) and the PDU session is not terminated, the SMF shall send Accounting-Request Interim-Update message to the DN-AAA with  GPSI in Calling-Station-Id or External-Identifier attribute and IP address in:

1)
Framed-IP-Address and Framed-Ipv6-Prefix, if both IPv4 address and IPv6 prefix(es) exist for the PDU session; or

2)
Framed-IP-Address, if only IPv4 address exists for the PDU session; or

3)
Framed-Ipv6-Prefix, if only IPv6 prefix(es) exists for the PDU session.

For Ethernet PDU session, if there is UE MAC address change, the SMF shall send Accounting-Request Interim-Update message to the DN-AAA with GPSI in Calling-Station-Id or External-Identifier attribute and the complete list of used UE MAC addresses in the 3GPP-UE-MAC-Address attribute.

-
if the value is set to "0", the SMF may notify accounting DN-AAA with the UE address and GPSI based on local configuration.

111 – 3GPP-UE-MAC-Address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 111

	2
	
	3GPP Length= 8

	3-10
	
	MAC Address (octet string)


3GPP Type: 111

Length: 8

It is sent from the DN-AAA to authorize UE MAC addresses. Multiple 3GPP-MAC-Address sub-attributes (maximum 16) may be sent in one RADIUS CoA or Access-Accept message. The DN-AAA shall always provide the full list of allowed MAC addresses, and SMF shall replace the existing list with the newly received one. When omitted, there is no restriction and all UE MAC addresses are permitted for the Ethernet PDU session. 

When sending from the SMF to the DN-AAA, it indicates UE MAC addresses in use. Multiple 3GPP-MAC-Address sub-attributes may be sent in one RADIUS Access-Request or Accounting-Request Interim-Update message.

MAC address is Octet String type.

112 – 3GPP-Authorization-Reference

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 112

	2
	
	3GPP Length= m

	3-m
	
	Authorization Data Reference (octet string)


3GPP Type: 112
Length:  m

Authoriztion Data Reference: Octet String. It is sent from the DN-AAA to refer to the local authorization data in the SMF. 

113 – 3GPP-Policy-Reference

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 113

	2
	
	3GPP Length= m

	3-m
	
	Policy Data Reference (octet string)


3GPP Type: 113
Length:  m

Policy Data Reference: Octet String. It is sent from the DN-AAA and used by the SMF to retrieve the SM or QoS policy data from the PCF. 

114 – 3GPP-Session-AMBR

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 114

	2
	
	3GPP Length= m

	3-m
	
	Session AMBR (octet string)


3GPP Type: 114
Length:  m

Session AMBR: Octet String. It is sent from the DN-AAA to authorize the PDU Session AMBR. The encoding is defined as BitRate in 3GPP TS 29.571 [39].

115 – 3GPP-NAI
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 115

	2
	
	3GPP Length= m

	3-m
	
	NAI (octet string)


3GPP Type: 115

Length: m

NAI: Octet String. It shall be formatted according to subclause 14.3 of 3GPP TS 23.003 [28] that describes an NAI.
116 – 3GPP-Session-AMBR-v2

	
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	
	2
	1

	1
	
	3GPP type = 116

	2
	
	3GPP Length= m

	3
	
	Spare
	DL
	UL

	4-5
	
	UL Session-AMBR length (octet string)

	6-m
	
	UL Session-AMBR (octet string)

	(m+1)-(m+2)
	
	DL Session-AMBR length (octet string)

	(m+3)-n
	
	DL Session-AMBR (octet string)


3GPP Type: 116
Length:  m

Octet 3 is Octet String type.
Bit 1 UL and bit 2 DL indicate if the corresponding UL and DL Session-AMBR shall be present in a respective field or not. If one of these bits is set to "0", the corresponding field shall not be present at all.

UL/DL Session AMBR: Octet String. It is sent from the DN-AAA to authorize the PDU Session AMBR. The encoding is defined as BitRate in 3GPP TS 29.571 [39].

If the feature eSessionAMBR is supported and if applicable, the DN-AAA shall send this VSA; otherwise, the DN-AAA shall send the VSA 3GPP-Session-AMBR.

117 – 3GPP-Supported-Features

	
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	
	2
	1

	1
	
	3GPP type = 117

	2
	
	3GPP Length= m

	3-6
	
	Vendor ID (octet string)

	7-10
	
	Feature List ID (octet string)

	11-14
	
	Feature List (octet string)


3GPP Type: 117
Length:  m

This VSA may be present in the Access-Request (initial one) message and either the Access-Challenge (initial one) or the Access-Accept message. If present, this VSA informs the destination entity about the features that the origin entity requires to successfully complete the message exchange. The Vendor ID, Feature List ID and Feature List are encoded according to 3GPP TS 29.229 [41]. See clause 12.4.1 for more detailed information regarding the general principle of the feature negotiation with the difference that RADIUS terms replace Diameter terms. The table 12.4.1-1 defines the features applicable to the RADIUS N6 interfaces for the feature lists with a Feature-List-ID of 1.

118 – 3GPP-IP-Address-Pool-Id

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 118

	2
	
	3GPP Length= m

	3-m
	
	IP address pool id (octet string)



3GPP Type: 118

Length: m

The SMF may determine an IP address pool ID based on UPF ID, S-NSSAI, DNN, and IP version as described in subclause 5.8.2.2.1 in 3GPP TS 23.501 [2] and includes the IP address pool ID within 3GPP-IP-Address-Pool-Id and send it to the DN-AAA. The DN-AAA assigns IPv6 prefix or IPv4 address from the requested IP address pool. Multiple 3GPP-IP-Address-Pool-Id sub-attributes may be sent in the RADIUS Access-Request message.
Table 11.3-3 describes the sub-attributes of the 3GPP Vendor-Specific attribute described above in different RADIUS messages.

Table 11.3-3: List of the 3GPP Vendor-Specific sub-attributes for N6
	Sub-attr #
	Sub-attribute Name
	Description
	Presence Requirement
	Associated attribute

(Location of Sub-attr)
	Applicability

	110
	3GPP-Notification
	It includes all notifications that the DN-AAA wants to receive from the SMF.
	Optional
	Access-Accept
	

	111
	3GPP-UE-MAC-Address
	It is sent from the DN-AAA to authorize UE MAC addresses, or it indicates UE MAC addresses in use when sending from the SMF to the DN-AAA.
	Optional
	Access-Request,

Access-Response,

Accounting-Request Interim-Update,

Change-of-Authorization
	

	112
	3GPP-Authorization-Reference
	It is sent from the DN-AAA to refer to the local authorization data in the SMF.
	Optional
	Access-Accept,

Change-of-Authorization
	

	113
	3GPP-Policy-Reference
	It is sent from the DN-AAA and used by the SMF to retrieve the SM or QoS policy data from the PCF.
	Optional
	Access-Accept,

Change-of-Authorization
	

	114
	3GPP-Session-AMBR
	It is sent from the DN-AAA to authorize the PDU Session AMBR.
	Optional
	Access-Accept,

Change-of-Authorization
	

	115
	3GPP-NAI
	The Network Access Identifier identifying the UE.
	Optional
	Access-Request,

Accounting-Request START,

Accounting-Request STOP,

Accounting-Request Interim-Update
	

	116
	3GPP-Session-AMBR-v2
	It is sent from the DN-AAA to authorize the PDU Session AMBR, it includes separate session AMBR for UL and DL.
	Optional
	Access-Accept,

Change-of-Authorization
	eSessionABMR

	117
	3GPP-Supported-Features
	It indicates the supported features as specified in clause 12.4.1.
	Optional
	Access-Request,

Access-Accept,

Access-Challenge,

Accounting-Request START,

Accounting-Response START


	

	118
	3GPP-IP-Address-Pool-Id
	It indicates the IP address pool identifier.
	Optional
	Access-Request
	IpAddrPool


RADIUS attributes related to the DN-AAA initiated re-authorization and authentication challenge are described in the following subclauses.
*** Next Change ***
12.6.1
General

This clause describes the N6 Diameter messages.

The relevant AVPs that are of use for the N6 interface are detailed in this subclause. Other Diameter AVPs as defined in IETF RFC 4072 [25] and IETF RFC 7155 [23], even if their AVP flag rules are marked with "M", are not required for being compliant with the current specification.

Diameter messages as defined in subclause 16.4 of 3GPP TS 29.061 [5] are re-used in 5G with the following differences:

-
SMF replaces GGSN/P-GW.

-
5G QoS flow replaces IP-CAN/EPS bearer and PDU session replaces IP-CAN session.

-
N6 replaces Gi/Sgi.

NOTE:
N6 re-used and specific AVPs are specified in subclause 12.3 and subclause 12.4.

-
3GPP-NAI AVP may be included in the AAR and ACR command. 

-
Multiple 3GPP-IP-Address-Pool-Id AVPs may be included in the AAR command.

-
Multiple 3GPP-UE-MAC-Address AVPs may be included in the AAR and ACR command.

-
Acct-Application-Id AVP shall be included in the ACR and ACA command as specified in IETF RFC 7155 [23].

-
Additional Diameter messages needed for 5G compared to the 3GPP TS 29.061 [5] are described in the following subclauses.

-
Multiple Supported-Features AVPs may be included in the ACR and ACA command.

*** Next Change ***
12.6.2
DER Command

The DER command, defined in IETF RFC 4072 [25], is indicated by the Command-Code field set to 268 and the 'R' bit set in the Command Flags field. It is sent by the SMF to the DN-AAA server upon reception of an initial access request (e.g. Nsmf_PDUSession_CreateSMContext) message for a given DNN to request user authentication and authorization.

The relevant AVPs that are of use for the N6 interface are detailed in the ABNF description below. Other valid AVPs for this command are not used for N6 purposes and should be ignored by the receiver or processed according to the relevant specifications.

The bold marked AVPs in the message format indicate new optional AVPs for N6, or modified existing AVPs.

Message Format:

<Diameter-EAP-Request> ::= < Diameter Header: 268, REQ, PXY >

                     
< Session-Id >

                     
{ Auth-Application-Id }

                     
{ Origin-Host }

                     
{ Origin-Realm }

                     
{ Destination-Realm }

                     
{ Auth-Request-Type }

                     
[ Destination-Host ]

                      
[ NAS-Port ]

                      
[ NAS-Port-Id ]

                      
[ NAS-Port-Type ]

                     
[ Origin-State-Id ]

                      
[ Port-Limit ]

                      
[ User-Name ]

                     
{ EAP-Payload }

                      
[ EAP-Key-Name ]

                      
[ Service-Type ]
                      
[ Authorization-Lifetime ]
                      
[ Auth-Grace-Period ]
                      
[ Auth-Session-State ]
                      
[ Callback-Number ]
                      
[ Called-Station-Id ]

                      
[ Calling-Station-Id ]
                      
[ Originating-Line-Info ]
                      
[ Connect-Info ]
                      *
[ Framed-Compression ]
                      
[ Framed-Interface-Id ]

                      
[ Framed-IP-Address ]

                      *
[ Framed-Ipv6-Prefix ] 

                      *
[ Delegated-Ipv6-Prefix ]
                      
[ Framed-IP-Netmask ]
                      
[ Framed-MTU ]
                      
[ Framed-Protocol ]
                      *
[ Tunneling ]
                      *
[ Proxy-Info ]

                      *
[ Route-Record ]

                      
[ External-Identifier ]

                      
[ 3GPP-IMSI ]

                      
[ 3GPP-NAI ]

                      *
[ 3GPP-UE-MAC-Address ]

                      
[ 3GPP-Charging-ID ]

                      
[ 3GPP-PDP-Type ]

                      
[ 3GPP-CG-Address ]

                      
[ 3GPP-GPRS-Negotiated-QoS-Profile ]

                      
[ 3GPP-SGSN-Address ]

                      
[ 3GPP-GGSN-Address ]

                      
[ 3GPP-IMSI-MCC-MNC ]

                      
[ 3GPP-GGSN-MCC-MNC ]

                      
[ 3GPP-NSAPI ]

                      
[ 3GPP-Selection-Mode ]

                      
[ 3GPP-Charging-Characteristics ]

                      
[ 3GPP-CG-Ipv6-Address ]

                      
[ 3GPP-SGSN-Ipv6-Address ]

                      
[ 3GPP-GGSN-Ipv6-Address ]

                      
[ 3GPP-SGSN-MCC-MNC ]
                      
[ 3GPP-User-Location-Info ]
                      
[ 3GPP-RAT-Type ]

                      
[ 3GPP-Negotiated-DSCP ]

                      
[ 3GPP-Allocate-IP-Type ]

                      
[ TWAN-Identifier ] 

                      *
[ 3GPP-IP-Address-Pool-Id]

                      *
[ Supported-Features ]
                      *
[ AVP ]
*** End of Changes ***

