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/****************************** First Change *************************************/
5.4.2.2.2	Authentication Information Retrieval
Figure 5.4.2.2.2-1 shows a scenario where the NF service consumer (AUSF) retrieves authentication information for the UE from the UDM (see also 3GPP TS 33.501 [6] clause 6.1.2). The request contains the UE's identity (supi or suci), the serving network name,  and may contain resynchronization info.


Figure 5.4.2.2.2-1: NF service consumer requesting authentication information
1.	The NF service consumer sends a POST request (custom method: generate-auth-data) to the resource representing the UE's security information. 
2a.	The UDM responds with "200 OK" with the message body containing the authentication data information. 
2b.	If the operation cannot be authorized due to e.g UE does not have required subcription data, CAG ID is not in the allowed CAG list, access barring or roaming restrictions, HTTP status code "403 Forbidden" should be returned including additional error information in the response body (in "ProblemDetails" element). 
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.



/****************************** Next Change *************************************/

[bookmark: _Toc11338734][bookmark: _Toc27585430]6.3.6.1	General
This clause specifies the application data model supported by the API.
Table 6.3.6.1-1 specifies the structured data types defined for the Nudm_UEAU service API. For simple data types defined for the Nudm_UEAU service API see table 6.3.6.3.2-1.
Table 6.3.6.1-1: Nudm_UEAU specific Data Types
	Data type
	Clause defined
	Description

	AuthenticationInfoRequest
	6.3.6.2.2
	Contains Serving Network Name and Resynchronization Information

	AuthenticationInfoResult
	6.3.6.2.3
	Contains an Authentication Vector (AV)

	AvEapAkaPrime
	6.3.6.2.4
	Contains RAND, XRES, AUTN, CK', and IK'

	Av5GHeAka
	6.3.6.2.5
	Contains RAND, XRES*, AUTN, KAUSF

	AuthEvent
	6.3.6.2.7
	Authentication Event

	ResynchronizationInfo
	6.3.6.2.6
	Contains RAND and AUTS

	AuthenticationVector
	6.3.6.2.8
	

	RgAuthCtx
	6.3.6.2.9
	Contains the UE id (i.e. SUPI) and the authentication indication.

	HssAuthenticationInfoRequest
	6.3.6.2.10
	Contains authentication method, serving network id, number of requested vectors and resynchronization information

	HssAuthenticationInfoResult
	6.3.6.2.11
	Contains the authentication vectors for EPS/IMS domain

	HssAuthenticationVectors
	6.3.6.2.12
	

	AvEpsAka
	6.3.6.2.13
	Contains RAND, XRES, AUTN, KASME

	AvImsGbaEapAka
	6.3.6.2.14
	Contains RAND, XRES, AUTN, CK, and IK



Table 6.3.6.1-2 specifies data types re-used by the Nudm_UEAU service API from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nudm_UEAU service API. 
Table 6.3.6.1-2: Nudm_UEAU re-used Data Types
	Data type
	Reference
	Comments

	ProblemDetails
	3GPP TS 29.571 [7]
	Common data type used in response bodies

	NfInstanceId
	3GPP TS 29.571 [7]
	Network Function Instance Identifier

	DateTime
	3GPP TS 29.571 [7]
	

	SupportedFeatures
	3GPP TS 29.571 [7]
	see 3GPP TS 29.500 [4] clause 6.6

	Supi
	3GPP TS 29.571 [7]
	

	CagId
	3GPP TS 29.571 [7]
	



/****************************** Next Change *************************************/

[bookmark: _Toc11338737][bookmark: _Toc27585433]6.3.6.2.2	Type: AuthenticationInfoRequest
Table 6.3.6.2.2-1: Definition of type AuthenticationInfoRequest
	Attribute name
	Data type
	P
	Cardinality
	Description

	servingNetworkName
	ServingNetworkName
	M
	1
	See 3GPP TS 33.501 [6] clause 6.1.1.4

	resynchronizationInfo
	ResynchronizationInfo
	O
	0..1
	Contains RAND and AUTS; see 3GPP TS 33.501 [6] clause 7.5

	supportedFeatures
	SupportedFeatures
	O
	0..1
	See clause 6.3.8

	ausfInstanceId
	NfInstanceId
	M
	1
	NF Instance Id of the AUSF

	cagId
	CagId
	O
	1
	CAG ID of the CAG cell.



/****************************** Next Change *************************************/

[bookmark: _Toc27585641]A.4	Nudm_UEAU API

*************************Skipped for Clarity***************************************

# COMPLEX TYPES:

    AuthenticationInfoRequest:
      type: object
      required:
        - servingNetworkName
        - ausfInstanceId
      properties:
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        servingNetworkName:
[bookmark: _GoBack]          $ref: '#/components/schemas/ServingNetworkName'
        resynchronizationInfo:
          $ref: '#/components/schemas/ResynchronizationInfo'
        ausfInstanceId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'
        cagId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/CagId'

/****************************** Change End *************************************/
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