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***** First change *****
[bookmark: _Toc248928467]1	Scope
The present document specifies the structure of the Secured Packets in implementations using Short Message Service Point to Point (SMS-PP), Short Message Service Cell Broadcast (SMS-CB), Unstructured Supplementary Service Data (USSD) and and Hyper Text Transfer Protocol (HTTP) based on ETSI TS 102 225 [9].
The structure of the Secured Packets shall comply with the one defined in ETSI TS 102 225 [9]. The present document only contains additional requirements or explicit limitations for SIM/USIM applications.
It is applicable to the exchange of secured packets between an entity in a 3G or GSM PLMN and an entity in the (U)SIM.
Secured Packets contain application messages to which certain mechanisms according to ETSI TS 102 224 [2] have been applied. Application messages are commands or data exchanged between an application resident in or behind the 3G or GSM PLMN and on the (U)SIM. The Sending/Receiving Entity in the 3G or GSM PLMN and the UICC are responsible for applying the security mechanisms to the application messages and thus turning them into Secured Packets.
***** Next change *****
[bookmark: _Toc248928475]4.3	A Command Packet contained in Concatenated Short Messages Point to Point
If a Command Packet is longer than 140 octets (including the Command Header), it shall be concatenated according to TS 23.040 [3]. 
The relationship between the Command Packet and its inclusion in the structure of a concatenated Short Message defined in TS 23.040 [3] is as following:
-	The entire Command Packet including the Command Header shall be separated into its component concatenated parts. The structure of the Command Packet contained in a concatenated SMS-PP is as described in Table 1 of this specification.
-	The first Short Message shall contain the Concatenation Control Header as defined in TS 23.040 [3] identified by IEIx and the Command Packet Identifier (CPI) in the User Data Header. The relationship between the Command Packet and its inclusion in the structure of the first concatenated Short Message is as described in clause 4.2 for a single Short Message.
NOTE:	The ordering of the various elements of the UDH defined in TS 23.040 [3] is not important.
· In each subsequent Short Message in the concatenated series, the Concatenation Control Header shall be present. The Concatenation Control Header shall be set as defined in TS 23.040[3]. The CPI, CPL and Command Header shall not be present.
Example of concatenation, 8-bit reference number:
	if in the first Short Message the Concatenation Control Header isidentified by IEIa, the CPI is mapped to IEIb and  no other IEI is present, then the UDHL fieldcontains the length of the total User Data Header i.e the Concatenation Control Header, the CPI and IEIDLb (UDHL shall be set to ‘07’ with IEIa set to ‘00’). In subsequent Short Message’s in the concatenated series, the UDHL contains the length of the Concatenation Control Header only, as there is no subsequent Command Packet Information Element CPI and IEIDLb).
If the data is ciphered, then it is ciphered as described above, before being broken down into individual concatenated elements. The Concatenation Control Header of the UDH in each SM shall not be ciphered.
In order to achieve a modulo 8 length of the data before the RC/CC/DS field in the Command Header, the Length of the Command Packet and the Length of the Command Header shall be included in the calculation of RC/CC/DS if used. These fields shall not be ciphered.
The SPI shall be coded and shall follow the rules as specified in TS 102 225 [9]. The b6 of the second octet is used only for SMS and shall be coded as described for a single short message.
An example illustrating the relationship between a Command Packet split over a sequence of three Short Messages is shown below.


The Command Header includes here CPL, CHL, SPI to RC/CC/DS
Figure 2: Example of command split using concatenated point to point SMS
***** Next change *****
[bookmark: _Toc248928477]4.5	A Response Packet contained in Concatenated Short Messages Point to Point
-	The relationship between the Response Packet and its inclusion in the structure of a concatenated Short Message defined in TS 23.040 [3] is as following:The entire Response Packet including the Response Header shall be separated into its component concatenated parts. The structure of the Response Packet contained in a concatenated SMS-PP is as described in Table 5 of this specification.
-	The first Short Message shall contain the Concatenation Control Header as defined in TS 23.040 [3] identified by IEIxand the Response Packet Identifier (RPI) in the User Data Header. The relationship between the Response Packet and its inclusion in the structure of the first concatenated Short Message is as described in clause 4.4 for a single Short Message.
NOTE:	The ordering of the various elements of the UDH defined in TS 23.040 [3] is not important.
· In each subsequent Short Message in the concatenated series, the Concatenation Control Header shall be present. The concatenation Control Header shall be set as defined in TS 23.040 [3]. The RPI, RPL and Response Header shall not be present.
Example of concatenation, 8-bit reference number:
	if in the first Short Message the Concatenation Control Header is identified by IEIa, the RPI is mapped to IEIb and no other IEI is present, then the UDHL field contains the length of the total User Data Header i.e the Concatenation Control Header, the RPI and IEIDLb (UDHL shall be set to ‘07’ with IEIa set to ‘00’). In subsequent Short Message’s in the concatenated series, the UDHL contains the length of the Concatenation Control Header only, as there is no subsequent Response Packet Information Element (RPI and IEIDLb).
Table 5: Structure of the Response Packet contained in the SM (8 bits data) 
	SMS-REPORT specific Elements
(Refer to table 3)
	Length
	Comments

	RPL
	2 octets
	Length of the Response Packet (RPL), coded over 2 octets, and shall not be coded as the length of BER-TLV data objects described in ETSI TS 101 220 [5].

	RHI
	
	(RHI) Null field.

	RHL
	1 octet
	Length of the Response Header (RHL), coded over one octet, and shall not be coded as the length of BER-TLV data objects described in ETSI TS 101 220 [5].

	TAR to RC/CC/DS elements in the Response Header
	Variable
	The remainder of the Response Header as described in ETSI TS 102 225 [9].

	Secured Data
	Variable
	Additional Response Data (optional), including padding octets as described in ETSI TS 102 225 [9].



If the data is ciphered, then it is ciphered as specified in ETSI TS 102 225 [9], before being broken down into individual concatenated elements. The concatenation Control Header of the UDH in each SM shall not be ciphered.
In order to achieve a modulo 8 length of the data before the RC/CC/DS field in the Response Header, the RPL, the RHL and three octets set to ‘02’ ‘71’ ‘00’, which precede the RPL, shall be included in the calculation of RC/CC/DS if used. These fields shall not be ciphered. 
***** Next change *****
[bookmark: _Toc248928480]5.2	A Command Packet contained in a SMS-CB message
The relationship between the Command Packet and its inclusion in the SMS-CB message structure defined in TS 23.041 [6] is the following:
-	CPI coded on 2 octets is mapped to MID defined in TS 23.041 [6] and the range is from (hexadecimal) ‘1080’ to ‘109F’. This range is reserved in TS 23.041 [6].
NOTE:	Generally, the CPI is coded on 1 octet, as specified in table 1 of ETSI TS 102 225 [9]. However, the CPI for the SMS-CB message is coded on 2 octets as the values reserved in TS 23.041 [6] to identify the Command Packet are MID values which are coded on 2 octets.
· SN, DCS, PP shall be coded as defined in TS 23.041 [6] for GSM Cell Broadcast.
The structure of the Command Packet contained in the Content of Message of the first CBS page is as described in Table 1 of this specification.
It is recognised that most checksum algorithms require input data in modulo 8 length. In order to achieve a modulo 8 length of the data before the RC/CC/DS field in the Command Header the Length of the Command Packet and the Length of the Command Header shall be included in the calculation of RC/CC/DS if used. These fields shall not be ciphered.
Securing of the complete CBS message is achieved outside the 3G and GSM3GPP specifications by the Sending Entity. The Secured CBS message is formatted in accordance with the 3G and GSM3GPP specifications and transmitted to the MS as CBS pages. The CBS pages are received by the ME and sent directly to the UICC, by analysing the MID value. The UICC shall then reassemble, decrypt and process the message.
An example illustrating the relationship between a Command Packet split over a sequence of three SMS-CB pages is shown below.


Figure 3: Example of command split using concatenated CB SMS
[bookmark: _GoBack]***** End of changes *****
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