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* * * First Change * * * *
[bookmark: _Toc20232414][bookmark: _Toc27746500]4.4.3.4	Ciphering and deciphering
The sender shall use its locally stored NAS COUNT as input to the ciphering algorithm.
The receiver shall use the NAS sequence number included in the received message and an estimate for the NAS overflow counter as defined in subclause 4.4.3.1 to form the NAS COUNT input to the deciphering algorithm.
The input parameters to the NAS ciphering algorithm are the BEARER ID, DIRECTION bit, NAS COUNT, NAS encryption key and the length of the key stream to be generated by the encryption algorithm.
When applying initial NAS message protection to the REGISTRATION REQUEST or SERVICE REQUEST message as described in subclause 4.4.6, the length of the key stream is set to the length of the entire plain NAS message that is included in the NAS message container IE, i.e. the value part of the NAS message container IE, that is to be ciphered.
When applying initial NAS message protection to the CONTROL PLANE SERVICE REQUEST message as described in subclause 4.4.6, the length of the key stream is set to the length of:
a)	the value part of the CIoT small data container IE that is to be ciphered; or
b)	the value part of the NAS message container IE that is to be ciphered.
* * * Next Change * * * *
[bookmark: _Toc20232421][bookmark: _Toc27746507]4.4.6	Protection of initial NAS signalling messages
The 5GS supports protection of initial NAS messages as specified in 3GPP TS 33.501 [24]. The protection of initial NAS messages applies to the REGISTRATION REQUEST, SERVICE REQUEST and CONTROL PLANE SERVICE REQUEST message, and is achieved as follows:
a)	If the UE does not have a valid 5G NAS security context, the UE sends a REGISTRATION REQUEST message including cleartext IEs only. After activating a 5G NAS security context resulting from a security mode control procedure:
1)	if the UE needs to send non-cleartext IEs, the UE shall include the entire REGISTRATION REQUEST message (i.e. containing both cleartext IEs and non-cleartext IEs) in the NAS message container IE and shall include the NAS message container IE in the SECURITY MODE COMPLETE message; or
2)	if the UE does not need to send non-cleartext IEs, the UE shall include the entire REGISTRATION REQUEST message (i.e. containing cleartext IEs only) in the NAS message container IE and shall include the NAS message container IE in the SECURITY MODE COMPLETE message.
b)	If the UE has a valid 5G NAS security context and:
1)	the UE needs to send non-cleartext IEs in a REGISTRATION REQUEST or SERVICE REQUEST message, the UE includes the entire REGISTRATION REQUEST or SERVICE REQUEST message (i.e. containing both cleartext IEs and non-cleartext IEs) in the NAS message container IE and shall cipher the value part of the NAS message container IE. The UE shall then send a REGISTRATION REQUEST or SERVICE REQUEST message containing the cleartext IEs and the NAS message container IE;
2)	the UE needs to send non-cleartext IEs in a CONTROL PLANE SERVICE REQUEST message:
i)	if CIoT small data container IE is the only non-cleartext IE to be sent, the UE shall cipher the value part of the CIoT small data container IE. The UE shall then send a CONTROL PLANE SERVICE REQUEST message containing the cleartext IEs and the CIoT small data container IE;
ii)	otherwise, the UE includes non-cleartext IEs in the NAS message container IE and shall cipher the value part of the NAS message container IE. The UE shall then send a CONTROL PLANE SERVICE REQUEST message containing the cleartext IEs and the NAS message container IE; or
[bookmark: OLE_LINK27]3)	the UE does not need to send non-cleartext IEs in a REGISTRATION REQUEST or SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message, the UE sends the REGISTRATION REQUEST or SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message without including the NAS message container IE.
When the initial NAS message is a REGISTRATION REQUEST message, the cleartext IEs are:
-	Extended protocol discriminator;
-	Security header type;
-	Spare half octet;
-	Registration request message identity;
-	5GS registration type;
-	ngKSI;
-	5GS mobile identity;
-	UE security capability;
-	Additional GUTI;
-	UE status; and
-	EPS NAS message container.
When the initial NAS message is a SERVICE REQUEST message, the cleartext IEs are:
-	Extended protocol discriminator;
-	Security header type;
-	Spare half octet;
-	ngKSI;
-	Service request message identity;
-	Service type; and
-	5G-S-TMSI.
When the initial NAS message is a CONTROL PLANE SERVICE REQUEST message, the cleartext IEs are:
-	Extended protocol discriminator;
-	Security header type;
-	Spare half octet;
-	ngKSI;
-	Control plane service request message identity; and
-	Control plane service type.
When the UE sends a REGISTRATION REQUEST or SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message that includes a NAS message container IE, the UE shall set the security header type of the initial NAS message to "integrity protected".
If the UE does not need to send non-cleartext IEs in the initial NAS message, the UE shall send the initial NAS message i.e. REGISTRATION REQUEST or SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message with cleartext IEs only i.e. without including the NAS message container IE in the initial NAS message.
When the AMF receives an integrity protected initial NAS message which includes a NAS message container IE, the AMF shall decipher the value part of the NAS message container IE. If the received initial NAS message is a REGISTRATION REQUEST message or a SERVICE REQUEST message, the AMF shall consider the NAS message that is obtained from the NAS message container IE as the initial NAS message that triggered the procedure.
When the AMF receives a CONTROL PLANE SERVICE REQUEST message which includes a CIoT small data container IE, the AMF shall decipher the value part of the CIoT small data container IE and handle the message as specified in subclause 5.6.1.4.2.
When the initial NAS message is a DEREGISTRATION REQUEST message, the UE always sends the NAS message unciphered.
If the UE:
a)	has 5G-EA0 as a selected 5G NAS security algorithm; and
b)	selects a PLMN other than registered PLMN and EPLMN;
the UE shall discard the 5G NAS security context and send an initial NAS message including cleartext IEs only as described in this subclause for the case when the UE does not have a valid 5G NAS security context.
* * * Next Change * * * *
[bookmark: _Toc27746818]5.6.1.4.2	UE is using 5GS services with control plane CIoT 5GS optimization
For case a in subclause 5.6.1.1, upon receipt of the CONTROL PLANE SERVICE REQUEST message with Control plane service type indicating "mobile terminating request", after completion of the 5GMM common procedures (if initiated) according to subclause 5.6.1.3, the AMF shall send a SERVICE ACCEPT message. 
For case c and d in subclause 5.6.1.1, upon receipt of the CONTROL PLANE SERVICE REQUEST message with Control plane service type indicating "mobile originating request", after completion of the 5GMM common procedures (if initiated) according to subclause 5.6.1.3, the AMF shall send a SERVICE ACCEPT message, except for case d when the DDX field of the Release assistance indication IE or the DDX field of the CIoT small data container IE indicates "No further uplink and no further downlink data transmission subsequent to the uplink data transmission is expected".
For case a, c and d:
a)	if the CIoT small data container IE is included in the message, the AMF shall decipher the value part of the CIoT small data container IE and:
1)	if the Data type field indicates "control plane user data", extract the PDU session ID and data content from the CIoT small data container IE, look up a PDU session routing context for the UE and the PDU session ID, and forward the content of the CIoT small data container IE to the SMF associated with the UE;
2)	if the Data type field indicates "SMS", forward the content of the CIoT small data container IE to the SMSF associated with the UE; or
3)	if the Data type field indicates "Location services message container", and if
i)	length of additional information field in the CIoT small data container IE is zero, forward the value of Data type field and the content of the CIoT small data container IE to the to the location services application; or
ii)	otherwise forward the value of Data type field and the content of the CIoT small data container IE to the LMF associated with the routing information that is included in the additional information field of the CIoT small data container IE; or
b)	otherwise, the AMF shall decipher the value part of NAS message container IE and:; 
1)	if the Payload container IE is included in the message and if the Payload container type IE is set to "CIoT user data container", the AMF shall look up a PDU session routing context for the UE and the PDU session ID, and forward the content of the Payload container IE to the SMF associated with the UE;
2)	if the Payload container IE is included in the message and if the Payload container type IE is set to "SMS", the AMF shall forward the content of the Payload container IE to the SMSF associated with the UE; 
3)	if the PDU session status IE is included in the message or the AMF needs to perform a PDU session status synchronization, the AMF shall include a PDU session status IE in the SERVICE ACCEPT message to indicate which PDU sessions associated with the access type the SERVICE ACCEPT message is sent over are active in the AMF;.
4)	iIf the Uplink data status IE is included in the message, the AMF shall:
i)	indicate the SMF to re-establish the user-plane resources for the corresponding PDU sessions; and
ii)	include the PDU session reactivation result IE in the SERVICE ACCEPT message to indicate the user-plane resources re-establishment result of the PDU sessions for which the UE requested to re-establish the user-plane resources; orand
[bookmark: _Hlk23095085]5)	if the Payload container IE is included in the message and if the Payload container type IE is set to "Location services message container", the AMF shall forward the Payload container type and the content of the Payload container IE to the LMF associated with the routing information included in the Additional information IE of the CONTROL PLANE SERVICE REQUEST message.
If the DDX field in the CIoT small data container IE or the Release assistance indication IE indicates "No further uplink and no further downlink data transmission subsequent to the uplink data transmission is expected", the AMF initiates the release of the N1 NAS signalling connection (see 3GPP TS 23.502 [9]).
Upon successful completion of the procedure, the UE shall reset the service request attempt counter, stop the timer T3517 and enter the state 5GMM-REGISTERED.
If the PDU session status information element is included in the SERVICE ACCEPT message, then the UE shall perform a local release of all those PDU sessions which are active on the UE side associated with the 3GPP access but are indicated by the AMF as being inactive.
If the user-plane resources cannot be established for a PDU session, the AMF shall include the PDU session reactivation result IE in the SERVICE ACCEPT message indicating that user-plane resources for the corresponding PDU session cannot be re-established, and shall include the PDU session reactivation result error cause IE with the 5GMM cause set to #92 "insufficient user-plane resources for the PDU session" if the user-plane resources cannot be established because the SMF indicated to the AMF that the resource is not available in the UPF (see 3GPP TS 29.502 [20A]).
NOTE:	It is up to UE implementation when to re-send a request for user-plane re-establishment for the associated PDU session after receiving a PDU session reactivation result error cause IE with a 5GMM cause set to #92 "insufficient user-plane resources for the PDU session".
For case d) in subclause 5.6.1.1, the UE shall also treat the indication from the lower layers that the RRC connection has been released as successful completion of the procedure. The UE shall reset the service request attempt counter, stop the timer T3517 and enter the state 5GMM-REGISTERED.
Editor's note:	abnormal cases for the CONTROL PLANE SERVICE REQUEST on the UE and network side are FFS.
If the AMF sends a SERVICE ACCEPT message upon receipt of the CONTROL PLANE SERVICE REQUEST message with uplink data:
-	if the UE has indicated support for the control plane CIoT 5GS optimizations; and 
-	if the AMF decides to activate the congestion control for transport of user data via the control plane,
then the AMF shall include the T3448 value IE in the SERVICE ACCEPT message.
If the T3448 value IE is present in the received SERVICE ACCEPT message and the value indicates that this timer is neither zero nor deactivated, the UE shall:
a)	stop timer T3448 if it is running;
b)	consider the transport of user data via the control plane as successful; and
c)	start timer T3448 with the value provided in the T3448 value IE.
If the UE is using 5GS services with control plane CIoT 5GS optimization, the T3448 value IE is present in the SERVICE ACCEPT message and the value indicates that this timer is either zero or deactivated, the UE shall ignore the T3448 value IE and proceed as if the T3448 value IE was not present.
If the UE in 5GMM-IDLE mode initiated the service request procedure by sending a CONTROL PLANE SERVICE REQUEST message and the SERVICE ACCEPT message does not include the T3448 value IE and if timer T3448 is running, then the UE shall stop timer T3448.
* * * End of Change * * * *

