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Proposed changes:
*** 1st Change ***

4.4.5.3.1
Mobile Terminated NIDD for a single UE
If the SCS/AS needs to perform a downlink non-IP data delivery for a single UE, the SCS/AS shall send an HTTP POST message to the SCEF for the "NIDD downlink data deliveries" resource, identifying an existing NIDD configuration resource as parent resource. The body of the HTTP POST message shall include External Identifier or MSISDN and non-IP data and may include PDN Connection Establishment Option, Reliable Data Service Configuration, Maximum Latency and Priority. The Reliable Data Service Configuration includes port numbers on UE and SCEF that are used to identify a specific application for data transfer between UE and SCS/AS and an indication if reliable data service acknowledgement is enabled or not.
Upon receipt of a HTTP POST request from the SCS/AS for a downlink data delivery for a single UE, the SCEF shall:

-
verify the NIDD configuration resource already exists based on the URI passed, if the configuration resource does not exist, the SCEF shall respond a 404 Not Found response to reject the downlink data delivery, and
-
check whether the SCS/AS is authorised to send NIDD requests, if not authorized, the SCEF shall respond a 401 Unauthorized response to reject the downlink data delivery, and 

-
check whether the non-IP packet size is larger than the Maximum Packet Size that was provided to the SCS/AS during NIDD Configuration. If the packet is oversized, the SCEF shall respond a 403 Forbidden response with a cause value "DATA_TOO_LARGE" in the "cause" attribute of the "ProblemDetails" structure indicating received non-IP packet size is larger than "maximumPacketSize" of the NIDD configuration. 
-
if the Rds_port_verification feature is supported, check whether the RDS port numbers are within the configured RDS port list. If the RDS port numbers are unknown in the SCEF, the SCEF shall respond a 403 Forbidden response with a cause value "RDS_PORT_UNKNOWN" in the "cause" attribute of the "ProblemDetails" structure.
If all above checks are successful, the SCEF shall determine the EPS Bearer Context based on the APN associated with the NIDD configuration and the User Identity. If the SCEF EPS bearer context is not found in the SCEF, depending on PDN Connection Establishment Option received in the POST request or from NIDD configuration, the SCEF may: 
-
reject the request with an error message to the SCS/AS;
-
send a Device Trigger to the UE as described in subclause 4.4.6 without buffering the non-IP data and respond the SCS/AS with a 500 Internal Server Error response; or 
-
buffer the non-IP data and create the "Individual NIDD downlink data delivery" sub-resource, then send a 201 Created response to the SCS/AS. The response message also includes an indication of whether the Device Trigger procedure (as described in subclause 4.4.6) was performed by the SCEF. A Location header shall be included in the response message that provides the URI of the resource identifying this individual downlink data delivery. The SCS/AS shall use the URI received in the Location header in subsequent requests to the SCEF to refer to this individual downlink data delivery for possible replacement or cancellation. The non-IP data shall be delivered when the non-IP PDN connection is established.
If the SCEF EPS bearer context is found in the SCEF, the SCEF shall check if the SCS/AS has exceeded the quota or rate of data submission considering the number of existing buffered non-IP data and restriction in APN and serving PLMN rate control. If quota is reached, the SCEF shall respond the SCS/AS with a 403 Forbidden response and a cause value "QUOTA_EXCEEDED" in the "cause" attribute of the "ProblemDetails" structure indicating the reason for the failure condition. If rate limit is reached, the SCEF shall respond the SCS/AS with 429 Too Many Requests.

If the check is passed, the SCEF shall continue the downlink non-IP data delivery procedure as the defined 3GPP TS 29.128 [12].

If the non-IP data delivery was successful, the SCEF shall send a 200 OK response to the HTTP POST request indicating the downlink non-IP data delivery is successful along with the acknowledge information; otherwise the SCEF may:

-
send a 500 Internal Server Error and a cause value indicating the reason for the delivery failure; or

-
if the MME/SGSN indicates UE is temporary not reachable, either:

1.
buffer the non-IP data and and create the "Individual NIDD downlink data delivery" sub-resource, then send a 201 Created response to the SCS/AS. The response may include a Requested Re-Transmission time to indicate the SCS/AS when the UE is expected to be reachable so that the SCEF re-transmits the buffered non-IP data; or

2.
send a 500 Internal Server Error response without buffering the non-IP data, and include a cause value indicating the downlink non-IP data delivery is perfomed but stopped since UE is temporarily unreachable. The response may include a Requested Re-Transmission time to indicate the SCS/AS when the UE is expected to be reachable so that the SCS/AS may prepare any re-transmission;
If the MT_NIDD_modification_cancellation feature is supported and the SCS/AS decides to replace the pending downlink data delivery in the SCEF, the SCS/AS shall send an HTTP PUT message to the SCEF, using the URI received in the response to the request that has created the individual downlink data delivery resource. The External Identifier or MSISDN shall remain unchanged from previous values. Upon receipt of the HTTP PUT request from the SCS/AS, the SCEF shall check whether a pending non-IP data exists with the same URI (i.e. resource exists). If it is found, the SCEF shall replace it with the new non-IP data and continue waiting for any message from the MME/SGSN for the UE indicating either the non-IP PDN connection is being established or the UE is reachable (such message may be an MO NIDD); otherwise the SCEF shall respond 409 Conflict with a cause value "SENDING" in the "cause" attribute of the "ProblemDetails" structure indicating replacement failure. If the buffered data is already delivered, the SCEF shall respond with 404 Not Found and include a cause value a cause value "ALREADY_DELIVERED" in the "cause" attribute of the "ProblemDetails" structure indicating replacement failure.
If the MT_NIDD_modification_cancellation feature is supported and the SCS/AS decides to cancel the pending downlink data delivery in the SCEF, the SCS/AS shall send an HTTP DELETE message to the SCEF, using the URI received in the response to the request that has created the individual downlink data delivery resource. Upon receipt of the HTTP DELETE request from the SCS/AS, the SCEF shall check whether a pending request exists with the same URI. If such non-IP data has not been delivered, the SCEF shall remove the individual downlink data delivery resource and respond with an HTTP 204 No Content response; otherwise the SCEF shall respond with 404 Not Found (i.e. data already delivered) with a cause value "ALREADY_DELIVERED" in the "cause" attribute of the "ProblemDetails" structure or 409 Conflict (i.e. data delivery ongoing) response with a cause value "SENDING" in the "cause" attribute of the "ProblemDetails" structure, and include a cause value indicating cancellation failure.
If a pending non-IP data is delivered by the SCEF (e.g. due to non-IP PDN connection establishment), and the SCEF gets the delivery result from the MME/SGSN, the SCEF shall remove the "Individual NIDD downlink data delivery" sub-resource and send an HTTP POST message to the SCS/AS, identified by the notification destination URI received during the NIDD configuration, to notify the delivery result for the pending non-IP data. Upon receipt of the request, the SCS/AS shall acknowledge the notification with an HTTP 200 OK or 204 No Content response.
During MT NIDD delivery, if the UE indicates no support for RDS and the SCEF previously indicated RDS is enabled to the SCS/AS, the SCEF shall stop sending the non-IP data and send MT NIDD delivery notification with "FAILURE_RDS_DISABLED" delivery status.
*** Next Change ***

4.4.5.3.2
Mobile Terminated NIDD for a group of UEs
If the SCS/AS needs to perform a downlink non-IP data delivery to a group of UEs and if both the SCS/AS and the SCEF support GroupMesageDelivery feature as defined in sublcause 5.6.4, the SCS/AS shall send an HTTP POST request message to the SCEF for the "NIDD downlink data deliveries" resource, identifying an existing NIDD configuration resource as parent resource. The body of the HTTP POST request message shall include the External Group Identifier and the non-IP data, and may include Reliable Data Service Configuration, PDN Connection Establishment Option and Maximum Latency.
Upon receipt of such an HTTP POST request from the SCS/AS requesting the group message delivery, the SCEF checks whether the SCS/AS is authorised to send NIDD requests, whether the non-IP packet size is larger than the Maximum Packet Size that was provided to the SCS/AS during NIDD Configuration and if the Rds_port_verification feature is supported whether the RDS port numbers are recognized. If any of those checks fails, the SCEF shall respond a HTTP response with a cause value indicating the reason for the failure condition. If all checks are successful, the SCEF shall create an "Individual NIDD downlink data delivery" resource and sends a 201 Created response to the SCS/AS to acknowledge acceptance of the HTTP POST request.
Then for each authorized External Identifier associated to the External Group Identifier which is retrieved from the HSS during preceding NIDD configuration procedure (as specified in subclause 4.4.5.2.2), the SCEF shall determine the EPS Bearer Context based on the APN associated with the NIDD configuration and the User Identity and continue the procedure as described for MT NIDD for a single UE in subclause 4.4.5.3.1 without sending downlink data delivery status notification for any individual UE to the SCS/AS.
At the end of buffering (duration determined by the Maximum Latency or local policy) or after processing data delivery for all UEs in the group, the SCEF shall send an HTTP POST message to SCS/AS to indicate the aggregated result of data delivery of each UE. The body of the HTTP POST request message shall include MSISDN or External Identifier, Retransmission Time (optional) and delivery result for each UE. Upon receipt of the request, the SCS/AS shall acknowledge the request with an HTTP 200 OK or 204 No Content response.
The MT_NIDD_modification_cancellation feature is not supported for the group message delivery via NIDD. If a PUT or DELETE request is received for the "Individual NIDD downlink data delivery" resource which was created for a group of UEs, the SCEF shall reject the message with 403 Forbidden response with a cause value "OPERATION_PROHIBITED" in the "cause" attribute of the "ProblemDetails" structure.
During MT NIDD delivery, if the UE indicates no support for RDS and the SCEF previously indicated RDS is enabled to the SCS/AS, the SCEF shall stop sending the non-IP data for the indicated UE. In the aggregated MT NIDD delivery notification, the SCEF shall send "FAILURE_RDS_DISABLED" delivery status for each failed UE.
*** Next Change ***

4.4.5.5
NIDD Authorisation Update procedure
When the SCEF receives a NIDD Authorisation Update Request message from HSS to update a user's NIDD authorisation as defined in 3GPP TS 29.336 [11], the SCEF shall determine the SCS/AS with the corresponding NIDD Configuration, and send an HTTP POST message to the SCS/AS to notify it of the NIDD Authorisation Update. The body of the HTTP POST message shall include External Identifier or MSISDN, NIDD configuration identifier and the NIDD configuration status.
Upon receipt of the request, if the SCS/AS knows the corresponding NIDD configuration, then the SCS/AS shall acknowledge the request with an HTTP 200 OK or 204 No Content response.

If the NIDD configuration is revoked by the HSS within the received NIDD Authorisation Update Request, the SCEF shall release the corresponding T6a/b PDN connection as specified in 3GPP TS 29.128 [12]. In this case, the SCEF shall reject any subsequent MT NIDD deliveries with a 403 Forbidden response. Or 404 Not Found is returned, if the SCEF locally removed the associated NIDD configuration resource when the configuration was revoked.
If the RDS capability is changed, e.g. when the T6a/b PDN connection is etablished, the UE indicates no support for RDS but the SCEF previously indicated RDS is supported to the SCS/AS in the NIDD configuration procedure, the SCEF shall send an HTTP POST message to notify the SCS/AS that the NIDD status is active and RDS capability indication. The SCS/AS shall acknowledge the request with an HTTP 200 OK or 204 No Content response.
If the Rds_port_verification feature is supported, before sending the MO NIDD to the SCS/AS as specified in subclause 4.4.5.4, the SCEF shall check RDS port numbers (decoded from the uplink non-IP data according to 3GPP TS 24.250 [31]). If the RDS port numbers are not within the configured RDS port list, the SCEF shall notify the SCS/AS with NIDD status set to "RDS_PORT_UNKNOWN" and the unknown RDS port numbers. The SCS/AS shall acknowledge the request with an HTTP 200 OK or 204 No Content response.
*** Next Change ***

5.6.2.1.6
Type: NiddConfigurationStatusNotifiation

This type represents an NIDD configuration status notification.
Table 5.6.2.1.6-1: Definition of type NiddConfigurationStatusNotification
	Attribute name
	Data type
	Cardinality
	Description
	Applicability (NOTE 1)

	niddConfiguration
	Link
	1
	Link to the NIDD configuration resource to which this notification is related.
	

	externalId
	ExternalId
	0..1
	Each element uniquely identifies a user as defined in Clause 4.6.2 of 3GPP TS 23.682 [2].

(NOTE 2)
	

	msisdn
	Msisdn
	0..1
	Each element identifies the MS internal PSTN/ISDN number allocated for a UE.

(NOTE 2)
	

	status
	NiddStatus
	1
	Indicates the NIDD configuration status.
	

	rdsCapIndication
	boolean
	0..1
	It indicates whether the network capability for the reliable data service is enabled or not.
	

	rdsPort
	RdsPort
	0..1
	Indicates the port configuration that is used for reliable data transfer between specific applications using RDS (as defined in clause 5.2.4 and 5.2.5 of 3GPP TS 24.250 [31]).
	Rds_port_verification

	NOTE 1:
Properties marked with a feature as defined in subclause 5.6.4 are applicable as described in subclause 5.2.7. If no feature are indicated, the related property applies for all the features.

NOTE 2:
One of the properties "externalId" or "msisdn" shall be included.


*** Next Change ***

5.6.2.3.5
Enumeration: NiddStatus
The enumeration NiddStatus represents the status of a NIDD configuration.

Table 5.6.2.3.5-1: Enumeration NiddStatus
	Enumeration value
	Description
	Applicability (NOTE)

	ACTIVE
	The NIDD configuration is active.
	

	TERMINATED_UE_NOT_AUTHORIZED
	The NIDD configuration was terminated because the UE´s authorisation was revoked.
	

	TERMINATED
	The NIDD configuration was terminated.
	

	RDS_PORT_UNKNOWN
	The RDS port is unknown.
	Rds_port_verification

	NOTE:
Properties marked with a feature as defined in subclause 5.6.4 are applicable as described in subclause 5.2.7. If no feature are indicated, the related property applies for all the features.


*** Next Change ***

5.6.4
Used Features

The table below defines the features applicable to the NIDD API. Those features are negotiated as described in subclause 5.2.7.

Table 5.6.4-1: Features used by NIDD API

	Feature Number
	Feature
	Description

	1
	GroupMessageDelivery
	This feature indicates the support of group message delivery via MT NIDD as defined in subclause 5.5.3 of 3GPP TS 23.682 [2].

	2
	Notification_websocket
	The delivery of notifications over Websocket is supported according to subclause 5.2.5.4. This feature requires that the Notification_test_event featute is also supported.

	3
	Notification_test_event
	The testing of notification connection is supported according to subclause 5.2.5.3.

	4
	MT_NIDD_modification_cancellation
	Modification and cancellation of an individual MT NIDD resource.

	X
	Rds_port_verification
	This feature indicates the support of RDS port verification in the MO/MT NIDD delivery.

	Feature:
A short name that can be used to refer to the bit and to the feature, e.g. "Notification".

Description:
A clear textual description of the feature.


*** Next Change ***

5.6.5.3
Application Errors

The application errors defined for the NIDD API are listed in table 5.6.5.3-1. The SCEF shall include in the HTTP status code a "ProblemDetails" data structure with the "cause" attribute indicating the application error as listed in table 5.6.5.3-1.

Table 5.6.5.3-1: Application errors

	Application Error
	HTTP status code
	Description
	Applicability

	QUOTA_EXCEEDED
	403 Forbidden
	Not enough quota for the MT NIDD
	

	DATA_TOO_LARGE
	403 Forbidden
	The non-IP data size is larger than "maximumPacketSize" of the NIDD configuration.
	

	RDS_PORT_UNKNOWN
	403 Forbidden
	The SCEF does not know the RDS port numbers in the MT NIDD, such port numbers does not match with the configured port numbers.
	Rds_port_verification

	OPERATION_PROHIBITTED
	403 Forbidden
	Indicates the operation is prohibitted.
	

	ALREADY_DELIVERED
	404 Not Found
	The SCEF has already delivered the buffered data.
	

	SENDING
	409 Conflict
	The SCEF is ready in sending the buffered non-IP data.
	

	TRIGGERED
	500 Internal Server Error
	The SCEF triggered the device but did not buffer the data. The SCS AS may resubmit the data
	

	TEMPORARILY_NOT_REACHABLE
	500 Internal Server Error
	The SCEF has aborted the delivery because the UE is temporarily not reachable. The SCEF may in addition indicate a requested re-submission time for the data.
	

	NEXT_HOP
	500 Internal Server Error
	Unsuccessful delivery to the next hop.
	

	TIMEOUT
	500 Internal Server Error
	Unsuccessful delivery due to timeout.
	


*** Next Change ***

A.6
NIDD API

(… text not shown for clarity …)

    NiddConfigurationStatusNotification:

      type: object

      properties:

        niddConfiguration:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/Link'

        externalId:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/ExternalId'

        msisdn:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/Msisdn'

        status:

          $ref: '#/components/schemas/NiddStatus'

        rdsCapIndication:

          type: boolean

          description: It indicates whether the network capability for the reliable data service is enabled or not.
        rdsPort:

          $ref: '#/components/schemas/RdsPort'
      required:

        - niddConfiguration

        - status
      oneOf:

        - required: [externalId]

        - required: [msisdn]

(… text not shown for clarity …)
    NiddStatus:

      anyOf:

      - type: string

        enum:

          - ACTIVE

          - TERMINATED_UE_NOT_AUTHORIZED

          - TERMINATED
          - RDS_PORT_UNKNOWN
      - type: string

        description: >

          This string provides forward-compatibility with future

          extensions to the enumeration but is not used to encode

          content defined in the present version of this API.

      description: >

        Possible values are

        - ACTIVE: The NIDD configuration is active.

        - TERMINATED_UE_NOT_AUTHORIZED: The NIDD configuration was terminated because the UE´s authorisation was revoked.

        - TERMINATED: The NIDD configuration was terminated.
        - RDS_PORT_UNKNOWN: The RDS port is unknown.
      readOnly: true

    NiddConfigurationPatch:

      type: object

      properties:

        duration:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/DateTimeRm'

        reliableDataService:

          type: boolean

          description: The reliable data service (as defined in subclause 4.5.15.3 of 3GPP TS 23.682) to indicate if a reliable data service acknowledgment is enabled or not.
          nullable: true

        rdsPorts:

          type: array

          items:

            $ref: '#/components/schemas/RdsPort'

          minItems: 1
          description: Indicates the port configuration that is used for reliable data transfer between specific applications using RDS (as defined in subclause 5.2.4 and 5.2.5 of 3GPP TS 24.250).

        pdnEstablishmentOption:

          $ref: '#/components/schemas/PdnEstablishmentOptionsRm'

*** End of Changes ***

