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Foreword
[bookmark: spectype3]This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc24947830][bookmark: _Toc26193463]
1	Scope
The present document specifies the protocol aspects for the identity management capability of SEAL to support vertical applications (e.g. V2X) over the 3GPP system.
The present document is applicable to the User Equipment (UE) supporting the identity management client functionality as described in 3GPP TS 23.434 [2], to the application server supporting the identity management server functionality as described in 3GPP TS 23.434 [2] and to the application server supporting the vertical application server (VAL server) functionality as defined in specific vertical application service (VAL service) specifications.
NOTE:	The specification of the VAL server for a specific VAL service is out of scope of the present document.
[bookmark: references][bookmark: _Toc24947831][bookmark: _Toc26193464]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.434: "Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows;".
[3]	IETF RFC 4825: "The Extensible Markup Language (XML) Configuration Access Protocol (XCAP)".
[4]	OMA OMA-TS-XDM_Group-V1_1_1-20170124-A: "Group XDM Specification".
[5]	IETF RFC 2616: "Hypertext Transfer Protocol -- HTTP/1.1".
[6]	W3C.REC-html401-19991224: "HTML 4.01 Specification".
[7]	3GPP TS 33.434: "Service Enabler Architecture Layer (SEAL); Security aspects for Verticals".
[8]	draft-ietf-oauth-token-exchange-11: "OAuth 2.0 Token Exchange".
[9]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[10]	IETF RFC 7159: "The JavaScript Object Notation (JSON) Data Interchange Format".
[11]	"OpenID Connect Core 1.0 incorporating errata set 1".
[bookmark: definitions][bookmark: _Toc24947832][bookmark: _Toc26193465]3	Definitions of terms and abbreviations
[bookmark: _Toc24947833][bookmark: _Toc26193466]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Authorisation endpoint: A SEAL identity management server protocol endpoint used by the SEAL identity management client to obtain an authorisation grant, as specified in IETF RFC 6749 [9].
SEAL identity management client: An entity that provides the client side functionalities corresponding to the identity management SEAL service.
SEAL identity management server: An entity that provides the server side functionalities corresponding to the identity management SEAL service.
Token endpoint: A SEAL identity management server protocol endpoint used by the SEAL identity management client to exchange an authorisation grant for an access token, as specified in IETF RFC 6749 [9].
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.434 [2] apply:
SEAL client
SEAL server
SEAL service
VAL server 
VAL service
VAL user
Vertical
Vertical application
[bookmark: _Toc24947834][bookmark: _Toc26193467]3.2	Abbreviations
[bookmark: clause4]For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
SEAL	Service Enabler Architecture Layer for verticals
SIM-C	SEAL Identity Management Client
SIM-S	SEAL Identity Management Server
VAL	Vertical Application Layer
[bookmark: _Toc24947835][bookmark: _Toc26193468]4	General description
Identity management is a SEAL service that provides the identity management related capabilities to one or more vertical applications. The present document enables a SEAL identity management client and a VAL server to communicate with a SEAL identity management server. The SEAL identity management server authenticates the VAL user’s identity by verifying the credentials provided by the VAL user. When the VAL user is authenticated it is provided with an access token which is used for accessing different SEAL services.
[bookmark: _Toc24947836][bookmark: _Toc26193469]5	Functional entities
[bookmark: _Toc24947837][bookmark: _Toc26193470]5.1	SEAL identity management client (SIM-C)
The SIM-C is a functional entity that acts as the application client for VAL user identity related transactions. To be compliant with the procedures in the present document the SIM-C shall:
-	support the role of XCAP client as specified in IETF RFC 4825 [3];
-	support the role of XDMC as specified in OMA OMA-TS-XDM_Core-V2_1 [4]; 
-	support the user authentication procedure specified in clause 6.2.2; and
-	support the token exchange procedure specified in clause 6.2.3.
[bookmark: _Toc24947838][bookmark: _Toc26193471]5.2	SEAL identity management server (SIM-S)
The SIM-S is a functional entity that authenticates the VAL user’s identity by verifying the credentials provided by the VAL user. To be compliant with the procedures in the present document the SIM-S shall:
-	support the role of XCAP server as specified in IETF RFC 4825 [3];
-	support the role of XDMS as specified in OMA OMA-TS-XDM_Core-V2_1 [4]; 
-	support the user authentication procedure specified in clause 6.2.2; and
-	support the token exchange procedure specified in clause 6.2.3.
[bookmark: _Toc24947839][bookmark: _Toc26193472]6	Identity management procedures
[bookmark: _Toc19898032][bookmark: _Toc24947840][bookmark: _Toc26193473]6.1	General
[bookmark: _Toc19898033][bookmark: _Toc24947841][bookmark: _Toc26193474]6.2	On-network procedures
[bookmark: _Toc19898034][bookmark: _Toc24947842][bookmark: _Toc26193475]6.2.1	General
[bookmark: _Toc19898035][bookmark: _Toc24947843][bookmark: _Toc26193476]6.2.2	User authentication procedure
[bookmark: _Toc24947844][bookmark: _Toc26193477]6.2.2.1	SIM-C procedure
Editor’s Note: This procedure may be updated once a more updated reference to 3GPP TS 33.434 is available.
Upon receiving a request from VAL user to initiate authentication for VAL services, the SIM-C shall: 
a)	establish a TLS tunnel to the authorisation endpoint of the SIM-S as specified in 3GPP TS 33.434 [7] using the URL of authorisation endpoint of the SIM-S as provided by the specific VAL service; and
b)	send an OIDC Authentication Request message as specified in the OpenID Connect 1.0 [11] and IETF RFC 6749 [9] using an HTTP GET request method towards the SIM-S according to IETF RFC 2616 [5]. The SIM-C shall include any required parameters as specified in 3GPP TS 33.434 [7] in the query component of the authorization endpoint's URI using the "application/x-www-form-urlencoded" format as specified in W3C.REC-html401-19991224 [6].
Editor’s Note: The details of what parameters are included in HTTP GET message are FFS. 
Upon receiving an HTTP 200 (OK) response from the SIM-S, the SIM-C shall: 
a)	prompt the VAL service user for their username and password;
b)	generate an HTTP POST request method containing the VAL service user's username and password; and
c)	send the HTTP POST request method towards the SIM-S.
Upon receiving an OIDC Authentication Response message, the SIM-C shall: 
a)	establish a TLS tunnel to the token endpoint of the SIM-S as specified in 3GPP TS 33.434 [7]; and
b)	send an OIDC Token Exchange Request message as specified in OpenID Connect 1.0 [11] and IETF RFC 6749 [9] using an HTTP POST request method towards the SIM-S according to IETF RFC 2616 [5]. The parameters to be included in the entity body of the HTTP POST request using the "application/x-www-form-urlencoded" format as specified in W3C.REC-html401-19991224 [6] are specified in 3GPP TS 33.434 [7].
Editor’s Note: The details of what parameters are included in HTTP GET message are FFS. 
Upon receiving an OIDC Token response message from the SIM-S, the SIM-C shall: 
a)	validate the id_token, access_token and refresh token in the received OIDC Token Response message as specified in the OpenID Connect 1.0 [11] specification; and
b)	provide the id_token and access_token in the received OIDC Token Response message to the VAL user.
The SIM-C may repeat the entire procedure in this subclause as needed to obtain the necessary authorisation tokens for the VAL service clients, depending on the scope parameter in the Authentication Request message as specified in 3GPP TS 33.434 [7].
[bookmark: _Toc24947845][bookmark: _Toc26193478]6.2.2.2	SIM-S procedure
Editor’s Note: This procedure may be updated once a more updated reference to 3GPP TS 33.434 is available.
Upon receiving an OIDC Authentication Request message as specified in the OpenID Connect 1.0 [11] and IETF RFC 6749 [9] via a secure TLS tunnel between the SIM-C and the authorisation endpoint of the SIM-S, the SIM-S shall:
a)	validate the received OIDC Authentication Request message as specified in the OpenID Connect 1.0 [11] and IETF RFC 6749 [9];
b)	generate an HTTP 200 (OK) response according to IETF RFC 2616 [5] including form data to prompt the VAL service user for their username and password credentials; and
c)	send the HTTP 200 (OK) response towards the SIM-C.
Upon receiving an HTTP POST request method from the SIM-C containing the VAL service user's username and password, the SIM-S authenticates the VAL service user and shall:
a)	generate an OIDC Authentication Response message as specified in OpenID Connect 1.0 [11] and IETF RFC 6749 [9] with the following clarifications:
1)	shall generate an HTTP 302 (FOUND) response according to IETF RFC 2616 [5]; and
2)	shall include the required parameters including the authorization_code as specified in 3GPP TS 33.434 [7] in the query component of the redirection URI contained in the Location header field of the HTTP FOUND request method using the "application/x-www-form-urlencoded" format as specified in W3C.REC-html401-19991224 [6]; and
Editor’s Note: The details of what parameters are included in HTTP FOUND message are FFS. 
b)	send the HTTP 302 (FOUND) response towards the SIM-C.
Upon receiving an OIDC Token Request message via a secure TLS tunnel established between the SIM-C and the token endpoint of the SIM-S, the SIM-S shall:
a)	validate the OIDC Token Request message and if valid shall generate an OIDC Token Response message as specified in OpenID Connect 1.0 [11] and IETF RFC 6749 [9] with the following clarifications:
1)	shall generate an HTTP 200 (OK) response according to IETF RFC 2616 [5];
2)	shall based on the received VAL user ID obtained from the received user authentication credentials, determine the VAL service ID of the VAL service user;
3)	shall include an id_token, access_token and refresh_token and VAL service ID as specified in 3GPP TS 33.434 [7]; and
4)	shall include the other required parameters as specified in OpenID Connect 1.0 [11] and IETF RFC 6749 [9]; and
b)	shall send the HTTP 200 (OK) response towards the SIM-C.
[bookmark: _Toc19898036][bookmark: _Toc24947846][bookmark: _Toc26193479]6.2.3	Token exchange procedure
[bookmark: _Toc24947847][bookmark: _Toc19898038][bookmark: _Toc26193480]6.2.3.1	SIM-C procedure
Editor’s Note: This procedure may be updated once a more updated reference to 3GPP TS 33.434 is available.
Upon receiving a request from the VAL user to acquire a security token for authentication of the VAL services, the SIM-C shall:
a)	establish a TLS tunnel to the token endpoint of the SIM-S as specified in 3GPP TS 33.434 [7]; and
b)	send a Token Exchange Request message as specified in 3GPP TS 33.434 [7] and draft-ietf-oauth-token-exchange [8] using an HTTP POST request method towards the SIM-S according to IETF RFC 2616 [5]. The parameters to be included in the entity body of the HTTP POST request using the "application/x-www-form-urlencoded" format as specified in W3C.REC-html401-19991224 [6] are specified in 3GPP TS 33.434 [7].
Editor’s Note: The details of what parameters are included in HTTP POST message are FFS. 
Upon receipt of an HTTP 200 (OK) response from SIM-S, the SIM-C shall extract the security token contained in the access_token parameter of the received Token Exchange Response message as specified in 3GPP TS 33.434 [7] and draft-ietf-oauth-token-exchange [8] and send it to the VAL user.
[bookmark: _Toc24947848][bookmark: _Toc26193481]6.2.3.2	SIM-S procedure
Editor’s Note: This procedure may be updated once a more updated reference to 3GPP TS 33.434 is available.
Upon receiving a Token Exchange Request message as specified in draft-ietf-oauth-token-exchange [8] via a secure TLS tunnel between the SIM-C and the token endpoint of the SIM-S, the SIM-S shall:
a)	validate the received Token Exchange Request message as specified in draft-ietf-oauth-token-exchange [8]; and
b)	send a Token Exchange Response message as specified in draft-ietf-oauth-token-exchange [8] and IETF RFC 6749 [9] using an HTTP 200 (OK) response to the SIM-C according to IETF RFC 2616 [5]. The parameters to be included in the HTTP 200 (OK) response are specified in 3GPP TS 33.434 [7] and are serialized into a JavaScript Object Notation (JSON) structure as specified in draft-ietf-oauth-token-exchange [8] and IETF RFC 7159 [10].
Editor’s Note: The details of what parameters are included in HTTP OK message are FFS. 
[bookmark: _Toc24947849][bookmark: _Toc26193482]6.3	Off-network procedures
Editor’s note: This clause will describe the off-network procedures based on 3GPP TS 23.434 [2].
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