3GPP TSG-CT WG4 Meeting #93	C4-193749
Wroclaw, Poland; 26th – 30th August 2019	(revision of C4-193286) 
	CR-Form-v12.0

	CHANGE REQUEST

	

	
	29.505
	CR
	0097
	rev
	1
	Current version:
	15.4.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Storage of Authentication Subscription Data

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	CT4

	
	

	Work item code:
	5GS_Ph1-CT
	
	Date:
	2019-08-07

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
Rel-12	(Release 12)
Rel-13	(Release 13)
Rel-14	(Release 14)
Rel-15	(Release 15)
Rel-16	(Release 16)

	
	

	Reason for change:
	In the joint conference between SA3 and CT4 on Aug. 6th 2019, it was agreed to add an informative NOTE in the description of the resource "AuthenticationSubscription" highlighting the possibility to store authentication subscription data separately from other types of subscription data.


	
	

	Summary of change:
	Add an informative NOTE to highlight the security-sensitive nature of the resource "Authentication.


	
	

	Consequences if not approved:
	It is wrongly assumed by readers of the spec that different HTTP resources exposed by an API cannot be independentely routed inside UDR and handled by different computing resources.
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* * * First Change * * * *
[bookmark: _Toc11338927][bookmark: _Toc11431745]5.2.2	Resource: AuthenticationSubscription
[bookmark: _Toc11338928][bookmark: _Toc11431746]5.2.2.1	Description
This resource is modelled with the Document resource archetype (see clause C.1 of 3GPP TS 29.501 [7]).
NOTE 1:	This resource contains security-sensitive attributes, such as the long-term key of the UE (see "encPermanentKey" attribute of the AuthenticationSubscription data type in clause 5.4.2.2). No security for this is specified in this release. 
NOTE 2:	Although these security-sensitive attributes are stored in an encrypted form in the UDR, operators can consider its storage separately from other types of subscription data. How to achieve this in a secure way is implementation-specific; a description of a typical mechanism can be found in the informative Annex X in 3GPP TS 29.500 [8].
[bookmark: _Toc11338929][bookmark: _Toc11431747]5.2.2.2	Resource Definition
Resource URI: {apiRoot}/nudr-dr/<apiVersion>/subscription-data/{ueId}/authentication-data/authentication-subscription
This resource shall support the resource URI variables defined in table 5.2.2.2-1.
Table 5.2.2.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See 3GPP TS 29.504 [2] clause 6.1.1

	ueId
	Represents the Subscription Identifier SUPI (see 3GPP TS 23.501 [4] clause 5.9.2) 
	pattern: "^(imsi-[0-9]{5,15}|nai-.+|.+)$"




* * * End of Changes * * * 
