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	Reason for change:
	1) Handover from 5GS to EPS
Currently, the MME and the UE will set the uplink and downlink NAS COUNT to zero following an inter-system change from N1 mode to S1 mode in EMM-CONNECTED mode and after the mapped EPS security context has been created. This means that:
1) the UE will send a TAU Request message with an uplink NAS COUNT of zero, and 
2) the MME sends a TAU Accept message with a downlink NAS COUNT of zero.

Thus-far in EPS, the value of zero for a NAS COUNT is used only during a security mode control procedure. It is not evident that using a value zero for a NAS COUNT during a tracking area update procedure is allowed or if the message will be processed by the recipient.

2) Idle mode mobility from 5GS to EPS
Currently, after an inter-system change from N1 mode to S1 mode in EMM-IDLE mode, the UE sends TAU Request message protected with the 5G NAS security context and using the uplink NAS COUNT of the 5G NAS security context. The AMF will then create a mapped EPS security context that is forwarded to the MME. However, for KeNB derivation, the MME uses uplink NAS COUNT in the TAU Request message as described in 7.2.7 of TS 33.401:

“If there was no subsequent NAS SMC, the uplink NAS COUNTof the TAU request message sent from the UE to the MME is used as freshness parameter in the KeNB derivation using the KDF as specified in clause A.3. The TAU request shall be integrity protected.”

The UE and the MME may then use different NAS COUNT values for KeNB derivation in turn leading to security mode command failure in the access stratum layer (SRB2 not established and the transfer of NAS messages will not be possible). A NAS security mode control or potentially authentication procedure may then be required.
More details about the problem can be found in S3-191916. 

The corresponding solution in S3-192563 proposes that the UE and the network will not set the uplink and downlink NAS to zero in the cases listed above. This document aims to align with stage 2 in that regards.


	
	

	Summary of change:
	Delete the requirement that the “uplink and downlink NAS COUNT associated with the newly derived K'ASME key are set to 0”.
Instead, the NAS COUNTs are set to the values in the 5G NAS security context. 
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	Consequences if not approved:
	1) The recipient of a NAS message, that is not related to the security mode control procedure, with a NAS COUNT value of zero may not process the NAS message.
2) The UE and the MME may then use different NAS COUNT values for KeNB derivation in turn leading to security mode command failure in the access stratum layer (SRB2 not established and the transfer of NAS messages will not be possible). A NAS security mode control or potentially authentication procedure may then be required.
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*** Next change ***

[bookmark: _Toc11419065]4.4.2.4	Establishment of an EPS security context during inter-system change from N1 mode to S1 mode in 5GMM-CONNECTED mode
In order for the UE operating in single-registration mode to derive a mapped EPS security context for an inter-system change from N1 mode to S1 mode in 5GMM-CONNECTED mode, the AMF shall prepare a mapped EPS security context for the target MME as indicated in 3GPP TS 33.501 [24].
The AMF shall derive a K'ASME using the KAMF key and the downlink NAS COUNT of the current 5G NAS security context, include the corresponding NAS sequence number in the N1 mode to S1 mode NAS transparent container IE (see subclause 9.11.2.7) and then increments its stored downlink NAS COUNT value by one. The AMF shall select the NAS algorithms identifiers to be used in the target MME after the inter-system change from N1 mode to S1 mode in 5GMM-CONNECTED mode, for encryption and integrity protection. The uplink and downlink NAS COUNT associated with the newly derived K'ASME key are set to 0the uplink and downlink NAS COUNT value, respectively, of the 5G NAS security context. The eKSI for the newly derived K'ASME key shall be defined such as the value field is taken from the ngKSI and the type field is set to indicate a mapped security context.
When the UE operating in single-registration mode receives a command to perform inter-system change from N1 mode to S1 mode in 5GMM-CONNECTED mode, the UE shall derive the mapped EPS security context, i.e. derive K'ASME from KAMF using a downlink NAS COUNT based on the NAS sequence number received in the N1 mode to S1 mode NAS transparent container IE (see subclause 9.11.2.7) as described in 3GPP TS 33.501 [24]. The eKSI for the newly derived K'ASME key is defined such that the value field is taken from the ngKSI and the type field is set to indicate a mapped security context. The UE shall also derive the NAS keys as specified in 3GPP TS 33.401 [23A] using the EPS NAS security algorithms identifiers that are stored in the UE's 5G NAS security context.
If the received N1 mode to S1 mode NAS transparent container IE does not have a valid NAS COUNT (see subclause 4.4.3.2) the UE shall discard the content of the received N1 mode to S1 mode NAS transparent container IE and inform the lower layers that the received N1 mode to S1 mode NAS transparent container is invalid.
If the inter-system change from N1 mode to S1 mode in 5GMM-CONNECTED mode is not completed successfully, the AMF and the UE shall delete the new mapped EPS security context.
*** End change ***

