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3	Justification
Currently there is a missing functionality in 5GS. 
So far 3GPP TS 23.502 subclause 4.20 specifies UE Parameters Update via UDM Control Plane Procedure that includes Routing Indicator Data  update when final consumer of the parameter is the USIM. 
Subclause 6.15.2.1 of TS 33.501 further specifies that when UICC configuration parameters (terminated to the UICC) need to be provided or updated, they shall protect these parameters using a secured packet mechanism (as specified in TS 31.115) with security domain managed by SIM-OTA application server, like for example in the case of the Routing Indicator update via UDM :
The UDM decides to perform the UE Parameters Update (UPU) using the control plane procedure while the UE is registered to the 5G system. If the final consumer of any of the UE parameters to be updated (e.g., the updated Routing ID Data) is the USIM, the UDM shall protect these parameters using a secured packet mechanism (see 3GPP TS 31.115 [65]) to update the parameters stored on the USIM. The UDM shall then prepare the UE Parameters Update Data (UPU Data) by including the parameters protected by the secured packet, if any, as well as any UE parameters for which final consumer is the ME (see TS 24.501 [35]).
However, no method is specified on how UDM can interact with SIM-OTA server to encapsulate the updated configuration parameters into secured packet. As such, the functionality is not implementable.
Before 5G Rel-16, updating of UICC configuration information in USIM/SIM card using secured packet mechanism requires deployment of a dedicated network element called OTA (Over The Air) Gateway. When updates to USIM/SIM configuration information are needed, the operator’s back-end system sends service requests to an OTA Gateway. The OTA Gateway encapsulates the updated configuration information into secured packet format. However, such functionality is missing for 5G considering the following:
· For operators who have OTA Gateway deployed in their 2G/3G/4G networks, the functionality to generate the  secured packet is included in OTA Gateway, but there is no service based interface that would allow UDM to trigger this functionality (especially considering that the service-based architecture (SBA) is developed in R15, 5GS network functions are all service based).
· For operators who do not have OTA Gateway deployed, there is no solution to generate the secured packet encapsulating the UICC configuration parameter that needs to be provided or updated.
It is noted that APIs to enable 5G network functions to access the 5GS OTAF network function for encapsulating UICC configuration parameter update into secured packet may result in further impacts to the TS 33.501.
4	Objective
This WI is to provide enhancement needed to support provisioning and updating UICC configuration parameters, including specifying the related network protocols and APIs:
-	Introducing new 5GS OTAF (Over The Air Function), and specify the procedures for the 5GS OTAF.
-	Specify APIs to enable 5G network functions to access the 5GS OTAF network function for encapsulating UICC configuration parameter update into secured packet.
5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	TS
	29.xxx
	5G System; OTA Services; Stage 3
	CT#86 (Dec. 2019)
	CT#87 (Mar. 2020)
	CT4 Responsibility
Rapporteur: Ulrich Wiehe



	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	23.122
	Update references to OTA API for secure packet handling
	TSG CT #87 (March 2020)
	CT1 Responsibility

	29.503 
	Possible update to support new 5GS OTA NF and related interfaces for secure packet handling
	TSG CT #87 (March 2020)
	CT4 Responsibility

	29.510
	Possible impact on NRF
	TSG CT #87 (March 2020)
	CT4 Responsibility
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Wiehe, Ulrich	 Nokia 
Ulrich.Wiehe@nokia.com
7	Work item leadership

3GPP CT4
8	Aspects that involve other WGs

Potential security aspects will be covered by SA3.
Potential impacts to secured packet structure will be covered by CT6.
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