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1. Introduction
At CT6#94, CT6 agreed C6-190279 with one objection from Qualcomm, and a Working Agreement, which was susbequently challenged by Qualcomm. 
The pupose of the present document is to explain the motivation for Qualcomm’s objection and the reasons why the CR should not be approved by CT Plenary.
2. Discussion
2.1 Background on the contents of C6-190279
C6-190279 is a Rel-15 CR proposing to enable the USIM to compute a SUCI based on a SUPI consisting of an NSI (Network Specific Identifier) stored in EFNSI. 
It is important to note that a SUPI consisting of an NSI (in NAI format i.e. username@realm) is used for access to private networks, whereas for access to a PLMN, a SUPI consisting of the IMSI (stored in EFIMSI) is used, see the following text in TS 23.501 subclause 5.9.2:
The SUPI may contain:

-
an IMSI as defined in TS 23.003 [19], or

-
a network-specific identifier, used for private networks as defined in TS 22.261 [2].

2.2 What are the issues with C6-190279?
Issue #1: The CR mandates the use of the NSI for SUCI computation if EFNSI is present, even if EFIMSI is also present.

This is due to the following normative text added by the CR in TS 31.102 subclause 7.5.2.1:
When SUPI Type is Network specific identifier (i.e. service n°130 is "available"), the SUCI is coded as part of 5GS mobile identity information element for type of identity "SUCI" and SUPI format "Network specific identifier" defined in 3GPP TS 24.501 [104].
Service n°130 is the service defined in the USIM Service Table of  TS 31.102 subclause 4.2.8 to identify whether EFNSI is present. Consequently if EFNSI is provisioned on the USIM, condition “service n°130 is "available" ” will evaluate to true and the USIM will use EFNSI, not EFIMSI, to compute the SUCI. This prevents an operator using USIMs with both EFNSI and EFIMSI to have the SUCI computed by the USIM based on the IMSI. This will be an issue in the following scenarios:

· The UE is provisioned to access private networks but also has a “normal” subscription to a PLMN: with the CR, the UE won’t be able to access the PLMN due to the USIM defaulting to using the NSI, not the IMSI to compute the SUCI.
· For ease of deployment, the operator of a private network would like to re-use the IMSI on the USIM instead of using an NSI : with the CR, the USIM will default to using the NSI, not the IMSI, to compute the SUCI even though the operator would have wanted the IMSI to be used instead.
This issue has been raised by Qualcomm during CT6#94 and resulted in the addition of the following Editor’s note in the CR:
Editor’s Note: It is FFS how the operator can request a SUCI based on NSI or a SUCI based on IMSI, if both, NSI and IMSI are configured in the USIM. 

However the addition of this Editor’s note is not sufficient to make the CR agreeable because:

· The CR still contains the normative requirement by which if “service n°130 is "available" ”, EFNSI is used for SUCI computation.
· Not resolving how the operator can choose between using the NSI and using the IMSI for SUCI computation is a crucial part of the CR and it is not acceptable to agree a CR with such an unresolved issue in Rel-15, which has long  been frozen.

Issue #2: The CR conflicts with SA3’s agreement that for Rel-16, SA3 will not specify the storage and processing of credentials for private networks which use a non-AKA EAP authentication method.
At SA3#86, SA3 agreed S3-193051 on security for private networks which added the following text in new subclause Z.2.2 of TS 33.501:

The UE and the serving network may support 5G AKA, EAP-AKA', or any other key-generating EAP authentication method. 

(…)

When an EAP authentication method other than EAP-AKA' is selected, the chosen method determines the credentials needed in the UE and network. These credentials, called the EAP-method credentials, shall be used for authentication.

NOTE 2: How credentials for EAP methods other than EAP AKA’ are stored and processed within the UE are out of the scope for standalone non-public networks. Storage and processing of credentials for EAP AKA’ and 5G AKA is described in clause 6 of the present document.
According to the text quoted above:

· For private networks which use a non-AKA based authentication method, which identifier and credentials are used, and how they are provisioned to the UE, is out of scope of 3GPP.
· For private networks which use an AKA based authentication method, the IMSI and the credentials stored on the USIM (as specified in TS 33.501 subclause 6) are used by the UE for access to the private network.
Issue #3: The CR is not needed based on CT1’s agreement that for Rel-16, the NSIs used for access to private networks are stored in the ME, and how they are provisioned to the ME is out of scope of 3GPP.
At CT1#116, CT1 agreed C1-192766 which was approved at CT#84 and added the following text in TS 23.122 subclause 4.9.3.0:

The ME is configured with a "list of subscriber data" containing zero or more entries. Each entry of the "list of subscriber data" consists of a subscriber identifier, credentials, and an SNPN identity. The subscriber identifier is a SUPI containing a network-specific identifier.

NOTE 1:
How the ME is configured with the "list of subscriber data" is out of scope of 3GPP in this release of the specification.

Based on this agreement, in Rel-16 (and even more so in Rel-15!), there is no need to store NSIs on the USIM, and thus no need for the USIM to compute a SUCI based on an NSI stored in the USIM.

3. Conclusion

Based on the discussion in the previous section, the following issues have bene identified with C6-190279:

Issue #1: The CR mandates the use of the NSI for SUCI computation if EFNSI is present, even if EFIMSI is also present.

Issue #2: The CR conflicts with SA3’s agreement that for Rel-16, SA3 will not specify the storage and processing of credentials for private networks which use a non-AKA EAP authentication method.
Issue #3: The CR is not needed based on CT1’s agreement that for Rel-16, the NSIs used for access to private networks are stored in the ME, and how they are provisioned to the ME is out of scope of 3GPP.
It is therefore proposed to not approve C6-190279 at CT#85.

