

	
3GPP TSG-CT WG4 Meeting #93	C4-193765
Wroclaw, Poland; 26th – 30th August 2019
	CR-Form-v12.0

	CHANGE REQUEST

	

	
	29.281
	CR
	0104
	rev
	1
	Current version:
	15.5.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Error Indication and Path Failure in 5GS

	
	

	Source to WG:
	Nokia, Nokia Shanghai Bell

	Source to TSG:
	CT4

	
	

	Work item code:
	5GS_Ph1-CT
	
	Date:
	2019-08-06 

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	[bookmark: OLE_LINK1]Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
Rel-12	(Release 12)
Rel-13	(Release 13)
Rel-14	(Release 14)
Rel-15	(Release 15)
Rel-16	(Release 16)

	
	

	Reason for change:
	TS 29.281 refers to TS 23.007 for the handling of Error Indication and Path Failure. Restoration procedures for the 5GS are specified in TS 23.527.


	
	

	Summary of change:
	A reference to TS 23.527 is added for the handling of Error Indication and Path Failure.

	
	

	Consequences if not approved:
	Missing reference to the 5GS restoration procedures, which may cause incomplete or unexpected implementations in 5GS.


	
	

	Clauses affected:
	2, 7.3.1, 9.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	




Page 1






* * * First Change * * * *
[bookmark: _Toc533200761][bookmark: _Toc9595859][bookmark: _Toc9595620][bookmark: _Toc9595976][bookmark: _Toc11336237]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.003: "Numbering, addressing and identification".
[3]	3GPP TS 23.007: "Restoration procedures".
[4]	3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".
[5]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[6]	3GPP TS 29.060: "General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) across the Gn and Gp interface".
[7]	3GPP TS 29.274: "3GPP Evolved Packet System; Evolved GPRS Tunnelling Protocol for EPS (GTPv2)".
[8]	3GPP TS 32.295: "Telecommunication management; Charging management; Charging Data Record (CDR) transfer".
[9]	IETF RFC 768 (STD 0006): "User Datagram Protocol", J. Postel.
[10]	IETF RFC 791 (STD 0005): "Internet Protocol", J. Postel.
[11]	IETF RFC 4291: "IP Version 6 Addressing Architecture".
[12]	3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[13]	3GPP TS 23.121: "Architectural requirements for Release 1999".
[14]	3GPP TS 43.129: "Packet-switched handover for GERAN A/Gb mode; Stage 2".
[15]	IETF RFC 2460: "Internet Protocol, Version 6 (IPv6) Specification", Standards Track 
[16]	3GPP TS 25.413: "UTRAN Iu interface RANAP signalling".
[17]	3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2".
[18]	3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS); Architecture and functional description; Stage 2".
[19]	IETF RFC 4604 (2006): "Using Internet Group Management Protocol Version 3 (IGMPv3) and Multicast Listener Discovery Protocol Version 2 (MLDv2) for Source-Specific Multicast".
[20]	IETF RFC 4607 (2006): "Source-Specific Multicast for IP".
[21]	3GPP TS 33.102: "3G Security; Security architecture". 
[22]	3GPP TS 33.401: "3GPP System Architecture Evolution (SAE): Security architecture ". 
[23]	3GPP TS 23.402: "Architecture enhancements for non-3GPP accesses".
[24]	3GPP TS 36.323: "Evolved Universal Terrestrial Radio Access (E-UTRA); Packet Data Convergence Protocol (PDCP) specification".
[25]	3GPP TS 36.425: "E-UTRAN X2 interface user plane protocol".
[26]	IETF RFC 2474, "Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6 Headers".
[bookmark: _GoBack][27]]	3GPP TS 36.465: "Evolved Universal Terrestrial Radio Access (E-UTRAN) and Wireless LAN (WLAN) Xw interface user plane protocol".
[28]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[29]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[30]	3GPP TS 38.425: "NG-RAN; NR user plane protocol".
[31]	3GPP TS 38.415: "NG-RAN; PDU Session User Plane Protocol".
  [32]	3GPP TS 33.250: "Security assurance specification for the PGW network product class".
[x]	3GPP TS 23.527: "5G System; Restoration Procedures".


* * * Next Change * * * *
[bookmark: _Toc533200820]7.3.1	Error Indication
When a GTP-U node receives a G-PDU for which no EPS Bearer context, PDP context, PDU Session, MBMS Bearer context, or RAB exists, the GTP-U node shall discard the G-PDU. If the TEID of the incoming G-PDU is different from the value 'all zeros' the GTP-U node shall also return a GTP error indication to the originating node. GTP entities may include the "UDP Port" extension header (Type 0x40), in order to simplify the implementation of mechanisms that can mitigate the risk of Denial-of-Service attacks in some scenarios.
Handling of the received Error Indication is specified in 3GPP  TS  23.007  [3] and 3GPP TS 23.527 [x].
The information element Tunnel Endpoint Identifier Data I shall be the TEID fetched from the G-PDU that triggered this procedure.

The information element GTP-U Peer Address shall be the destination address (e.g. destination IP address, MBMS Bearer Context) fetched from the original user data message that triggered this procedure. A GTP-U Peer Address can be a GGSN, SGSN, RNC, PGW, SGW, ePDG, eNodeB, TWAN, MME, gNB, N3IWF, or UPF address. The TEID and GTP-U peer Address together uniquely identify the related PDP context, RAB, PDU session or EPS bearer in the receiving node.
The optional Private Extension contains vendor or operator specific information.
Table 7.3.1-1: Information Elements in an Error Indication
	Information element
	Presence requirement
	Reference

	Tunnel Endpoint Identifier Data I
	Mandatory
	8.3

	GTP-U Peer Address
	Mandatory
	8.4

	Private Extension
	Optional
	8.6



* * * Next Change * * * *
[bookmark: _Toc533200831]9.2	Path Failure
Path failure handling procedures are specified in 3GPP TS 23.007 [17] and 3GPP TS 23.527 [x].

* * * End of Changes * * * *

