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	Reason for change:
	DIAMETER_ERROR_UNKNOWN_POLICY_COUNTERS (5570) is returned by the OCS when the OCS does not recognize one or more Policy Counters specified in the request and the OCS is configured to reject such request.
Clause 4.5.1.3 specifies that “If the SL-Request-Type AVP is set to INITIAL_REQUEST when this failure occurs, the Sy session is not created” regardless of whether in the Initial request there were known policy counters that would enable the creation of a valid Sy session.

The specified approach considers that the OCS configuration to reject the request needs to be strongly followed, and the PCRF at the reception of the error does not reattempt the Sy session creation.

However, for the Intermediate request, the specification is more relaxed, and only considers that “If the SL-Request-Type AVP is set to INTERMEDIATE_REQUEST (1) when this failure occurs, then none of the changes in the request take effect but the Sy session is maintained”. It means that the current specification allows to maintain a session for which the PCRF has requested invalid counters.

This possibility is not allowed during the Sy session creation.

To avoid inconsistent and misbehaving solutions (where the network behaves differently depending on whether the UE is connected or not when the “unknown policy counter” is provisioned in the PCRF), the same behaviour has to be defined for the Initial and the Intermediate request.
DIAMETER_ERROR_NO_AVAILABLE_POLICY_COUNTERS (4241) is returned by the OCS to indicate to the PCRF that the OCS has no available policy counters for the subscriber.

Clause 4.5.1.3 specifies that:
"If the OCS has no available policy counters for that subscriber during the Initial Spending Limit Report Request procedure, it sets the Experimental-Result-Code to DIAMETER_ERROR_NO_AVAILABLE_POLICY_COUNTERS, and the Sy session is not created."
However, in some deployments, it has been detected that it is also possible that during the provisioning/updating of counter information in the OCS, or due to some synchronization issue between the PCRF and the OCS, no policy counter is available in the OCS for an existing Sy session at the time the Intermediate request is received.

Since the behaviour for the Intermediate request is not specified, the abnormal situation is not detected, which could mean inconsistent handling of error situations during the lifetime of the Sy session.

	
	

	Summary of change:
	Clause 4.5.1.3 is updated to:
-
specify PCRF behaviour at the reception of the error DIAMETER_ERROR_UNKNOWN_POLICY_COUNTERS (5570) in the response of the Intermediate Spending Limit Report Request; and

-
specify PCRF behaviour at the reception of the error DIAMETER_ERROR_NO_AVAILABLE_POLICY_COUNTERS (4241) in the response of the Intermediate Spending Limit Report Request.

	
	

	Consequences if not approved:
	Inconsistent specification that leads to wrong implementations of spending limit control procedures resulting in severe faulty policy decisions.
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Proposed changes:

*** 1st Change ***

4.5.1.3
The behaviour of the OCS

Upon reception of the request from the PCRF, the OCS shall check if there is an ongoing Sy session associated with the received Session-Id AVP. If there is no Sy session and the SL-Request-Type AVP is set to INITIAL_REQUEST (0), an Sy session is created on the OCS. If there is an Sy session and the SL-Request-Type AVP is not set to INTERMEDIATE_REQUEST (1), the OCS shall return a response with the Result-Code set to DIAMETER_INVALID_AVP_VALUE and with the Failed-AVP AVP containing the SL-Request-Type AVP. If there is no Sy session and the SL-Request-Type AVP is not set to INITIAL_REQUEST (0), the OCS shall return a response with the Result-Code AVP set to DIAMETER_UNKNOWN_SESSION_ID.
Upon reception of the request from the PCRF provided with explicit Policy Counter Identifier(s):
If all the policy counter identifiers are known to the OCS, the OCS shall be able to subsequently notify the PCRF of any policy counter state changes and/or additions, removals or changes of pending policy counter statuses along with their activation time.
If a policy counter identifier is known by the OCS, but is not applicable to the subscriber (e.g. not provisioned), the OCS may use an operator configured policy counter status to indicate this to the PCRF.
If the OCS is configured to accept the request provided with unknown policy counter identifier(s) , and if the OCS determines that one or more policy counter identifiers are unknown, an operator configured policy counter status may be used to indicate the policy counter identifier(s) determined as unknown by OCS. The status of known policy counter identifier(s) shall be returned to the PCRF in the same procedure in this case.

Alternatively, if the OCS is configured to reject the request provided with unknown policy counter identifier(s), and if the OCS determines that one or more policy counter identifiers are unknown, the OCS shall return a response with the Experimental-Result-Code AVP set to DIAMETER_ERROR_UNKNOWN POLICY_COUNTERS and with the Failed-AVP AVP indicating the unknown policy counter identifiers. When this failure occurs, if the SL-Request-Type AVP is set to:

-
INITIAL_REQUEST (0), then the Sy session is not created. 
-
INTERMEDIATE_REQUEST (1), then none of the changes in the request take effect but the Sy session is maintained.
NOTE 1:
In order to avoid misbehaviors due to the policy counters maintained in the Sy session, the PCRF can terminate the Sy session invoking the Final Spending Limit Request procedure in clause 4.5.3.
When the PCRF provides a new subscribed policy counter identifier list, the OCS shall remove any policy counter identifiers no longer in the list from association with the Sy session such that the OCS will no longer notify the PCRF of those policy counter state changes.

If an initial or intermediate request contains no policy counter identifiers, the OCS shall subsequently notify the PCRF of all available policy counter state changes and optionally the pending policy counter statuses with the activation times. If the OCS has no available policy counters for that subscriber during the Initial or Intermediate Spending Limit Report Request procedure, it sets the Experimental-Result-Code to DIAMETER_ERROR_NO_AVAILABLE_POLICY_COUNTERS. When this failure occurs, if the SL-Request-Type AVP is set to:
-
INITIAL_REQUEST (0), then the Sy session is not created.
-
INTERMEDIATE_REQUEST (1), then none of the changes in the request take effect but the Sy session is maintained. 
NOTE 2:
The PCRF can terminate the Sy session invoking the Final Spending Limit Request procedure in clause 4.5.3, or maintain the Sy session assuming that further available policy counters will be notified.
If the user identified in an initial request is not known to the OCS, the OCS shall reject the Spending Limit Report Request by including the result code of DIAMETER_USER_UNKNOWN in the Spending Limit Report Answer. In this case, the Sy session is not created.
Upon successful creation of an Sy session, the OCS shall include the current status of all subscribed policy counters (if any) in the response and set the Result-Code to DIAMETER_SUCCESS.

*** End of Changes ***

