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* * * First Change * * * *
5.4.2.2.x	Access Token request with intermediate forwarding NRF
When multiple NRFs are deployed in one PLMN, one NRF may request an OAuth2 access token to a different NRF so as to fulfil the Access Token Request from a NF service consumer. The acces token request between these two NRFs is forwarded by a third NRF in this case.
For this, step 1 in subclause 5.4.2.2.1 is executed (send a POST request to NRF-1 in the Serving PLMN); this request shall include the OAuth 2.0 Access Token Request in the request body.
Then, steps 1-4 in Figure 5.4.2.2.x-1 hereinafter are executed between NRF-1in Serving PLMN, NRF-2 in Serving PLMN and NRF-3 in Serving PLMN. 
Finally, step 2 in subclause 5.4.2.2.1 is executed, the Access Token Response containing the requested access token, the token type and additional attributes shall be sent to the NF Service Consumer.



Figure 5.4.2.2.x-1: Access Token Request with intermediate forwarding NRF
1.	NRF-1 receives an Access token request but does not have the information to fulfil the request. Then NRF-1 sends the Access token request to a pre-configured NRF-2.
2a.	Upon reception of the Access token request and based on the information contained in the Acces token request and locally stored information, NRF-2 shall identify the next hop NRF (see subclause 5.2.2.2.3), and forward the Access token request to that NRF (i.e. NRF-3 in this example) by replacing the originator of the service invocation with NRF-2, and the recipient of the service invocation with NRF-3. The locally stored information in NRF-2 may:
a)	be preconfigured; or
b)	registered by other NRFs (see subclause 5.2.2.2.3). 
2b.	if NRF-2 does not have enough information to forward the Access token request, then it responds with 404 Not Found, and the rest of the steps are omitted.
3a.	Upon success, NRF-3 shall return a "200 OK" status code, including in the response payload the Access token response containing the requested access token, the token type and additional attributes.
3b.	Upon failure, NRF-3 shall return "400 Bad Request" status code, including in the response payload a JSON object that provides details about the specific error(s) that occurred. 
4a.	NRF-2 forwards the success response to NRF-1.
4b.	NRF-2 forwards the error response to NRF-2.
NOTE:	It is not assumed that there can only be two NRF hierarchies, i.e. the NRF-3 can go on and forward the Access token request request to another NRF.

* * * Next Change * * * *
5.4.2.2.y	Access Token request with intermediate redirecting NRF
When multiple NRFs are deployed in one PLMN, one NRF may request an OAuth2 access token to a different NRF so as to fulfil the Access Token Request from a NF service consumer. The acces token request between these two NRFs is redirected by a third NRF in this case.
For this, step 1 in subclause 5.4.2.2.1 is executed (send a POST request to NRF-1 in the Serving PLMN); this request shall include the OAuth 2.0 Access Token Request in the request body
Then, steps 1-4 in Figure 5.4.2.2.y-1 hereinafter are executed between NRF-1in Serving PLMN, NRF-2 in Serving PLMN and NRF-3 in Serving PLMN. 
Finally, step 2 in subclause 5.4.2.2.1 is executed, the Access token response containing the requested access token, the token type and additional attributes shall be sent to the NF Service Consumer.



Figure 5.4.2.2.3-1: Access Token Request with intermediate redirecting NRF
1.	NRF-1 receives an Access token request but does not have the information to fulfil the request. Then NRF-1 sends the Access token request to a pre-configured NRF-2.
2a.	Upon reception of the Access token requestand based on the information contained in the Acces token request and locally stored information, NRF-2 shall identify the next hop NRF (see subclause 5.2.2.2.3), and redirect the Access token request by returning HTTP "307 Temporary Redirect" response. The locally stored information in NRF-2 may:
a)	be preconfigured; or
b)	registered by other NRFs (see subclause 5.2.2.2.3). 
	The "307 Temporary Redirect" response shall contain a Location header field, the host part of the URI in the Location header field represents NRF-3.
2b.	if NRF-2 does not have enough information to forward the Access token request, then it responds with "404 Not Found", and the rest of the steps are omitted.
3.	Upon reception of "307 Temporary Redirect" response, NRF-1 sends the Acces token request to NRF-3 by using the URI contained in the Location header field of the "307 Temporary Redirect" response.
4a.	Upon success, NRF-3shall return a "200 OK" status code including in the response payload the Access token response containing the requested access token, the token type and additional attributes.
4b.	Upon failure, the NRF-3 shall return "400 Bad Request" status code, including in the response payload a JSON object that provides details about the specific error(s) that occurred. 

[bookmark: _Toc4121265]* * * Next Change * * * *
A.4	Nnrf_AccessToken API (NRF OAuth2 Authorization)
openapi: 3.0.0
info:
  version: '1.0.1'
  title: 'NRF OAuth2'
  description: 'NRF OAuth2 Authorization'
paths:
  /oauth2/token:
    post:
      summary: Access Token Request
      operationId: AccessTokenRequest
      tags:
        - Access Token Request
      requestBody:
        content:
          application/x-www-form-urlencoded:
            schema:
              $ref: '#/components/schemas/AccessTokenReq'
        required: true
      responses:
        '200':
          description: Successful Access Token Request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AccessTokenRsp'
          headers:
            Cache-Control:
              $ref: '#/components/headers/cache-control'
            Pragma:
              $ref: '#/components/headers/pragma'
        '307':
          description: Temporary Redirect
        '400':
          description: Error in the Access Token Request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AccessTokenErr'
          headers:
            Cache-Control:
              $ref: '#/components/headers/cache-control'
            Pragma:
              $ref: '#/components/headers/pragma'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'


************ skip for sake of clarity ************
* * * End of Changes * * * *
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